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vRE´SUME´
Parmi les de´fis des syste`mes d’e´dition collaborative figure la cohe´rence des objets partage´s.
Dans la perspective d’une e´dition cohe´rente, le syste`me doit garantir la convergence. Pour
assurer la cohe´rence des objets partage´s, la litte´rature propose plusieurs solutions. Les dif-
fe´rentes approches majeures propose´es sont : l’approche des types de donne´es commutatives
re´plique´es (CRDT) et l’approche de la transforme´e ope´rationnelle (OT). L’approche CRDT
conside`re des ope´rations commutatives qui peuvent eˆtre exe´cute´es dans un ordre diffe´rent.
L’une des difficulte´s auxquelles CRDT se bute re´side en la commutativite´ des ope´rations.
Toutes les ope´rations d’e´dition doivent eˆtre commutatives afin d’eˆtre exe´cute´es dans un ordre
quelconque. L’approche de la transforme´e ope´rationnelle quant a` elle propose une transfor-
mation des ope´rations distantes rec¸ues par rapport aux ope´rations qui lui sont concurrentes ;
meˆme si elles sont de´ja` exe´cute´es. Pour effectuer les transformations, l’approche OT utilise
un algorithme de transformation inclusive (IT). Dans la litte´rature, plusieurs travaux ont
prouve´ que les principaux algorithmes de transformation inclusive propose´s ne satisfont pas
le crite`re de convergence.
Outre la cohe´rence, la se´curisation des interactions est un autre de´fi des syste`mes d’e´dition
collaborative. Le controˆle d’acce`s est l’un des mode`les de politiques de se´curite´ applicable dans
ce cadre. Il s’agit d’autoriser ou d’interdire l’e´dition a` certains utilisateurs. Le controˆle d’acce`s
doit eˆtre uniforme´ment de´ploye´ pour e´viter de compromettre la cohe´rence des ope´rations
d’e´dition. Une ope´ration d’e´dition valide sur un site doit l’eˆtre partout. Une ope´ration refuse´e
sur un site doit eˆtre refuse´e partout. Dans le contexte e´tudie´, le protocole de se´curite´ est fiable
s’il pre´serve la cohe´rence du syste`me. Fournir cette preuve de fiabilite´ est une taˆche ardue.
Le nombre de cas a` examiner est infini. De plus, pour une ve´rification automatique, le de´faut
de ressources survient si des techniques approprie´es ne sont pas exploite´es.
Dans cette the`se, nous nous inte´ressons aux de´fis que constituent la convergence et le
controˆle d’acce`s dans les syste`mes d’e´dition collaborative re´partis. Nous conside´rons un ob-
jet textuel a` structure line´aire qui est massivement e´dite´ dans une architecture re´partie.
L’approche de gestion de cohe´rence utilise´e est la transforme´e ope´rationnelle. Ainsi, chaque
utilisateur a sa copie locale du document partage´. Les ope´rations ge´ne´re´es sur un site sont
aussitoˆt diffuse´es aux autres utilisateurs. Elles peuvent eˆtre exe´cute´es dans un ordre quel-
conque. Les types d’ope´rations d’e´dition sont : l’insertion d’un caracte`re et la suppression
de caracte`re. Nous inte´grons e´galement un protocole de controˆle d’acce`s a` l’e´dition collabo-
rative. Notre the`se se pre´sente sous la forme de trois articles scientifiques, chacun traitant
d’une proble´matique bien spe´cifique.
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Dans le premier article, nous abordons la proble´matique de la convergence. Nous avons
adopte´ une de´marche en plusieurs e´tapes. Une exploration a e´te´ initialement faite afin de
ve´rifier s’il est possible d’avoir une fonction IT convergente. En utilisant la me´thode de la
synthe`se de controˆleur et les automates de jeu, nos investigations ont re´ve´le´ qu’aucune IT
base´e uniquement sur le caracte`re et la position ne peut garantir une convergence. L’identifi-
cation des causes de divergence a permis d’amorcer la re´solution du « proble`me de synthe`se
de controˆleur ». Ainsi, un troisie`me parame`tre a e´te´ ajoute´ aux ope´rations d’insertion. Il per-
met de manipuler le nombre de caracte`res supprime´s avant la position d’insertion indique´e.
Une fonction de de´termination de la valeur de ce parame`tre a e´te´ propose´e. Une fonction IT
a e´te´ par la suite propose´e, en tenant compte des propositions pre´ce´dentes. En utilisant la
ve´rification sur mode`le (model-checking), la preuve a e´te´ apporte´e que notre IT garantit bien
la convergence.
Le deuxie`me article propose l’inte´gration d’un protocole de se´curite´ optimiste. L’article
aborde la proble´matique de la fiabilite´ du protocole dans un espace d’e´tats infini. Il est
de´ploye´ au dessus de protocole de synchronisation du syste`me d’e´dition collaborative. Nous
faisons l’hypothe`se que le syste`me ve´rifie la proprie´te´ de cohe´rence en l’absence du controˆle
d’acce`s. Pour affronter les difficulte´s relatives a` la preuve de fiabilite´, l’approche du model-
checking symbolique a e´te´ pre´fe´re´e. Le model-checking borne´ a e´te´ utilise´ avec l’outil Alloy.
L’exploration faite pour des instances dont la taille maximale est de treize « signatures », a
permis de conclure la pre´servation de la cohe´rence par le protocole de controˆle d’acce`s. Notons
que ces instances ne sont pas massives mais la combinatoire re´sultante n’est pas ne´gligeable.
Le troisie`me article aborde la proble´matique de re´duction de syste`me. Des investigations
ont e´te´ mene´es afin d’avoir un mode`le fini e´quivalent au syste`me d’e´dition collaborative, au
regard de la proprie´te´ de cohe´rence. Le mode`le abstrait propose´ comporte trois sites coope´-
ratifs, dont l’un est administrateur. Ce mode`le a` espace d’e´tats fini e´tant prouve´ e´quivalent
par rapport a` la proprie´te´ de cohe´rence, au syste`me a` espace d’e´tats infini, il a servi de
cadre pour la ve´rification automatique. En utilisant l’outil Uppaal et le formalisme d’auto-
mate, nous avons prouve´ par model-checking que le mode`le abstrait pre´serve la cohe´rence.
Par conse´quent, le protocole de controˆle d’acce`s pre´serve la cohe´rence de syste`me d’e´dition
collaborative.
Nos travaux comportent quelques limitations lie´es a` leur porte´e. Nous avons manipule´
des objets textuels a` structure line´aire sur lesquels ne sont applique´es que des ope´rations
d’insertion et de suppression de caracte`res. De plus, la gestion des droits d’acce`s est base´e sur
un mode`le mono-administrateur. La performance du protocole de controˆle d’acce`s n’a pas non
plus e´te´ prise en compte. Les travaux auraient sans doute plus d’envergure s’ils couvraient
plusieurs types d’objets, plusieurs types d’ope´rations d’e´dition, plusieurs administrateurs et
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une e´tude de performance. Nos futures travaux pourraient eˆtre consacre´s a` l’e´largissement de
la porte´e de la pre´sente the`se.
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ABSTRACT
The consistency of the shared documents is one of the most important challenges in colla–
borative editing systems. To achieve consistency, a solution must ensure the convergence
criteria. Several solutions are proposed in litterature to achieve consistency of the shared
documents. The major approaches are: commutative replicated data type (CRDT) and
operational transformation (OT). CRDT considers some commutative operations which could
be executed in different order. The main difficulty of CRDT is to compute commutative
operations. OT approach proposes to transform remote operations against their concurrent
operations, even if they are already executed. An inclusive transformation function is used to
compute the transformations. In the litterature, several works show that the main inclusive
transformation (IT) functions proposed do not ensure convergence.
Besides consistency, security of the edition is another challenge in distributed collaborative
systems. Access control is a model of security policy that could be used. It consists of
granting or revoking editing authorizations for users. Access control must be uniformly
deployed to not compromise the consistency of the system. A valid editing operation at
one site must be valid at all other sites. As the same time, an invalid operation at one
site, must be invalid everywhere. In the current context, the security protocol is reliable
if it preserves the consistency of the system. Produce the proof of reliability is difficult.
It requires examining infinite number of cases. In addition, with automatic verification,
ressources become insufficient if appropriate techniques are not used.
This thesis is interested in consistency and access control challenges in distributed collab-
orative editing systems. It considers a textual object with a linear structure that is massively
edited in a distributed architecture. OT is used to manage consistency. Each user has a local
copy of the shared document. Locally-generated operations are immediately broadcast to
other users. Operations could be executed in any order. Their types are inserting and delet-
ing characters. To ensure security, collaborative edition is combined with an access control
protocol. The thesis consists of three scientific articles. Each of them deals with a specific
problem.
In the first article, we adress the problem of consistency and proceed in several steps.
Initially, we explore the existence of convergent IT functions of OT, which ensure data con-
sistency. Using the controller synthesis approach and game automata, we conclude that there
is no IT function, based only on character and position as parameters of insert and delete
operations, which ensure data consistency. The investigation of the causes of divergence led
to solve the controller synthesis problem. Thus, a new parameter is added to the insert op-
ix
eration signature. It handles the number of characters deleted before the inserting position.
The function needed to compute the value of this parameter is provided. Finally, based on
these contributions, we propose an IT function and show that it ensures convergence. The
proof is achieved by a symbolic model-checking emulated using the tool Uppaal.
The second article adresses the reliability of security protocol in an infinite state space. An
optimist access control protocol is considered to be deployed over any correct synchronization
protocol. The symbolic model-checking approach is choosen to deal with the proof of reliabi–
lity. For this purpose, bounded model-checking is used with the tool Alloy. Exploration
made with instances whose maximum size is thirteen allow to conclude the preservation of
consistency by the access control protocol. These instances are not massive but the resulting
combinatorial is important.
The third article adresses the problem of system reduction. In this article, we investi-
gate a finite model equivalent to a distributed collaborative editing system, with regard to
consistency. The abstract model proposed consists of three cooperative sites including the
administrator. This finite state model is proved by model-checking to preserve consistency.
Consequently, the access control protocol preserves consistency of any correct distributed
collaborative editing system. The model-checking techniques exploits Uppaal tool and au-
tomata.
Our work has several limitations. We consider textual objects with linear structure. These
objects are edited by applying some operations which are inserting and deleting characters.
In addition, the management of access rights is based on one-administrator model. The
performance study of the access control protocol is not done. The work would probably
be more extensive if it covered several types of objects, several types of editing operations,
many administrators and the performance study. Our future work could be devoted to the
widening of the scope of this thesis.
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1CHAPITRE 1
INTRODUCTION
Le de´veloppement des outils et re´seaux de communication accroˆıt les interactions entre
les eˆtres humains, e´quipements et logiciels. Il est donc possible d’interagir avec quelqu’un
ou un objet comme s’il se trouve a` porte´e de main ou de voix. L’impression sensorielle est
quasi-re´elle. Un outil de collaboration, identifie´ aussi par syste`me collaboratif, est un exemple
de cadre d’interactions. C’est un logiciel qui permet a` un groupe d’utilisateurs de collaborer
dans le cadre d’un projet, afin de re´pondre a` un besoin. Ces utilisateurs partagent un objet
commun que chacun manipule en fonction de ses pre´rogatives. Il peut s’agir par exemple de
groupes de chercheurs qui re´digent ensemble un article scientifique. On peut observer la meˆme
situation aupre`s des graphistes qui modifient des illustrations ou des productions visuelles.
Peuvent e´galement faire usage de cet outil des inge´nieurs du son qui re´alisent du mixage de
son.
Un e´diteur collaboratif est un exemple de syste`me collaboratif. Il permet de manipuler un
document textuel selon plusieurs granularite´s telles les caracte`res, lignes, paragraphes. Ainsi,
des actions comme la lecture, l’e´criture, la suppression, l’insertion, la modification sont exe´-
cute´es par les utilisateurs. GoogleDrive 1, Etherpad 2, Framapad 3, XWiki 4 sont des e´diteurs
collaboratifs. Dans sa forme la plus simple, la collaboration est synonyme de travail coope´ra-
tif. Plus pre´cise´ment, chaque utilisateur doit s’occuper d’une taˆche distincte. Le travail final
est l’assemblage des travaux re´alise´s individuellement par chaque utilisateur. Par exemple,
chaque membre d’une e´quipe de projet re´dige se´pare´ment un ou plusieurs chapitres d’un rap-
port de projet. Chaque utilisateur peut e´galement eˆtre affecte´ a` une fonction distincte tout
en manipulant une meˆme partie de l’objet partage´ avec d’autres utilisateurs. a` l’instar d’un
utilisateur qui e´crit la version initiale d’un texte tandis qu’il reviendra a` un autre utilisateur
de la corriger ou de la relire. Les utilisateurs font de la pure collaboration quand chacun peut
acce´der a` n’importe quelle partie de l’objet partage´ et l’e´diter, c’est-a`-dire lire, supprimer
des extraits, en modifier ou en rajouter. En plus de leur permettre de conjuguer leurs efforts,
les syste`mes collaboratifs dispensent les utilisateurs d’un regroupement dans un meˆme lieu
physique pendant leurs interactions. Un re´seau informatique sert de cadre a` ces interactions.





2soumis a` plusieurs contraintes. La re´activite´ locale en est un exemple. En effet, meˆme si
le syste`me autorise des interactions simultane´es, chaque utilisateur doit avoir l’impression
d’eˆtre seul a` l’exploiter. Cette contrainte est de´terminante pour la convivialite´ du syste`me.
L’autonomie des utilisateurs est e´galement l’une des contraintes a` satisfaire. Dans ce cas, les
utilisateurs doivent eˆtre en mesure de manipuler inde´pendamment les objets partage´s. L’au-
tonomie induit une exigence de disponibilite´ des objets partage´s. Pour certains syste`mes,
le nombre d’utilisateurs pouvant faire les manipulations repre´sente une contrainte impor-
tante. Quant a` la cohe´rence, elle incarne l’une des contraintes fondamentales. Le syste`me
doit garantir que tous les utilisateurs ont une vue commune des objets partage´s. Par ailleurs,
il est primordial que le syste`me soit se´curitaire afin de ne laisser collaborer seulement des
utilisateurs autorise´s, mais aussi que chaque utilisateur agisse dans la limite des roˆles qui
lui sont de´volus. Une attention particulie`re doit eˆtre accorde´e a` toutes ces contraintes pen-
dant la conception d’un tel syste`me. Les syste`mes existant e´tudie´s ne satisfont pas toutes les
contraintes. Nous nous proposons donc d’axer nos recherches sur la conception d’un syste`me
d’e´dition collaborative. Ce syste`me doit admettre la simultane´ite´ des interactions, l’autono-
mie et la collaboration a` grande e´chelle. e´galement, le syste`me doit offrir minimalement une
e´dition cohe´rente et se´curise´e.
Ainsi, dans le pre´sent chapitre, nous commenc¸ons par une bre`ve explication de quelques
concepts de base que nous estimons ne´cessaires a` la compre´hension de cette the`se. Ensuite,
nous exposons le cadre the´orique en abordant successivement les e´le´ments de la proble´ma-
tique, les objectifs de recherche et la me´thodologie adopte´e. Par la suite, nous pre´sentons nos
principales contributions ainsi que leur originalite´. Enfin, nous terminons le chapitre avec un
plan de notre the`se.
1.1 De´finitions et concepts de base
Dans cette section, nous introduisons quelques concepts lie´s a` une e´dition collaborative
re´partie se´curise´e et aux preuves formelles. Ces concepts de´terminent le socle et sont utilise´s
tout au long de la the`se. a` cet effet, nous commenc¸ons par clarifier la notion de synchronisme.
Par la suite, nous abordons les concepts de re´plication, de syste`me re´parti, de causalite´ et
de convergence. Nous de´finissons aussi la se´curite´ d’acce`s dans un syste`me d’e´dition colla-
borative. Enfin, nous examinons la ve´rification sur mode`le et l’approche de la synthe`se de
controˆleur.
31.1.1 E´dition collaborative
E´dition asynchrone et synchrone
Le mode`le d’interaction dans une e´dition collaborative peut eˆtre asynchrone ou synchrone.
Il fait re´fe´rence a` la simultane´ite´ des interactions entre les utilisateurs du syste`me. Si les
utilisateurs peuvent collaborer en e´ditant au meˆme moment des objets partage´s ; il s’agit
dans ce cas d’une collaboration synchrone. Si par conte, les objets doivent eˆtre e´dite´s a`
des moments diffe´rents, la collaboration est dite asynchrone. Dans ce cas, il n’existe aucun
me´canisme qui oblige les utilisateurs a` e´diter les objets au meˆme moment. Cependant, il faut
noter que certains syste`mes de collaboration asynchrone tole`rent la collaboration synchrone.
Ainsi, bien que les moments d’e´dition puissent eˆtre diffe´rents, le fait qu’ils co¨ıncident n’est
pas exclu.
Notion de re´plication
Les e´diteurs collaboratifs constituent une classe de syste`mes distribue´s dans laquelle les
utilisateurs sont ge´ographiquement re´partis et interagissent en manipulant des objets partage´s
tels que textes, images, graphiques, etc. [Imine (2010)]. Un re´seau informatique est potentiel-
lement exploite´ lors des manipulations. Dans un syste`me d’e´dition centralise´e, l’objet e´dite´
est he´berge´ sur un serveur central. Une telle e´dition ne´cessite une connexion permanente au
serveur central. La vulne´rabilite´ aux pannes de l’architecture centralise´e peut avoir un impact
sur la collaboration. Par exemple, une panne du serveur central ou un proble`me d’acce`s a`
celui-ci rend indisponible l’objet pour son e´dition.
Pour ame´liorer la disponibilite´ des donne´es dans le syste`me, chaque site peut de´tenir une
copie de l’objet partage´. Il s’agit d’une re´plication de l’objet partage´. Les copies locales de
l’objet partage´ sont aussi appele´es « re´pliques ». Cette re´plication est surtout mise en œuvre
au de´but d’une collaboration ou de`s qu’un nouvel utilisateur rejoint un groupe existant. Le
but est de permettre au groupe d’utilisateurs ou de sites re´partis dans l’espace ge´ographique,
de manipuler paralle`lement des re´pliques. La manipulation d’une re´plique se re´fe`re pre´cise´-
ment a` sa lecture ou aux ope´rations d’e´criture, de suppression ou de modification effectue´es
par le site concerne´. Chaque re´plique doit refle´ter les ope´rations ge´ne´re´es sur tous les sites
composant le syste`me. En d’autres termes, une mise a` jour re´alise´e localement par l’une des
re´pliques du fait de la ge´ne´ration d’une ope´ration par l’utilisateur doit eˆtre reproduite chez les
autres utilisateurs. Pour ce faire, la mise a` jour est propage´e aux autres sites. Le me´canisme
de distribution d’ope´rations localement ge´ne´re´es aux sites distants est appele´ « re´plication
d’ope´rations ». Dans la pratique, il existe deux sce´narii de re´plication d’ope´rations : pessimiste
et optimiste.
4La re´plication pessimiste suppose bien suˆr l’utilisation de plusieurs copies mais donne
l’illusion aux utilisateurs de l’existence d’une copie unique [Bernstein et al. (1987)]. Les lec-
tures sont faites sur les copies de manie`re inde´pendante tandis qu’une ope´ration d’e´criture
doit eˆtre exe´cute´e sur toutes les copies de manie`re atomique [Imine (2006)]. L’e´criture est faite
sur toutes les copies simultane´ment, sans eˆtre interrompue jusqu’a` son terme. Ceci ne´cessite
la mise en œuvre des techniques de synchronisation par un site central et une connexion
permanente a` ce site central.
Dans le cas de la re´plication optimiste, chaque site a sa copie mais dispose d’une autonomie
[Saito et Shapiro (2005)]. En vertu de cette autonomie, il peut la manipuler (lecture, e´criture)
a` volonte´ inde´pendamment des autres sites. Les ope´rations ge´ne´re´es et exe´cute´es sur un site
doivent e´galement eˆtre envoye´es aux autres sites pour eˆtre exe´cute´es. Cet e´tat des choses
induit l’inde´pendance des mises a` jour car les ope´rations ne peuvent eˆtre ni exe´cute´es dans
le meˆme ordre, ni sur les meˆmes copies [Imine (2010)].
Syste`me re´parti, exe´cution re´partie, causalite´ et concurrence
Un syste`me re´parti s’appelle aussi syste`me distribue´. Il constitue un ensemble de proces-
sus (ou machines, ordinateurs, tablettes, sites) autonomes et distants qui œuvrent dans un
but commun, en s’e´changeant des donne´es a` travers un re´seau informatique. L’autonomie des
processus dans un syste`me re´parti vient du fait qu’ils ne partagent ni me´moire ni horloge
commune. Il est important ici de faire le lien entre un syste`me re´parti et un syste`me paralle`le.
Un syste`me paralle`le encore appele´ machine paralle`le est compose´ de machines qui permettent
le traitement de plusieurs ope´rations ou taˆches en paralle`le. Il met en œuvre principalement
deux modes de communication : le passage de messages et la me´moire partage´e. Un sys-
te`me re´parti est donc un syste`me paralle`le a` la diffe´rence que les machines qui le composent
sont autonomes, les distances entre elles sont plus importantes et elles ne´cessitent l’utili-
sation d’un re´seau informatique pour les e´changes. Dans un syste`me re´parti, les processus
sont caracte´rise´s par une exe´cution en concurrence et une interaction par passage de mes-
sages. D’apre`s Lamport [Lamport (1978)], (i) l’envoi d’un message m produit un e´ve´nement
d’e´mission send(m) ; (ii) la re´ception d’un message m produit un e´ve´nement de re´ception
receive(m) ; et enfin, (iii) un e´ve´nement interne est produit par l’exe´cution d’instructions
n’induisant ni envoi ni re´ception de message. Faisons une analogie avec un syste`me re´parti
d’e´dition collaborative. Il utilise un mode`le de communication par messages. Chaque site qui
participe a` la collaboration est conside´re´ comme un processus. La ge´ne´ration d’une ope´ration
et l’exe´cution locale d’une ope´ration ge´ne´re´e ou rec¸ue sont des e´ve´nements internes. L’envoi
et la re´ception d’une ope´ration d’e´dition sont conside´re´s comme e´ve´nements d’e´mission et de
re´ception, respectivement.
5L’histoire locale d’un processus est de´finie comme la se´quence de tous les e´ve´nements
qu’il a produits. L’union de toutes les histoires locales, munie d’une relation d’ordre (voir
Annexe A.) particulie`re sur les e´ve´nements constitue une exe´cution re´partie. Dans un mo-
de`le a` communication par messages, une exe´cution re´partie se caracte´rise par la production
d’e´ve´nements par les divers processus. La relation d’ordre implicite sur les e´ve´nements d’une
exe´cution re´partie est la pre´se´ance causale. Elle permet de de´finir une relation de type «
e1 est arrive´ avant e2 » sans avoir recours a` la synchronisation d’horloges, e1 et e2 e´tant
deux e´ve´nements. Elle est note´e e1 → e2 et se lit « e1 pre´ce`de e2 ». Formellement, la pre´-
se´ance causale se de´finit par trois relations : Program order (Expression 1.1), Receive-from
(Expression 1.2) et transitivite´ (Expression 1.3).
– La relation Program order indique que deux e´ve´nements ei1 et ei2 produits par un meˆme
processus Pi sont totalement ordonne´s. Ainsi donc, soit « ei1 pre´ce`de ei2 », soit « ei2
pre´ce`de ei1 ». En conside´rant l’ope´rateur logique ⊕ qui permet d’exprimer l’alternative
(ou exclusif), nous avons :
∀ei1, ei2 ∈ Pi, (ei1 → ei2)⊕ (ei2 → ei1) (1.1)
– La relation Receive-from indique que l’envoi d’un message send(m) pre´ce`de la re´ception
du message receive(m).
send(m)→ receive(m) (1.2)
– La relation de transitivite´ exprime le fait que si l’e´ve´nement e1 pre´ce`de l’e´ve´nement e2
et que l’e´ve´nement e2 pre´ce`de l’e´ve´nement e3, alors e1 pre´ce`de e3.
((e1 → e2) ∧ (e2 → e3))⇒ (e1 → e3) (1.3)
Quand la pre´se´ance causale ne peut eˆtre e´tablie entre deux e´ve´nements e1 et e2, c’est-a`-dire
que l’un ne pre´ce`de causalement l’autre et vice-versa, on dit qu’il y a inde´pendance causale
entre ces deux e´ve´nements. Ils sont alors dits concurrents et note´s e1 || e2. Formellement la
notion de concurrence entre ces deux e´ve´nements se de´finit tel qu’indique´ dans l’expression
mathe´matique (1.4).
(e1 || e2)⇔ (¬(e1 → e2) ∧ ¬(e2 → e1)) (1.4)
6E´tat stable et notion de convergence
Lors d’une e´dition, au fil de l’e´coulement du temps donc de l’e´volution de l’horloge locale,
le syste`me d’e´dition collaborative connaˆıt une succession d’e´ve´nements de ge´ne´ration, d’envoi,
de re´ception et d’exe´cution d’ope´rations d’e´dition. La re´alisation de ces e´ve´nements a pour
effet de modifier localement non seulement l’histoire et le document partage´, mais aussi toutes
autres structures de donne´es (queues, files d’attente, variables, etc.) que manipule le syste`me.
Il est donc dans une dynamique de changement que nous qualifions de changement d’e´tats.
Un changement d’e´tat survient de`s lors qu’un e´ve´nement se produit. Le syste`me d’e´dition
collaborative est dit dans un e´tat stable, quand toutes les ope´rations ge´ne´re´es sur les diffe´rents
sites sont exe´cute´es sur tous les sites. Dans un tel e´tat, il est possible d’e´valuer la qualite´ des
diffe´rentes re´pliques qui existent sur les sites graˆce a` la notion de convergence. Ainsi, lorsque
le syste`me est dans un e´tat stable, les copies du document partage´ convergent si et seulement
si elles sont identiques sur tous les sites. La notion de convergence suppose donc que l’e´tat
du syste`me de´pend de l’ensemble des ope´rations exe´cute´es et non de la se´quence d’exe´cution
distincte sur chaque site [Ressel et al. (1996)].
1.1.2 Politique de se´curite´ et controˆle d’acce`s
Parmi les e´tats d’un syste`me, certains sont de´sirables tandis que d’autres sont potentielle-
ment non de´sirables. Les e´tats de´sirables sont e´galement appele´s e´tats autorise´s. La de´finition
des e´tats autorise´s d’un syste`me constitue ses objectifs de se´curite´. La manie`re de satisfaire
les objectifs est la strate´gie de se´curite´. Les solutions techniques utilise´es pour satisfaire ces
objectifs sont les me´canismes de se´curite´. Une politique de se´curite´ se de´finit alors comme une
description simple des objectifs de se´curite´ d’un syste`me, appuye´e d’une strate´gie de haut
niveau pour les satisfaire. Un mode`le de politiques de se´curite´ est une de´finition abstraite de
la fac¸on de de´finir une politique. Parmi les mode`les de politiques de se´curite´, nous avons le
controˆle d’acce`s. Il vise a` permettre a` une entite´ autorise´e d’avoir acce`s a` une certaine res-
source et interdire l’acce`s a` une autre, conforme´ment aux objectifs de se´curite´. Il permet de
de´terminer les droits et privile`ges courants d’une entite´. En ge´ne´ral, ceux-ci sont de´termine´s
a` partir de l’identite´ de l’entite´ et de la politique de se´curite´. Pour une e´dition collaborative
re´partie, il s’agit d’autoriser ou non des utilisateurs ou des sites a` exe´cuter des ope´rations
d’e´dition sur un document partage´.
1.1.3 Ve´rification sur mode`le et synthe`se de controˆleur
La conception d’un syste`me requiert des preuves de fiabilite´. Pour cette raison, la valida-
tion du bon fonctionnement par des tests et techniques formelles sont ne´cessaires. Alors que
7les tests explorent juste des e´tats juge´es critiques du syste`me, la ve´rification formelle couvre
tous ses e´tats possibles. L’approche classique de ve´rification des syste`mes est la ve´rification
par mode`le (model-checking). Celle-ci conside`re un syste`me complet, e´voluant sans influence
exte´rieure et prenant en compte l’environnement a` controˆler et son controˆleur. Pour ve´rifier
formellement le syste`me, il faut le mode´liser ainsi que les proprie´te´s qu’il doit satisfaire. Par la
suite, il faut apporter la preuve que le syste`me mode´lise´ posse`de bien les proprie´te´s attendues
en proce´dant a` une ve´rification effective. Pour toute proprie´te´ non ve´rifie´e par le syste`me,
un contre-exemple est ge´ne´re´ et sert a` corriger le syste`me. Ce processus est ite´ratif. Il est
re´pe´te´ jusqu’a` l’obtention d’un syste`me re´pondant aux proprie´te´s attendues. L’approche de
la synthe`se de controˆleur introduite par Wonham et Ramadge (1988) e´vite les ite´rations. Elle
propose de mode´liser le syste`me a` controˆler et de calculer ou de synthe´tiser un controˆleur
s’il en existe, de sorte que la proprie´te´ a` ve´rifier (appele´e objectif de controˆle) soit satisfaite.
On part donc d’un syste`me ouvert qu’on essaie de fermer en lui ajoutant en paralle`le un
controˆleur afin que le syste`me complet satisfasse la proprie´te´ voulue. De fac¸on pratique, le
comportement du syste`me a` controˆler est force´ de manie`re a` ce qu’il satisfasse la proprie´te´ in-
dique´e. Pour y parvenir, la de´marche consiste a` re´soudre le « proble`me de controˆle » (Control
Problem, CP ) puis en cas de succe`s, re´soudre le « proble`me de la synthe`se de controˆleur »
(Controller Synthesis Problem, CSP ). Le proble`me de controˆle pour un syste`me ouvert S se
de´finit formellement comme suit : e´tant donne´ un syste`me S, et une proprie´te´ ϕ, existe-t-il
un controˆleur C tel que, le syste`me ferme´ obtenu en mettant en paralle`le S et C satisfait la
proprie´te´ ϕ ? Elle peut eˆtre formellement re´e´crite comme ci-apre`s.
CP : S ||C |= ϕ? (1.5)
Le proble`me de synthe`se de controˆleur, est pose´ apre`s le CP. Il se formule comme suit : Si la
re´ponse au proble`me de controˆle est oui, peut-on construire un tel controˆleur C ? Elle peut
eˆtre re´e´crite comme ci-apre`s.
CSP : CP, peut− on construire C tel que S ||C |= ϕ? (1.6)
Pour re´pondre au CP, il est ne´cessaire de restreindre la classe des mode`les dans laquelle le
controˆleur est recherche´. Cette restriction est faite en choisissant un formalisme tel que auto-
mates finis, automates temporise´s, re´seaux de pe´tri. L’approche de la synthe`se de controˆleur
a pour but de restreindre le comportement du syste`me a` un comportement admis par le
controˆleur, afin d’assurer les objectifs de controˆle. Cette restriction se re´alise par le biais du
controˆleur. Celui-ci observe le syste`me et lui interdit certaines e´volutions. Il force ainsi le sys-
te`me a` rester dans l’ensemble des comportements prescrits pour atteindre un objectif donne´.
8Ge´ne´ralement, le de´fi consiste a` construire un controˆleur a` moindre couˆt et assez permissif.
Apre`s avoir de´fini ces quelques concepts de base, nous nous inte´ressons aux proble`mes
relatifs a` une e´dition collaborative se´curise´e dans la quelle la convergence des re´pliques doit
eˆtre assure´e.
1.2 E´le´ments de la proble´matique
Les syste`mes d’e´dition collaborative re´partis se caracte´risent par des e´changes d’ope´ra-
tions entre sites, une forte concurrence et une coordination de´centralise´e. Dans ce contexte,
ils doivent garantir la re´activite´ locale, le passage a` l’e´chelle et la cohe´rence [Imine (2008)].
Les e´changes d’ope´rations entre sites constituent une caracte´ristique fondamentale pour une
collaboration en temps re´el [Ahmed et Shirmohammadi (2006)]. Cependant l’exe´cution des
ope´rations dans un ordre diffe´rent, sur des copies diffe´rentes a pour conse´quence une diver-
gence de ces copies [Tlili et al. (2008),Tlili et al. (2010)].
La contrainte de convergence est plus forte selon le contexte applicatif conside´re´. Par
exemple, un syste`me collaboratif d’e´dition d’images dont les ope´rations sont re´duites a` celles
qui modifient les valeurs des pixels, pre´sente une exigence de convergence moindre qu’un
syste`me collaboratif d’e´dition textuelle. En effet, pour deux valeurs diffe´rentes d’un meˆme
pixel, si ces deux valeurs sont relativement proches l’une de l’autre ou de celles des pixels du
voisinage, il est difficile pour l’oeil humain de faire la diffe´rence entre elles. Il y a une perception
de convergence qui re´sulte de l’imperfection de la vision. La contrainte de convergence n’est
pas si forte car il n’est point besoin d’avoir des valeurs e´gales de pixels, mais un taux, seuil ou
marge de convergence acceptable par l’oeil humain. Il n’en est pas ainsi pour un document
textuel. Le fait d’avoir un mot ou un caracte`re a` la place d’un autre peut produire un
autre effet et soulever des proble`mes de se´mantique. Pour un objet textuel e´dite´ de manie`re
collaborative, la se´mantique des phrases ou des mots ajoute donc une complexite´.
L’approche de la transforme´e ope´rationnelle (OT) [Ellis et Gibbs (1989)] repre´sente le
principal cadre propose´ pour re´soudre la divergence [Molli et al. (2003a),Tlili et al. (2010)].
Dans ce cadre, chaque ope´ration exe´cute´e localement est aussitoˆt diffuse´e aux autres sites
pour eˆtre exe´cute´e [Saito et Shapiro (2005),Oster et al. (2006b)]. Les re´pliques sont alors tem-
porairement divergentes, jusqu’a` l’exe´cution des ope´rations concerne´es. En pratique, chaque
site proce`de a` la transformation des ope´rations rec¸ues des autres sites par rapport aux ope´-
rations locales avant de les exe´cuter [Li et Li (2004), Imine (2010)]. Les proprie´te´s se´man-
tiques des ope´rations sont exploite´es pour re´aliser ces transformations d’ope´rations [Molli
et al. (2003a), Sun et Ellis (1998),Li et Li (2008b)]. Les transformations ont pour finalite´ la
construction de l’histoire de chaque copie de l’objet partage´. Il ne s’agit pas d’obtenir des
9histoires identiques pour chaque site mais des histoires e´quivalentes (voir Annexe A) condui-
sant a` un meˆme e´tat final. Pour prendre en compte une ope´ration distante o, l’histoire locale
h est re´organise´e en deux sous-histoires hh et hc, repre´sentant respectivement la se´quence
des ope´rations qui pre´ce`dent causalement o et les ope´rations concurrentes a` o. En conside´-
rant la se´mantique de l’objet partage´, l’ope´ration o est transforme´e par rapport a` hc puis
exe´cute´e [Imine (2006)]. Les traitements relatifs aux ope´rations sont re´alise´s par deux compo-
sants [Boucheneb et Imine (2009)]. Le premier, de´nomme´ algorithme d’inte´gration, s’occupe
de la diffusion, la re´ception et l’exe´cution des ope´rations. Il a e´galement pour roˆle, de de´ter-
miner les ope´rations concurrentes de´ja` exe´cute´es (hc), qui doivent eˆtre conside´re´es lors d’une
transformation ; ainsi que l’ordre d’application des transformations. Le deuxie`me composant
fait la transformation d’une ope´ration rec¸ue par rapport a` une ope´ration concurrente de´ja`
exe´cute´e. Il s’agit de l’algorithme de transformation inclusive (IT). Les ope´rations rec¸ues
e´tant transforme´es vis-a`-vis des ope´rations concurrentes de´ja` exe´cute´es, avant d’eˆtre exe´cu-
te´es a` leur tour, il n’est plus ne´cessaire de respecter l’ordre dans lequel les ope´rations sont
exe´cute´es sur leurs sites d’origine. Il suffit juste de de´tecter et ge´rer la concurrence des ope´-
rations. Le de´fi pour l’algorithme d’inte´gration est donc celui de l’utilisation d’un me´canisme
approprie´ de de´tection de la concurrence, tandis que celui de l’algorithme de transformation
inclusive est une transformation cohe´rente. La cohe´rence suppose le respect du principe de
causalite´ et la convergence. Les ITs recense´s dans la litte´rature modifient les parame`tres des
ope´rations en guise de transformation mais aussi afin de les rendre exe´cutables dans un ordre
quelconque [Preguic¸a et al. (2009)].
Pour respecter le principe de la causalite´, la plupart des algorithmes base´s sur une ap-
proche OT utilisent les me´thodes d’ordonnancement classiques : estampille, vecteur d’horloge
et vecteur d’e´tat. Les algorithmes qui utilisent les vecteurs d’horloge, ou leurs variantes pour
re´soudre la concurrence, associent a` chaque site un vecteur d’horloge dont la taille varie en
fonction du nombre de sites. L’utilisation du vecteur d’horloge impose la connaissance pre´a-
lable du nombre de sites, qui ne peut ni eˆtre re´duit, ni croˆıtre inde´finiment dans le temps.
Dans un contexte de passage a` l’e´chelle, le nombre de sites connecte´s change continuellement
au rythme des connexions et de´connexions. Il est difficile de maintenir un vecteur d’horloge
dans ces conditions. De plus, a` grande e´chelle, la difficulte´ de la repre´sentation de l’horloge
peut constituer un handicap. En somme, les algorithmes base´s sur l’approche de la transfor-
me´e ope´rationnelle utilisant les vecteurs d’horloge souffrent de faiblesses lie´es a` l’autonomie
des sites, la topologie variable et la grande e´chelle [Tlili et al. (2008), Bakhshi et Gurov
(2007),Tlili et al. (2010),Akbarinia et al. (2007)].
Dans l’approche OT, l’e´dition collaborative est convergente si l’algorithme de transfor-
mation inclusive utilise´ satisfait deux proprie´te´s TP1 et TP2 [Ressel et al. (1996)]. On parle
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de respect du crite`re de convergence. La proprie´te´ TP1 stipule que pour deux ope´rations
concurrentes o1 et o2 de´finies sur le meˆme e´tat, l’histoire obtenue en conside´rant o1, suivi de
la transformation de o2 par rapport a` o1 est e´quivalente a` l’histoire obtenue en conside´rant
o2, suivi de la transformation de o1 par rapport a` o2. En d’autres termes, l’exe´cution de o1
suivie de celle de o2 conduit au meˆme e´tat que l’exe´cution de o2 suivi de l’exe´cution de o1.
La proprie´te´ TP2 quant a` elle indique que la transformation par rapport a` une se´quence
d’ope´rations concurrentes de´ja` transforme´es du re´sultat de la transformation d’une ope´ration
par rapport a` toute ope´ration concurrente conside´re´e dans ladite se´quence ne de´pend pas de
l’ordre dans lequel ces ope´rations concurrentes ont e´te´ transforme´es dans la se´quence.
TP1 : [o1; IT (o2, o1)] ≡ [o2; IT (o1, o2)] (1.7)
TP2 : IT ∗(o3, [o1; IT (o2, o1)]) = IT
∗(o3, [o2; IT (o1, o2)]), (1.8)
avec IT ∗ l’extension de IT telle que de´finie a` l’annexe A.
L’analyse des deux proprie´te´s montre que la proprie´te´ TP1 de´finit une identite´ d’e´tat alors
que la proprie´te´ TP2 de´finit une identite´ d’ope´rations. L’identite´ d’e´tat peut eˆtre satisfaite
conceptuellement. Il s’agit d’ailleurs la seule proprie´te´ a` ve´rifier dans une e´dition centralise´e
car elle permet de pre´server les intentions des utilisateurs.
Cependant, sur le plan conceptuel, il n’est pas e´vident de trouver un algorithme de
transformation satisfaisant l’identite´ d’ope´rations [Imine (2006)], encore moins dans un
contexte asynchrone. D’ailleurs, les algorithmes traditionnels de re´plication optimiste [Molli
et al. (2003a), Sun et al. (1998), Ressel et al. (1996), Suleiman et al. (1997), Ellis et Gibbs
(1989),Imine et al. (2003),Suleiman et al. (1998),Sun et Ellis (1998),Vidot et al. (2000)] sont
pour la plupart des algorithmes synchrones. Leur utilisation dans un contexte asynchrone
leur impose la satisfaction de la proprie´te´ TP2. La litte´rature a re´ve´le´ qu’aucun de ces algo-
rithmes n’a pu satisfaire la proprie´te´ TP2 avec les objets ayant une structure line´aire [Imine
(2006),Boucheneb et Imine (2009)].
Par ailleurs, la se´curite´ des donne´es partage´es est d’une importance capitale dans un
syste`me collaboratif. Cette dernie`re peut eˆtre inte´gre´e dans le processus de conception de
syste`me collaboratif temps-re´el ou eˆtre e´tudie´e se´pare´ment. Dans tous les cas, les exigences
de se´curite´ doivent s’aligner sur les enjeux du syste`me d’e´dition conside´re´. a` cet effet, le de´fi
de se´curisation d’une e´dition collaborative est de concilier les deux objectifs de convergence
et de se´curite´. Ceci requiert ine´luctablement un e´quilibre entre les contraintes de collabora-
tion et le controˆle d’acce`s. L’e´dition collaborative vise a` rendre disponibles les documents
partage´s a` tous les membres participants alors que le controˆle d’acce`s vise a` restreindre cette
disponibilite´ a` certains membres. La gestion de ces deux objectifs contradictoires fait face a`
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des exigences structurelles et ope´rationnelles non ne´gligeables. La topologie de la collabora-
tion e´tant variable car les membres peuvent joindre ou quitter le groupe collaboratif a` leur
guise, il faut permettre une gestion dynamique des changements de droits d’acce`s, d’ou` une
ge´ne´ricite´ et une flexibilite´ du mode`le de controˆle d’acce`s.
Cependant, le controˆle d’acce`s avec des changements dynamiques des droits d’acce`s ne doit
pas nuire a` la re´activite´ locale, au temps de re´ponse et a` la gestion des re´pliques. Cet impact
signifierait une de´gradation des performances du syste`me. De plus, la cre´ation paradoxale de
trous de se´curite´ est un risque patent selon le mode`le de controˆle d’acce`s retenu. Il pourrait
s’agir de la non application uniforme de la politique de controˆle d’acce`s sur tous les sites ;
avec en prime, l’autorisation de certaines ope´rations qui ne devraient pas l’eˆtre. Ou encore,
du refus de certaines ope´rations qui devraient eˆtre autorise´es sur certains sites. Une telle
situation serait e´galement source de divergence des re´pliques de documents partage´s.
a` l’origine, la politique de se´curite´ doit donc eˆtre formule´e de sorte que les strate´gies a`
mettre en place soient facilement applicables et les me´canismes faciles d’utilisation. Mais
au dela` de la ge´ne´ricite´, la flexibilite´, l’aspect dynamique, le maintien des indicateurs de
performance a` des seuils acceptables, la conception d’un mode`le de controˆle d’acce`s qui
tient compte des spe´cificite´s d’une e´dition collaborative re´partie doit offrir une spe´cification
de haut niveau des droits d’acce`s [Tolone et al. (2005)]. En plus, le mode`le de controˆle
d’acce`s doit e´galement eˆtre strictement examine´ en vue de fournir la preuve de sa fiabilite´.
Fournir une preuve de fiabilite´ pour un mode`le de se´curite´ est une taˆche difficile [Imine et al.
(2009), Jayaraman et al. (2013)]. Le contexte complexe de l’e´dition collaborative re´partie en
fait tout un de´fi dont te´moigne le nombre de cas a` observer. Un syste`me d’e´dition collaborative
massivement re´parti a un espace d’e´tats potentiellement infini. Il serait pratique de trouver
un syste`me qui lui est e´quivalent en termes de fiabilite´, mais dont l’espace d’e´tats est fini. La
preuve de fiabilite´ sera alors apporte´e en conside´rant le mode`le fini.
De tout ce qui pre´ce`de, nous convenons que dans un contexte d’e´dition collaborative
re´partie qui conside`re un document a` structure line´aire, la poursuite des objectifs de conver-
gence forte dans une approche OT et de controˆle d’acce`s est un de´fi multidimensionnel. Aux
pre´occupations de de´tection et de gestion de la concurrence s’ajoutent celles d’un algorithme
de transformation inclusive qui doit garantir la cohe´rence, de l’atteinte d’un e´quilibre entre
la disponibilite´ du document partage´ et la gestion des droits d’acce`s, sans compromettre la
cohe´rence de l’e´dition. La preuve de la fiabilite´ du controˆle d’acce`s doit couvrir aussi bien
l’application uniforme de la politique que la pre´servation de cette cohe´rence. Cette the`se est
une tentative de re´solution de certaines dimensions de ce de´fi.
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1.3 Objectifs de recherche
L’objectif ge´ne´ral de cette the`se est de proposer des me´canismes de re´plication se´curise´s
pour les syste`mes d’e´dition collaborative massivement re´partis. Ils sont base´s sur une ap-
proche OT. Le but est, d’une part, d’ame´liorer l’« expe´rience utilisateur » dans le cadre du
travail collaboratif et, d’autre part, de faciliter le de´veloppement de nouveaux environnements
collaboratifs et de nouvelles applications inte´ressantes qui prennent en compte l’autonomie,
le facteur d’e´chelle et l’instabilite´ topologique. Plus pre´cise´ment, il s’agit :
1. D’investiguer l’existence de me´canismes de re´plication optimiste convergents ;
2. De concevoir un algorithme de transformation inclusive (IT) devant garantir la conver-
gence dans un contexte re´parti de re´plication optimiste ;
3. De prouver formellement que l’algorithme de transformation inclusive propose´ conduit
bien a` une e´dition convergente ;
4. D’inte´grer un mode`le de controˆle d’acce`s adapte´ aux spe´cificite´s du contexte d’e´dition
collaborative conside´re´ ;
5. De prouver formellement que le mode`le de controˆle d’acce`s pre´serve la cohe´rence d’un
syste`me d’e´dition collaborative re´parti a` grande e´chelle, si ce dernier garantit initiale-
ment la cohe´rence.
Nous nous inte´ressons en particulier aux syste`mes d’e´dition collaborative re´partis qui
manipulent un objet textuel a` structure line´aire.
1.4 Esquisse me´thodologique
Pour atteindre les objectifs de recherche, nous utilisons dans un premier temps l’approche
du proble`me de controˆle pour investiguer formellement l’existence de me´canismes de re´plica-
tion optimiste convergents. a` cet effet, le me´canisme de re´plication base´ sur la transforme´e
ope´rationnelle est assimile´ a` un controˆleur. Nous nous basons sur la the´orie des jeux et les
automates de jeux pour concevoir des mode`les de´crivant les comportements attendus d’un
syste`me d’e´dition collaborative. Ensuite la proprie´te´ de convergence est spe´cifie´e en tant
qu’objectif de controˆle. Nous proce´dons a` la ve´rification effective, en prenant en compte les
questions de suˆrete´ et d’accessibilite´.
Une fois le proble`me du controˆleur re´solu, nous essayons de re´soudre celui de la synthe`se de
controˆleur. Nous cherchons donc a` synthe´tiser des strate´gies gagnantes. Il s’agit ensuite d’ex-
ploiter ces strate´gies pour formuler les spe´cifications auxquelles doit re´pondre le controˆleur
recherche´ afin que l’objectif de convergence soit atteint. Partant des spe´cifications, un algo-
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rithme de transformation inclusive est conc¸u. Nous nous assurons ensuite que le controˆleur
ainsi obtenu (IT) re´ponde aux besoins en faisant une ve´rification formelle.
En conside´rant un protocole de synchronisation qui assure initialement la convergence,
nous lui inte´grons sous la forme d’une couche supe´rieure, un protocole de controˆle d’acce`s.
Dans un premier temps, ce protocole est spe´cifie´ graˆce a` un formalisme de description de
comportements. Sa pre´servation de la convergence est ve´rifie´e de fac¸on borne´e en exploitant
un formalisme de description des requis. Par la suite, nous investiguons un mode`le abstrait
d’espace d’e´tats fini qui nous permet de prouver la pre´servation de la proprie´te´ de convergence
quelle que soit la taille du syste`me.
1.5 Principales contributions de la the`se et leur originalite´
Les principales contributions de cette the`se portent sur deux volets : (i) la proposition
d’une approche de transforme´es ope´rationnelles qui assure la cohe´rence dans les e´diteurs
collaboratifs re´partis et (ii) l’inte´gration d’un protocole de controˆle d’acce`s qui pre´serve la
cohe´rence d’un syste`me d’e´dition collaborative re´partie. Ces deux principales contributions
facilitent la re´solution de deux proble´matiques que sont : la convergence et la se´curite´ dans
les syste`mes d’e´dition collaborative re´partis. Elles favorisent ainsi l’ame´lioration du travail
collaboratif, en ge´ne´ral, et de l’e´dition collaborative a` grande e´chelle, en particulier. Les
contributions peuvent eˆtre de´taille´es de la manie`re suivante :
1. La preuve par model-checking que les approches OT base´es sur les signatures
classiques des ope´rations d’e´dition ne peuvent pas assurer la convergence.
Plusieurs travaux [Boucheneb et al. (2010), Boucheneb et Imine (2009), Imine et al.
(2006), Imine (2006)] ont de´montre´ que les approches OT propose´es dans la litte´rature
n’assurent pas la convergence dans les e´diteurs collaboratifs re´partis. Partant de ce
constat, nous nous sommes pose´s la question de savoir s’il est possible de concevoir
des syste`mes d’e´dition collaborative re´partis, base´s sur la re´plication optimiste et qui
assurent la convergence des documents e´dite´s. En conside´rant l’e´dition d’un document
textuel a` structure line´aire pour laquelle les seuls types d’ope´rations autorise´s sont l’in-
sertion et la suppression de caracte`res, nous avons alors apporte´ la preuve formelle
qu’aucune approche OT base´e sur les signatures classiques de ces deux types d’ope´-
rations ne peut assurer la convergence. Ce re´sultat tre`s important car toute piste de
recherche base´e uniquement sur les signatures classiques est de´sormais prouve´e voue´e
a` l’e´chec. Outre l’impact de cette contribution, son originalite´ vient e´galement de l’ap-
proche utilise´e. En effet, le questionnement sur l’existence de solution au verrou de la
convergence a e´te´ transforme´ en un proble`me de controˆle dont le but est de rechercher
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l’existence ou non d’un controˆleur qui pourrait gouverner un syste`me spe´cifique. Nous
n’avons trouve´ dans la litte´rature, aucun travail appliquant le proble`me de controˆle aux
e´diteurs collaboratifs re´partis.
2. La conception d’une approche OT en utilisant la technique de synthe`se de
controˆleur. Nous avons propose´ une fonction de transformation des re´pliques d’ope´-
rations. La fonction admet un parame`tre supple´mentaire pour l’insertion, en plus des
parame`tres classiques que sont le caracte`re a` inse´rer et la position dans laquelle il sera
inse´re´. Le nouveau parame`tre permet de spe´cifier le nombre de caracte`res supprime´s
avant la position d’insertion indique´e dans la signature. Cette contribution est appuye´e
par la proposition d’un me´canisme de de´termination automatique de la valeur du nou-
veau parame`tre. L’originalite´ de cette contribution re´side e´galement dans l’approche de
re´solution utilise´e pour aborder l’e´tude de la convergence. Il s’agit de l’approche de la
synthe`se de controˆleur. En effet, a` la suite de la re´solution du proble`me de controˆle,
qui a re´ve´le´ l’inexistence de fonction de transformation pour les signatures classiques de
l’insertion et de la suppression, la synthe`se de controˆleur a e´te´ utilise´e pour identifier les
causes de la divergence, d’une part, et proposer la fonction de transformation, d’autre
part. L’identification des causes de la divergence a permis d’avoir les balises ne´cessaires
a` la formulation des spe´cifications qui ont conduit a` la conception d’un me´canisme qui
assure la convergence. De surcroˆıt, a` notre connaissance, une telle approche n’a pas e´te´
exploite´e jusqu’alors dans le cadre des e´diteurs collaboratifs, sauf dans notre cas.
3. Preuve par model-checking que l’approche propose´e assure la convergence.
Pour consolider l’approche OT propose´e pour la convergence des re´pliques, nous avons
formellement prouve´ son exactitude. La ve´rification symbolique sur mode`le base´e sur
la technique des matrices de bornes (DBM, Difference Bound Matrices) a e´te´ utilise´e,
en combinaison avec un mode`le d’automate. L’utilisation des matrices de bornes pour
exprimer les contraintes sur les positions des caracte`res et traduire les transformations
des re´pliques d’ope´rations est tre`s originale dans la de´marche de preuve. Elle permet de
manipuler symboliquement les parame`tres, a` domaines infinis, des ope´rations d’e´dition.
4. Inte´gration d’une politique de controˆle d’acce`s aux syste`mes d’e´dition colla-
borative et preuve par model-checking de la pre´servation de la convergence.
Dans le but de se´curiser une e´dition collaborative re´partie, un protocole de controˆle
d’acce`s a e´te´ propose´ [Imine et al. (2009)]. Nous avons dans un premier temps e´labore´
une premie`re spe´cification du protocole. Elle se base sur la logique de premier ordre
et la the´orie des ensembles. Nous avons utilise´ une analyse borne´e pour prouver que
jusqu’a` concurrence d’un certain seuil, le protocole pre´serve la cohe´rence du protocole
de synchronisation au dessus duquel il est de´ploye´. Traitant d’un syste`me a` espace
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d’e´tats infini, du fait du nombre arbitraire d’utilisateurs, d’ope´rations coope´ratives par
utilisateur et d’ope´rations administratives, l’outil d’analyse n’a pas permis de couvrir
tout l’espace d’e´tats. Pour y reme´dier nous avons propose´ un mode`le abstrait a` espace
d’e´tats fini et prouve´ que ce dernier pre´serve, sur tout l’espace d’e´tats, la cohe´rence
du protocole de synchronisation. Nous en avons de´duit que le mode`le abstrait est e´qui-
valent au syste`me a` espace d’e´tats infini. Ce re´sultat est tre`s important car il permet
de manipuler un mode`le fini dans lequel un nombre re´duit d’utilisateurs sera utilise´.
Ainsi n’importe quel outil pourrait eˆtre utilise´ pour ve´rifier le protocole. De plus la de´-
marche utilise´e pour obtenir le mode`le abstrait a` espace d’e´tats fini peut servir de cadre
d’analyse a` d’autres proble`mes partageant des proble´matiques similaires de re´duction.
1.6 Plan de la the`se
Le reste de cette the`se est organise´ comme suit. Le chapitre 2 expose une revue de
litte´rature sur les approches de gestion de la cohe´rence dans les e´diteurs collaboratifs et les
protocoles de controˆle d’acce`s propose´s pour les e´diteurs collaboratifs.
Les trois chapitres suivants sont des articles qui traitent aussi bien de la cohe´rence d’une
e´dition collaborative re´partie, que de la pre´servation de cette proprie´te´ de cohe´rence par un
protocole de controˆle d’acce`s.
Le premier article, dont le titre est On Synthesizing a Consistent Operational Transfor-
mation Approach, e´tudie dans un premier temps la possibilite´ d’avoir une e´dition cohe´rente a`
partir des signatures classiques des ope´rations de suppression et d’insertion. Par la suite, en se
basant sur l’approche de la synthe`se de controˆleur, il propose une fonction de transformation
des ope´rations d’e´dition avec une nouvelle signature pour l’ope´ration d’insertion, puis prouve
formellement que son utilisation assure une e´dition concurrente cohe´rente. Cet article a e´te´
accepte´ pour publication dans la revue IEEE Transactions on Computer et fait l’objet du
chapitre 3.
Le chapitre 4 intitule´ Specification and Verification using Alloy of Optimistic Access
Control for Distributed Collaborative Editor est un article publie´ dans Formal Methods for
Industrial Critical Systems, Lecture Notes in Compture Science (LNCS). Il propose une spe´-
cification d’un protocole flexible de controˆle d’acce`s pour les e´diteurs collaboratifs. L’analyse
de cette spe´cification a e´te´ faite dans le but de s’assurer que le protocole pre´serve la cohe´rence
de tout protocole de synchronisation au-dessus duquel il serait de´ploye´, si ce dernier garantit
inde´pendamment la cohe´rence. La ve´rification faite lors de l’analyse est borne´e.
Le syste`me collaboratif e´tant a` espace d’e´tats infini, la ve´rification doit se baser sur un
mode`le fini qui est e´quivalent au syste`me collaboratif, par rapport a` la proprie´te´ de cohe´rence.
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Cette pre´occupation a e´te´ aborde´e par le chapitre 5 dans l’article intitule´ On Consistency
Preservation with Optimistic Access Control for Distributed Collaborative Editors. Ce dernier
est soumis a` la revue ACM Transactions on Information and System Security. Il propose un
mode`le abstrait a` espace d’e´tats fini qui est utilise´ pour analyser la pre´servation de la proprie´te´
de cohe´rence par le protocole de controˆle d’acce`s.
Dans le chapitre 6, nous pre´sentons une discussion ge´ne´rale sur les aspects me´thodolo-
giques et les re´sultats obtenus lors des travaux pre´sente´s dans cette the`se. Pour finir, une
conclusion est propose´e au chapitre 7. Elle pre´sente une synthe`se des travaux qui ont e´te´ ef-





Dans ce chapitre, nous passons en revue les travaux majeurs qui ont e´te´ re´alise´s dans le
cadre d’une e´dition collaborative. Plus pre´cise´ment, la gestion de la cohe´rence et le controˆle
de l’acce`s seront couverts.
2.1 Analyse sommaire du proble`me
Un syste`me d’e´dition collaborative se rapporte a` un groupe d’utilisateurs. Outre les e´tats
correspondant a` la cre´ation ou a` la suppression d’un tel groupe, le syste`me e´volue de manie`re
dynamique. Cette dynamique se traduit aussi bien en taille (nombre d’utilisateurs), qu’en
volume (nombre d’ope´rations d’e´dition exe´cute´es). En effet, une fois que le groupe collabo-
ratif existe, les ope´rations qu’un utilisateur peut exe´cuter par rapport a` ce groupe sont les
suivantes : (i) joindre le groupe ; (ii) partciper a` l’animation du groupe, (iii) quitter le groupe.
De`s lors que l’utilisateur joint le groupe, il re´cupe`re une copie du document (celle d’un uti-
lisateur avec son e´tat). Cette action finalise son processus d’admission. Une telle copie du
document partage´ est une re´plication tel qu’explique´ dans la section 1.1.1. La disposition
de cette copie marque e´galement le de´but de la collaboration. En effet, l’utilisateur peut
de´sormais participer a` l’animation du groupe en ge´ne´rant des ope´rations d’e´dition, en les
exe´cutant localement et en les re´pliquant au profit des autres participants. En outre, il parti-
cipe a` l’animation du groupe en exploitant les ope´rations rec¸ues des autres participants. Les
re´pliques d’ope´rations coope´ratives s’appliquent donc sur des re´pliques d’objets partage´s, ce
qui maintient et de´veloppe le syste`me. Il e´volue au rythme de la ge´ne´ration et de l’exe´cution
des ope´rations.
Au-dela` de la performance et de la disponibilite´ des re´pliques d’objets partage´s, l’un des
principaux objectifs poursuivis pour un syste`me d’e´dition collaboratif, est celui de la cohe´-
rence des re´pliques, quand le syste`me est dans un e´tat stable. Il serait aise´ d’observer cette
proprie´te´ du syste`me, s’il e´tait possible d’e´tablir un ordre total (voir Annexe A) sur l’en-
semble des ope´rations ge´ne´re´es dans le syste`me. Malheureusement, dans un environnement
re´parti, l’ordre total sur les e´ve´nements est difficilement concevable. En effet, les nœuds qui
composent un syste`me re´parti ne partagent ni me´moire, ni horloge commune (caracte´ristiques
fondamentales de ces syste`mes). Il est possible d’avoir lors d’une collaboration, des ope´rations
concurrentes (voir Section 1.1.1) et des conflits, ce qui augmente le niveau de complexite´ pour
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avoir un syste`me cohe´rent. De surcroˆıt, il existe une incertitude lie´e au de´lai de transit des
messages dans un syste`me re´parti. Les de´fis de la re´plication dans un syste`me distribue´ sont
non seulement la propagation efficace des re´pliques d’ope´rations (n’est pas e´tudie´e dans cette
the`se) mais aussi l’ordonnancement des ope´rations, la de´tection et la re´solution des conflits et
l’e´limination de la divergence des re´pliques [Saito et Shapiro (2005)]. Dans les syste`mes dis-
tribue´s, il est possible de synchroniser les horloges et les processus des diffe´rents nœuds avec
une pre´cision adapte´e au contexte d’application (synchronisation temporelle et e´ve´nemen-
tielle) afin de de´finir un ordonnancement. Une telle approche n’est pas adapte´e aux syste`mes
d’e´dition collaborative. En effet, de tels syste`mes doivent eˆtre re´actifs — l’utilisateur doit
avoir l’impression qu’il est seul a` travailler — tout en brassant un nombre e´leve´ d’ope´rations
coope´ratives. En somme, le “pseudo-ordonnancement” (l’ordre total est difficile a` obtenir) qui
pourrait eˆtre de´fini sur les ope´rations coope´ratives n’e´limine pas les conflits qui pourraient
survenir du fait de la concurrence des ope´rations. Il paraˆıt donc utile d’e´tudier les diffe´rentes
solutions propose´es dans la litte´rature pour affronter le de´fi de la cohe´rence engendre´ par les
ope´rations concurrentes.
Une fois que la frontie`re des approches de gestion des cohe´rences est bien de´limite´e, il s’en
suit la ne´cessite´ de jeter un regard sur les tentatives de se´curisation des syste`mes d’e´dition
collaborative. En effet, l’approche de gestion des aspects de se´curite´ a, sans aucun doute, une
incidence sur la collaboration. Les me´canismes qui ge`rent la collaboration sur chaque site sont
sense´s brasser les meˆmes ope´rations. Or, une mesure de se´curite´ non adapte´e pourrait causer
l’acceptation de certaines ope´rations par certains sites alors que d’autres sites se verraient
refuser les meˆmes ope´rations. En conse´quence, des ope´rations valides seraient refuse´es par
certains sites et re´ciproquement, des ope´rations non valides pourraient eˆtre exe´cute´es sur
d’autres sites. Une telle situation conduirait ine´luctablement a` une divergence de copie, d’ou`
une incohe´rence. Nous examinons les solutions propose´es dans la litte´rature au sujet de la
gestion de la se´curite´ dans un syste`me comme celui en e´tude.
2.2 Approches de gestion de la cohe´rence dans les e´diteurs collaboratifs
Dans la litte´rature, la nature des objets re´plique´s conside´re´s dans les diffe´rents travaux
sont : syste`me de fichiers, fichiers textes avec ou sans image, fichiers XML, etc. En fonction
de la nature des objets, plusieurs niveaux de granularite´ sont cible´s : caracte`re, ligne, chaˆıne
de caracte`res, atomes, etc. Plusieurs techniques ont alors e´te´ e´labore´es comme support a` la
gestion de la cohe´rence. Ces techniques sont pour la plupart des techniques de controˆle de
concurrence dont le but principal est d’e´viter la divergence ; la convergence e´tant conside´re´e
comme une cohe´rence partielle. Elles peuvent eˆtre re´parties en deux groupes : les techniques
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pessimistes et les techniques optimistes [Imine (2006)]. Les techniques pessimistes e´vitent
l’apparition de la divergence en utilisant des verrous. Par contre les techniques optimistes
permettent l’apparition de la divergence et ensuite la re´solvent a` l’aide de proce´dures. La
technique de synchronisation est un exemple de technique optimiste. Elle se de´finit comme
un processus qui prend en entre´e deux re´pliques divergentes et les modifie afin qu’elles soient
identiques en sortie [Molli et al. (2003a)]. Le but est donc de faire converger graˆce au syn-
chroniseur (ou outil de fusion selon le contexte) deux copies initialement divergentes. Les
approches propose´es afin de garantir la cohe´rence sont essentiellement : « multi-versions »
(MV) [Bernstein et Goodman (1983)], « se´rialisation / re´solution de conflits » (SRC) [Ellis
et Gibbs (1989)], transforme´e ope´rationnelle (OT) [Ellis et Gibbs (1989)] et celle des types
de donne´es commutatives re´plique´es (Commutative Replicated Data Type, CRDT) [Preguic¸a
et al. (2009)].
2.2.1 Approche multi-versions
Cette approche [Bernstein et Goodman (1983)] se base sur le paradigme «Co-
pier–Modifier–Fusionner». Chaque utilisateur a sa copie locale de l’objet, la modifie a` sa
guise et de´cide du moment de la fusion. Les ope´rations locales ne sont donc pas automati-
quement diffuse´es aux autres utilisateurs. La fusion a pour effet de rendre l’ancienne version
obsole`te et de conside´rer la version courante fusionne´e comme dernie`re version [Bernstein et
Goodman (1983)]. Il existe de ce fait, plusieurs versions d’un meˆme objet. En effet, outre
la nouvelle version, les anciennes sont e´galement sauvegarde´es. Chaque copie se fait a` par-
tir de la dernie`re version disponible. Toutes ces versions sont stocke´es sur un site central.
L’architecture utilise´e est de type client / serveur. C’est le site central qui de´termine l’ordre
dans lequel deux e´ve´nements (ge´ne´ration d’ope´rations) se sont produits. Pour assurer la co-
he´rence, le site central ge`re des estampilles mate´rialise´es par un vecteur d’horloge qui sert a`
de´compter les ope´rations. Ainsi, pour chaque ope´ration ge´ne´re´e en local (e´ve´nement interne),
le site central ge´ne´re une estampille. La fusion est faite ope´ration par ope´ration. Une fusion
n’est applicable pour une ope´ration que si l’estampille correspondante est attribue´e plus toˆt
que celle de toute autre ope´ration en instance de demande de fusion [Bernstein et Goodman
(1981)]. Dans le cas contraire, un conflit est de´tecte´. Un conflit est e´galement de´tecte´ si deux
ope´rations concernent le meˆme e´le´ment (caracte`re, ligne, etc., selon la granularite´), meˆme si
l’une des ope´rations est de´ja` fusionne´e. En l’absence de conflit, la fusion est effective. Une
nouvelle version est ainsi cre´e´e. a` la suite de la fusion, la nouvelle version pourra eˆtre visible
par les utilisateurs. Cette approche est utilise´e dans Concurrent Version System 1 (CVS),
1. http://www.cvshome.org/
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Subversion 2 (SVN) et les produits de la suite Rational ClearCase 3 qui permettent de ge´rer
le cycle de vie d’applications logicielles.
Dans CVS, toutes les copies stocke´es sur le site central sont ge´re´es graˆce a` une structure
appele´e «de´poˆt» (repository). Le de´poˆt contient l’historique des versions du document partage´
ainsi que des me´tadonne´es. Elles sont par exemple, l’horodatage de l’ope´ration et l’identifiant
de l’utilisateur. Chaque utilisateur a localement un espace de travail qui contient une copie du
de´poˆt situe´e sur le site central. Lors de la fusion, si un conflit est de´tecte´ au niveau du syste`me
de fichier, CVS a recours a` l’utilisateur pour sa re´solution [Molli et al. (2003b)]. Si par contre
le conflit concerne le contenu d’un fichier texte (l’e´le´ment de´finissant la granularite´), la fusion
est faite automatiquement par le syste`me. Toutefois, l’utilisateur peut corriger d’e´ventuelles
mauvaises de´cisions prises par le syste`me lors de la synchronisation. Les anciennes versions
qui ont e´te´ sauvegarde´es peuvent eˆtre restaure´es a` cet effet. SVN est une ame´lioration de CVS.
L’un des apports concerne le volume d’informations e´change´es entre le client et le serveur.
En effet, les e´changes sont diffe´rentiels. Seules les ope´rations engendrant des modifications
effectives sur les objets sont envoye´es au serveur lors de la fusion. Cette pratique est contraire
a` celle de CVS. Ce dernier prend syste´matiquement en compte toutes les ope´rations. SVN
apporte donc un gain en terme de bande passante. Cependant, le principe de gestion reste
le meˆme. Les principes de SVN sont g´alement ceux utilise´s dans Rational Clear Case multi-
sites 4.
L’approche multi-versions pre´sente une faiblesse lie´e au couˆt de stockage des diverses ver-
sions. a` cela s’ajoute la de´cision de fusion qui est de´pendante du bon vouloir de l’utilisateur. Il
serait inte´ressant qu’il soit de´barrasse´ de cette taˆche afin qu’une vue plus re´aliste du document
partage´ soit visible par chaque utilisateur assez rapidement. De plus, le mode`le de controˆle de
concurrence centralise´ utilise´, et son recours aux estampilles pour ge´rer la cohe´rence, rendent
cette approche incompatible avec un environnement ou` le nombre d’utilisateurs est massif.
Dans un tel environnement, il ne saurait exister un serveur central et une estampille a` large
e´chelle serait difficile a` ge´rer.
2.2.2 Approche se´rialisation / Re´solution de conflits
Dans l’approche SRC [Ellis et Gibbs (1989)], un site de re´fe´rence est de´signe´ au lancement
du syste`me. Pour obtenir la cohe´rence, chaque site est tenu d’exe´cuter la meˆme se´quence
d’ope´rations, c’est-a`-dire que les ope´rations doivent eˆtre dans le meˆme ordre. L’approche
SRC vise donc a` e´tablir un ordre total sur les ope´rations avant de les exe´cuter. Le me´canisme
2. http://subversion.apache.org/
3. http://www-03.ibm.com/software/products/fr/category/SW860, acce`s : 15 mai 2014
4. http://www-03.ibm.com/software/products/fr/ccmulticoll, acce`s : 15 mai 2014
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de de´termination de cet ordre total sur les ope´rations est appele´ «se´rialisation». L’ordre est
de´fini par le site de´signe´ au de´but de la collaboration. De`s qu’il y a un nouvel ordre de´fini,
chaque site doit annuler toutes les exe´cutions pre´ce´demment faites (qui ne correspondent pas
a` l’ordre e´tabli). Les ope´rations doivent eˆtre re´exe´cute´es suivant le re´sultat de la nouvelle
se´rialisation. Ce processus ite´ratif est tre`s couˆteux car il faut continuellement faire et de´faire
les exe´cutions selon le rythme de la ge´ne´ration de nouvelles ope´rations dans le syste`me.
Aussi, le de´lai pour re´aliser la se´rialisation a` chaque nouvelle ope´ration constitue un couˆt
supple´mentaire. En outre, le site de´signe´ pour se´rialiser les ope´rations fonctionne comme
un nœud central. Au vue de ces faiblesses, la de´finition d’un ordre total des ope´rations
sur un serveur avant l’exe´cution et l’obligation faite aux sites d’exe´cuter la meˆme se´quence
d’ope´rations n’est ni adapte´e aux e´diteurs collaboratifs ni a` un contexte de grande e´chelle.
Toutefois, cette approche est associe´e a` d’autres techniques pour re´soudre la divergence. Tel
est le cas dans MOT2 [Cart et Ferrie´ (2007)] et SOCT2 [Suleiman et al. (1997)].
Dans SOCT2, Suleiman et al. se´rialisent les ope´rations concurrentes en ayant pour cri-
te`re le respect des intentions des utilisateurs. Dans un environnement re´parti, ils proposent
l’adjonction de me´thodes comple´mentaires pour le respect de la causalite´ entre deux ope´ra-
tions. En fait, les auteurs proposent une transformation de la deuxie`me ope´ration afin de
tenir compte de l’effet produit par la premie`re et ainsi satisfaire les intentions des utilisa-
teurs. Ce faisant un ordre partiel (voir Annexe A) est de´fini sur les ope´rations. C’est un ordre
local e´quivalent qui est construit de`s lors qu’il y a des ope´rations concurrentes. Cet ordre
tient compte aussi bien des ope´rations natives que des transformations d’ope´rations natives.
L’histoire et la se´mantique des ope´rations ont e´te´ utilise´es a` cette fin.
2.2.3 Approche des types de donne´es commutatives re´plique´es
La classe e´mergente des algorithmes de re´plication est celle des types de donne´es commu-
tatives re´plique´es (CRDT) [Preguic¸a et al. (2009)]. Shapiro et Preguic¸a ont formalise´ cette
approche en utilisant pour fondement la the`se selon laquelle, sous de simples et standards
hypothe`ses, les re´pliques convergent vers une valeur correcte, quels que soient leurs types
de donne´es, si les ope´rations concurrentes sont commutatives [Shapiro et Preguic¸a (2007)].
Ainsi, il ne sera pas ne´cessaire de de´tecter la concurrence entre les ope´rations afin d’assurer
la cohe´rence [Weiss et al. (2010)]. De plus, les algorithmes conc¸us dans cette approche n’ont
point besoin de satisfaire la condition TP2 (expression 1.8, page 10). En pratique, ces al-
gorithmes s’appuient sur des ope´rations nativement commutatives (voir Annexe A), de´finies
sur des types de donne´es abstraites, tels que des listes, des arbres ordonne´s, etc. Les ope´ra-
tions, une fois ge´ne´re´es sur un site, sont diffuse´es vers les autres sites pour eˆtre re´exe´cute´es
sans quelque me´canisme complexe de fusion ou d’inte´gration. Il n’y a pas d’ordre total sur
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les ope´rations, ce qui permet a` des ope´rations pre´sume´es concurrentes d’eˆtre exe´cute´es dans
n’importe quel ordre. De plus, les pre´curseurs de cette approche ont montre´ que de tels types
de donne´es supportent les transactions a` tre`s faible couˆt. Dans [Shapiro et Preguic¸a (2007)],
en partant du principe selon lequel toutes les ope´rations concurrentes doivent commuter, il
a e´te´ prouve´ que tout type de CRDT converge si les ope´rations se re´fe`rent a` des identifiants
uniques diffe´rents. Le de´fi revient donc a` concevoir les types de donne´es et les me´canismes
approprie´s pour garantir la commutativite´ des ope´rations. Les questions sous-jascentes sont
celles de l’identification unique des atomes et de la performance. Pour ce qui est de la gestion
de l’identifiant unique, le choix du domaine de valeurs de l’identifiant doit eˆtre fait de sorte
qu’il soit compact. Ainsi, entre deux identifiants donne´s, il doit toujours eˆtre possible de ge´-
ne´rer un nouvel identifiant. Pour ce qui est de la performance, si par exemple une structure
de donne´es arborescente est utilise´e, il faut veiller a` mettre en place des me´canismes pour
e´quilibrer l’arbre a` moindre couˆt. Ces me´canismes ne doivent pas compromettre la gestion de
l’identification unique des atomes. De plus, ils doivent eˆtre conc¸us pour faciliter les recherches
et les faire aussi a` moindre couˆt.
Quelques approches et techniques ont e´te´ identifie´es pour assurer la commutativite´. En
termes d’approches, il s’agit de la coalescence des ope´rations et de la pre´se´ance. La coalescence
suppose que, pour deux ope´rations concurrentes, l’exe´cution de l’une pre´serve les effets de
l’autre et vice-versa. Selon Shapiro et Preguic¸a, bien que la coalescence soit la meilleure
approche, elle n’est pas toujours possible. La pre´se´ance (ordre implicite sur les ope´rations),
par contre, serait beaucoup plus facile a` re´aliser que la coalescence. En ce qui concerne les
techniques, le concept de mises a` jour non destructives a e´te´ couple´ avec une identification
invariante. De plus, si le consensus est ne´cessaire, il est re´alise´ en arrie`re-plan, mais juste
pour des ope´rations non essentielles. Il est interrompu si elles rentrent en conflit avec une
ope´ration essentielle. Parmi les algorithmes de CRDT nous distinguons : WOOT [Oster et al.
(2006b)], Logoot [Weiss et al. (2009)], Logoot-Undo [Weiss et al. (2010)], TreeDoc [Preguic¸a
et al. (2009)]. Nous pre´sentons ci-apre`s chacun de ces algorithmes.
Algorithme WOOT
WOOT est une me´thode de re´plication asynchrone qui exploite un tampon de caracte`res
re´plique´s de type CRDT. Les objets re´plique´s sont conside´re´s avoir une structure line´aire et
la de´finition des ope´rations est base´e sur les caracte`res (e´le´ments) et non leur position. a` cet
effet, un identifiant est ge´re´ pour chaque caracte`re utilise´ dans le syste`me. La relation d’ordre
induite par une ope´ration relative a` un caracte`re est maintenue localement et lui est associe´e
lors de la diffusion. Les ope´rations sont suppose´es commutatives car les mises a` jour sont non
destructives et l’identifiant d’un caracte`re ne change pas avec les modifications concurrentes.
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WOOT n’utilise pas un vecteur d’horloge et ne de´pend pas du nombre de sites, permettant
ainsi son utilisation a` grande e´chelle. Cependant, l’usage de la me´thode dite des «pierres
tombales» (tombstones) pour enregistrer les caracte`res supprime´s a pour conse´quence une
consommation de ressource (espace me´moire). De surcroˆıt, aucun me´canisme de vidange des
plus anciens caracte`res supprime´s, qui ne va pas compromettre la cohe´rence, n’est de´fini. Il
est a` noter e´galement que WOOT ne supporte pas les ope´rations groupe´es comme le «copier-
coller».
Algorithmes Logoot et Logoot-Undo
Logoot [Weiss et al. (2009)] est un CRDT qui conside`re que les objets re´plique´s ont une
structure line´aire. L’e´le´ment de granularite´ conside´re´ ici est la ligne, en plus d’un contenu. La
ligne est caracte´rise´e par un identificateur unique de position. Les identificateurs de position
sont ge´re´s graˆce a` une liste ordonne´e dans l’ordre lexicographique. Logoot utilise un arbre
n-aire comme structure de donne´es. N’utilisant pas de «pierres tombales», il n’a pas besoin
d’un outil de vidange. Il n’imple´mente pas le concept d’«annulation n’importe ou` n’importe
quand» et peut supporter la grande e´chelle. Logoot-Undo est une version ame´liore´e de Logoot
pour supporter l’« annulation n’importe ou` n’importe quand ». En termes d’ame´liorations, on
note une table d’identificateurs ajoute´e au mode`le, une structure de donne´es «cimetie`re» qui
permet de ge´rer le degre´ de visibilite´ de la ligne, un tampon historique par site afin de stocker
les rustines. La surcharge ge´ne´re´e par la prise en compte de la proprie´te´ d’«annulation»
pourrait eˆtre dommageable au syste`me a` grande e´chelle.
TreeDoc
La conception de TreeDoc [Preguic¸a et al. (2009)] repose sur le fait que les documents
partage´s consistent en une se´quence line´aire d’«atomes». Un atome repre´sente un caracte`re
ou tout autre e´le´ment non e´ditable comme des figures inse´re´es dans l’objet. Deux ope´rations
d’e´dition sont possibles sur les atomes : l’insertion et la suppression. L’insertion prend trois
parame`tres a` savoir la position d’insertion, l’atome a` inse´rer et l’identifiant du site ge´ne´rateur
de l’ope´ration. La suppression prend deux parame`tres dont le premier indique la position
a` laquelle l’atome sera supprime´ et le second, l’identifiant du site ayant initie´ l’ope´ration.
Malgre´ la suppression de l’atome, elle est maintenue dans la structure de donne´es sous-jacente
mais n’est plus visible par l’utilisateur. La commutativite´ des ope´rations est assure´e par
coalescence. TreeDoc utilise un tampon d’atomes dans lequel chaque position a un identifiant
unique qui ne change pas pendant toute la dure´e de vie du document. Un ordre total est de´fini
sur les identificateurs de positions. Toutefois, il est toujours possible de ge´ne´rer un nouvel
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identifiant unique entre deux identifiants existants. Une structure d’arbre binaire e´tendu est
utilise´e pour les identifiants. Chaque nœud de l’arbre contient ou non un atome. L’identifiant
de position associe´ a` l’atome est le chemin dans l’arbre pour arriver a` ce nœud. Pour construire
le chemin, on conside`re que le « fils gauche » correspond a` 0 et le « fils droit » a` 1, le nœud
« racine » correspondant a` une chaˆıne vide repre´sente´e par le caracte`re ǫ. Deux strate´gies
sont alors propose´es pour ge´rer les identifiants. La premie`re est compacte mais utilise une «
pierre tombale » pour garder la trace des suppressions. De ce fait, il n’est pas adaptable a` un
P2P car gourmant en espace me´moire, bien qu’une proce´dure soit propose´e pour la vidange.
La seconde ne garde pas trace des suppressions. Pour e´quilibrer l’arbre et ainsi e´viter la
surcharge, un me´canisme d’optimisation a e´te´ propose´.
Autres applications de l’approche CRDT
Bien que WOOT, TreeDoc, Logoot et Logoot-Undo conside`rent un document XML
comme ayant une structure line´aire et donc pris en charge par ces derniers, Martin et al.
lui accordent une attention particulie`re dans [Martin et al. (2010)]. Cette attention est due a`
l’importante place qu’occupe de plus en plus le format XML dans les syste`mes informatiques
pour ce qui est du stockage, de la possibilite´ de faire des requeˆtes et des e´changes de donne´es.
Le document XML n’a pas e´te´ assimile´ a` un document textuel line´aire, comme le faisaient les
algorithmes cite´s ci-dessus ; mais il est re´ellement conside´re´ par les auteurs comme un docu-
ment semi-structure´ avec une arborescence. a` cet effet, pour un nœud de l’arborescence, ses
attributs e´ventuels, ses nœuds e´le´ments (fils) ainsi que leurs attributs respectifs sont consi-
de´re´s dans la conception. L’arborescence XML est conside´re´e comme un ensemble d’arcs,
chacun de´fini par un identifiant unique, un ensemble d’arcs fils et un ensemble d’attributs.
Trois types d’ope´rations sont supporte´es par cette arborescence : l’ajout d’un arc vide avec
en parame`tre l’identifiant de l’arc a` ajouter et celui sous lequel il sera ajoute´ ; la suppres-
sion d’un arc dont l’identifiant est indique´ en parame`tre ; et l’affectation d’attribut a` un arc.
L’identifiant, l’attribut, sa valeur ainsi que l’estampille de l’ope´ration sont les parame`tres
de la fonction re´alisant l’affectation. La suppression d’un attribut revient a` lui affecter une
valeur nulle. L’estampille est utilise´e afin de ge´rer la commutativite´ des ope´rations mais en
re´alite´ un ordre total est de´fini sur ces estampilles. Martin et al. prennent en compte les
annulations afin de mieux ge´rer les erreurs et les conflits d’e´dition. a` cet effet, les auteurs
ont utilise´ les « pierres tombales » pour garder la trace de toutes les ope´rations exe´cute´es
sur le document. Cependant, ils se limitent aux dernie`res ope´rations car un me´canisme a e´te´
pre´vu pour la vidange des vieilles ope´rations en se basant sur les estampilles. Bien qu’offrant
une gestion compacte qui facilite l’ordonnancement des « nœuds e´le´ments » et malgre´ la
prise en compte d’une proce´dure pour la vidange, la proposition de Martin et al. n’est pas
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tre`s adapte´e a` cause de la grande e´chelle et sa consommation d’espace. De plus, ces travaux
conside`rent seulement un document XML bien forme´ mais pas un document XML valide.
Le document peut eˆtre ve´rifie´ avec un parseur non validant (analyse de la syntaxe concre`te
seulement). Il n’est pas ve´rifiable avec un parseur validant (offre un support comme la DTD,
une grammaire qui permet de ve´rifier la conformite´ du document XML). Le mode`le de´crit
par les auteurs inclut les « pierres tombales » et les ope´rations. Ces dernie`res ne doivent
pas eˆtre visibles pour les applications donc il y a ne´cessite´ d’un traitement particulier par les
parseurs validant.
Wu et al. ont propose´ un mode`le de cohe´rence base´ sur l’approche CRDT [Wu et Pui
(2009),Wu et al. (2010)]. Il est compose´ de deux proprie´te´s : la convergence et la pre´servation
de la pre´se´ance de la de´pendance des donne´es (Data-dependency Precedence Preservation,
DDP). La proprie´te´ DDP conside`re une restriction de la pre´servation de la pre´se´ance cau-
sale pre´sente´e a` la Section 2.2.4. Elle exploite une structure de donne´es appele´e se´quences
partiellement persistantes (partial persistent sequences , PPS) que nous pre´sentons a` la Sec-
tion 3.4.5.
2.2.4 Approche de la transforme´e ope´rationnelle
L’approche de la transforme´e ope´rationnelle a e´te´ propose´e par la communaute´ des e´di-
teurs collaboratifs synchrone pour re´soudre la divergence cause´e par la pre´sence d’ope´rations
concurrentes. Elle conside`re plusieurs sites, chacun ayant sa copie de l’objet partage´. Les ope´-
rations ge´ne´re´es localement sont envoye´es aux autres sites pour leur prise en compte. Chaque
copie est modifie´e localement par l’exe´cution d’une ope´ration ge´ne´re´e localement ou rec¸ue
d’un site distant. Les sites proce`dent a` la transformation des ope´rations rec¸ues des autres
sites par rapport aux ope´rations locales avant de les exe´cuter. L’e´dition est possible graˆce
aux deux composants que sont l’algorithme d’inte´gration et l’algorithme de transformation
inclusive (IT). Cette dernie`re s’occupe de la transformation des ope´rations rec¸ues par rap-
port aux ope´rations concurrentes de´ja` exe´cute´es. Nous pre´sentons ici une revue des requis
que doivent satisfaire les IT pour l’obtention d’une e´dition cohe´rente et les principales IT
propose´es dans la litte´rature.
Condition de cohe´rence
D’apre`s Sun et al., la cohe´rence d’un syste`me d’e´dition collaborative n’est obtenue que
si les crite`res de pre´servation de la causalite´ (pre´se´ance causale ou crite`re de causalite´), de
convergence et de pre´servation de l’intention sont respecte´s [Sun et al. (1998)]. Ces crite`res
sont appele´s CCI. Il y a pre´servation de la pre´se´ance causale, si pour deux ope´rations o1 et
26
o2 tel que o1 a pre´se´ance sur o2, leur exe´cution dans n’importe quel ordre conserve l’effet
de o1 mais pas ne´cesairement celui de o2. Ces ope´rations doivent eˆtre ordonne´es suivant la
relation de pre´se´ance au sens de Lamport (voir Section 1.1.1, page 4). Cette proprie´te´ peut
eˆtre e´galement formule´e comme indique´e dans l’expression 2.1.
∀o1, o2 ∈ O, o1 → o2 ⇒ ∀s ∈ S, execution(o1)→ execution(o2) (2.1)
Avec
– O : l’ensemble des ope´rations ge´ne´re´es dans le syste`me ;
– S : l’ensemble des sites participant a` la collaboration ;
– → : la relation de pre´se´ance ;
– execution(oi) qui signifie « exe´cution de l’ope´ration oi ».
Le crite`re de convergence est respecte´ lorsque tous les sites exe´cutent le meˆme ensemble
d’ope´rations dans un ordre quelconque et que les copies du document partage´ sont identiques.
L’intention d’une ope´ration o est l’effet qu’aurait produit son exe´cution sur la copie locale
du document, au moment de sa ge´ne´ration [Sun et al. (1998)]. Il y a donc pre´servation de
l’intention quand son exe´cution produit sur tous les sites, le meˆme effet que celui qui est
produit sur le site ou` elle a e´te´ ge´ne´re´e, et ceci, au moment de sa ge´ne´ration. Li et Li ont
indique´ que la pre´servation de l’effet des ope´rations implique le respect de la convergence [Li
et Li (2004)]. La preuve a e´te´ apporte´e dans [Li et Li (2008a)]. Autrement dit, la pre´servation
de l’intention est suffisante pour conduire a` la convergence. Pour qu’un syste`me d’e´dition
collaborative soit cohe´rent, il suffit juste que les crite`res de causalite´ et celui de pre´servation
d’intention soient re´alise´s. Ils de´finissent un nouveau concept de relation d’effet pour les
ope´rations. Ce concept de relation d’effet est en fait une reformulation de la pre´servation
d’intention. Ils proposent alors un nouveau mode`le de cohe´rence appelle´ CSM (Causality,
single-operation effect, and multi-operation effects relation preservation) qui pourrait eˆtre
traduite litte´ralement par « pre´servation de la causalite´, pre´servation de l’effet d’une ope´ration
et pre´servation des effets de plusieurs ope´rations ». La pre´servation de l’effet d’une ope´ration
stipule que l’effet de l’exe´cution de toute ope´ration sur n’importe quel e´tat d’exe´cution,
produit le meˆme effet que dans son e´tat de ge´ne´ration. Par exemple, un caracte`re supprime´
(dans l’e´tat de ge´ne´ration de la suppression), doit l’eˆtre dans tous les e´tats du syste`me
poste´rieur a` la ge´ne´ration. Pour une ope´ration d’insertion, l’ordre total doit eˆtre maintenu
pour deux caracte`res quelconques quels que soient les e´tats du syste`me (e´tats poste´rieurs a`
l’e´tat de ge´ne´ration de l’insertion). La pre´servation de l’effet de multiples ope´rations stipule
quant a` lui que, pour tout e´tat, la relation d’effet entre deux ope´rations quelconques doit eˆtre
maintenue apre`s leur exe´cution.
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Dans l’approche OT, le crite`re de convergence est respecte´ si l’algorithme de transfor-
mation (IT) utilise´ satisfait les proprie´te´s TP1 et TP2 [Ressel et al. (1996)] de´finies a` la
Section 1.2 (expressions 1.7 et 1.8, page 10). a` l’analyse de ces proprie´te´s, on peut retenir que
la TP1 peut eˆtre satisfaite conceptuellement, alors que la TP2 n’est pas triviale. Nos travaux
dans le chapitre 3 en donne d’ailleurs les preuves.
Plusieurs algorithmes ont e´te´ recense´s dans la litte´rature. Un inventaire et une comparai-
son de quleques uns de ces algorithmes est disponible dans [Kumawat et Khunteta (2010)].
Les principaux algorithmes base´s sur OT sont : algorithme de Ellis [Ellis et Gibbs (1989)],
algorithme de Ressel [Ressel et al. (1996)], algorithme de Sun [Sun et al. (1998)], algorithme
de Suleiman [Suleiman et al. (1998)], algorithme d’Imine [Imine et al. (2003)] et SO6 [Molli
et al. (2003b)].
Algorithme de Ellis
L’algorithme de Ellis [Ellis et Gibbs (1989)] (voir Annexe B.1.) conside`re un objet textuel,
donc a` structure line´aire, pour lequel seul deux fonctions peuvent eˆtre utilise´es : insertion et
suppression d’un caracte`re. L’insertion prend trois parame`tres : la position p dans laquelle
l’insertion sera faite, le caracte`re c a` inse´rer et une priorite´ pr qui est utilise´e pour re´soudre le
conflit ne´ de deux ope´rations concurrentes d’insertion de caracte`res diffe´rents a` la meˆme po-
sition. La priorite´ est de´termine´e sur chaque site et il ne saurait avoir collision (meˆme valeur
de priorite´ sur deux sites diffe´rents). La suppression quant a` elle, prend deux parame`tres :
la position p a` laquelle il faut supprimer un caracte`re et la priorite´ pr de´finie comme pre´ce´-
demment. L’analyse de l’algorithme de Ellis montre qu’il exploite la proprie´te´ se´mantique des
ope´rations. Selon Suleiman et al., il existerait bien des situations d’incohe´rence, de non pre´ser-
vation de l’intention et d’annulation suivie de re´exe´cution de certaines ope´rations [Suleiman
et al. (1998)]. Boucheneb et Imine ont ente´rine´ cette the`se en prouvant que l’algorithme de
Ellis ne respecte pas la proprie´te´ de convergence et par conse´quent n’assure pas la cohe´rence
des donne´es [Boucheneb et Imine (2009)]. Selon Ressel [Ressel et al. (1996)], l’algorithme de
Ellis entraˆıne une incohe´rence quand un site exe´cute plus d’une ope´ration concurrente par
rapport a` une ope´ration ge´ne´re´e sur un autre site. Il propose alors une ame´lioration de celui
de Ellis.
Algorithme de Ressel
L’algorithme de Ressel (voir Annexe B.2.) est utilise´ actuellement dans bien de syste`mes
centralise´s d’e´dition collaborative populaires tel que XWiki 4. Outre les diffe´rences re´perto-
4. http://www.xwiki.com/
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rie´es a` la section 3.2.3, l’approche de Ressel pour ge´rer la cohe´rence diffe`re de celle de Ellis
par l’introduction d’un mode`le d’interactions multi-dimensionnelles pour garder la trace des
transformations valides. Le nombre de dimensions est e´gal au nombre de sites participant a`
la collaboration. Son approche prend en compte les «annulations groupe´es». L’algorithme de
Ressel ne satisfait pas la proprie´te´ TP2. Imine le prouve dans [Imine (2006)] en exhibant
un contre-exemple. La preuve qu’il ne permet pas la convergence a e´te´ e´galement faite par
Boucheneb et Imine en utilisant le model-checking [Boucheneb et Imine (2009)]. Des contre-
exemples prouvant que l’algorithme de Ellis ne respecte pas la TP1 et que celui de Ressel
ne respecte pas la TP2 sont pre´sente´s a` la figure 3.6 (page 46) et a` la figure 3.9 (page 47),
respectivement.
Algorithme de Sun
Sun et al. ont propose´ un algorithme de transformation inclusive qui se base sur une chaˆıne
de caracte`res comme e´le´ment de granulatite´. Les ope´rations accepte´es sont : (i) l’insertion
d’une chaˆıne de caracte`res d’une certaine longueur dans une position donne´e et (ii) la sup-
pression d’une chaˆıne de caracte`res d’une longueur donne´e a` partir d’une position donne´e.
Dans le cas de l’insertion, la position dans laquelle l’insertion doit eˆtre faite, la chaˆıne de
caracte`re a` inse´rer et sa longueur sont les parame`tres. Pour une suppression, seule la position
et la longueur sont les parame`tres (voir Annexe B.3.). L’algorithme de Sun et al. ne satisfait
ni la TP1 ni la TP2 [Boucheneb et al. (2010)].
Algorithme de Suleiman
L’algorithme de Suleiman [Suleiman et al. (1998)] conside`re des objets textuels sur les-
quels les utilisateurs agissent en inse´rant ou en supprimant des caracte`res. En cherchant a`
assurer la satisfaction de la TP2, Suleiman et al. proposent une me´thode synchrone qui ex-
ploite aussi les proprie´te´s se´mantiques des ope´rations (voir Annexe B.4.). Leur approche baˆtit
l’historique associe´ a` un objet de manie`re incre´mentale sans prendre en compte l’annulation
et la re´exe´cution de certaines ope´rations. La fonction de suppression ne prend en parame`tre
que la position p du caracte`re a` supprimer. La fonction d’insertion quant a` elle prend quatre
parame`tres qui sont respectivement : la position p a` laquelle l’insertion sera faite, le caracte`re
c a` inse´rer, un parame`tre av qui contient les ope´rations de suppression qui ont eu pour effet
d’enlever un caracte`re en avant de la position d’insertion et un parame`tre ap qui contient les
ope´rations qui ont efface´ un caracte`re en arrie`re de la position d’insertion. Comparativement
aux pre´ce´dents algorithmes pre´sente´s, celui de Suleiman et al. n’utilise pour l’insertion ni de
parame`tre de priorite´ ni d’identifiant de site mais, en lieu et place, deux parame`tres servant
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a` me´moriser l’ensemble des ope´rations de suppression concurrentes a` l’ope´ration d’insertion.
De plus la suppression ne requiert que la position comme seul parame`tre. La solution de
Suleiman et al. a permis de re´soudre bien des cas que les pre´ce´dents algorithmes n’ont pas
pu re´soudre. Cependant, il existe des cas ou` l’algorithme ne conduit pas a` la satisfaction de
la condition TP2. Cette preuve a e´te´ apporte´e dans [Imine (2006)] par contre-exemple. Bou-
cheneb et Imine [Boucheneb et Imine (2009)] en utilisant le model-checking ont e´galement
e´tablit que l’algorithme de Suleiman et al. ne respecte pas la proprie´te´ de convergence. Des
contre-exemples qui te´moignent du non respect des proprie´te´s TP1 et TP2 par l’algorithme










































Ins(3, c, ∅, {del(2)}) Ins(2, b, {del(2)}, ∅)
“abcde” “abcde”
Nop() Ins(4, b, ∅, ∅)
“abcde” “abcbde”
Figure 2.1 Violation de la proprie´te´ TP2 par l’algorithme de Suleiman.
Le contre-exemple de la figure 2.1 conside`re trois sites : site1, site2 et site3. Les copies
du document partage´ sont initialement identiques sur les sites et contiennent le texte “ade”.
Les sites ge´ne`rent chacun une ope´ration d’insertion en position 2, qui est en concurrence avec
chacune des autres ope´rations. Sur les trois sites, l’historique associe´e a` l’insertion contient
comme parame`tres av et ap : (∅, ∅), (∅, {del(2)}), ({del(2)}, ∅), respectivement. Ainsi, site1
produit une insertion sans historique. Sur site2, l’historique n’indique que la suppression en
position 2 apre`s la position courante. Quant a` site3, son insertion n’indique que la suppression
en position 2 avant la position courante. Il est a` remarquer que la position courante d’in-
sertion et les positions indique´es dans l’historique sont e´gales. L’application des diffe´rentes
transformations sugge´re´es par Suleiman et al. donne comme re´sultats sur les site2 et site3 les
textes “abcde” et “abcbde”, respectivement.
Algorithme d’Imine
Imine et al. ont essaye´ d’apporter une ame´lioration a` l’algorithme de Suleiman [Suleiman
et al. (1998)] en associant a` chaque caracte`re sa position initiale [Imine et al. (2003)]. Cette
position reste inchange´e meˆme si la transformation de l’ope´ration affe´rente affecte la posi-
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tion courante du caracte`re. Dans leur algorithme (voir Annexe B.5.), la fonction d’insertion
comporte trois parame`tres : la position courante d’insertion p, la position initiale d’insertion
de´finie a` la ge´ne´ration de l’ope´ration o et le caracte`re c a` inse´rer. a` la ge´ne´ration, p et o sont de
valeurs e´gales. La fonction de suppression ne prend que le parame`tre indiquant la position du
caracte`re a` supprimer. Imine et al., en faisant l’hypothe`se que les ope´rations d’insertion consi-
de´re´es n’auraient pas subi de transformation auparavant, avaient conclu que leur algorithme
satisfaisait TP2. Cependant, il n’est pas re´aliste de conside´rer que o et p sont de valeurs e´gales
avant toute ve´rification de TP2. En faisant fi de cette hypothe`se, leur algorithme ne conduit
pas a` la convergence. Imine en exhibe d’ailleurs lui-meˆme un contre-exemple dans [Imine
(2006)]. Ce constat a e´te´ renforce´ par les travaux de Boucheneb [Boucheneb et Imine (2009)].
Un exemple de la violation du TP2 par l’algorithme d’Imine est propose´ a` la figure 3.10
(page 47).
Algorithme SO6
SO6 [Molli et al. (2003b)] est une me´thode de re´plication asynchrone base´e sur la trans-
forme´e ope´rationnelle. Il imple´mente un synchroniseur de syste`me de fichier qui s’appuie sur
un se´quenceur pour faire l’ordonnancement des ope´rations concurrentes. Ces ope´rations sont
relatives a` plusieurs niveaux de granularite´ : syste`me de fichier, fichier texte, fichier XML,
texte, etc. SO6 allie l’approche «copier-modifier-fusionner» et l’approche de la transforme´e
ope´rationnelle. Le se´quenceur de´finit un ordre total sur les ope´rations en les estampillant. Ce
me´canisme est de´ploye´ par une machine centrale. La propagation des ope´rations se fait en
se basant sur le me´canisme de diffusion diffe´re´e propose´ dans SOCT4 [Vidot et al. (2000)].
Cette me´thode ne peut pas eˆtre utilise´e a` grande e´chelle du fait de l’usage d’un se´quenceur.
La variabilite´ de la topologie rend aussi inutilisable le se´quenceur.
Algorithme MOT2
MOT2 [Cart et Ferrie´ (2007)] est un algorithme de re´conciliation asynchrone base´e sur la
transforme´e ope´rationnelle. Inspire´ de MOT1 [Bernstein et Goodman (1981)], qui conside`re
une copie de re´fe´rence, MOT2 suppose plutoˆt une relation d’ordre entre les sites ou entre
les copies de`s leur cre´ation. La relation entre les sites peut de´river des noms de ces sites
si leur unicite´ est garantie. Celle entre les copies peut e´galement de´river de leur nom en
utilisant un sche´ma d’identification hie´rarchique. Cette relation d’ordre est utilise´e a` des fins
de se´rialisation en conduisant a` la de´finition d’un ordre total unique entre les ope´rations.
Cette strate´gie dispense MOT2 d’un serveur central, de vecteurs d’e´tats, d’estampilles ou
de se´quenceur. Il proce`de par appariement des copies (deux a` deux) et ne privile´gie aucune
31
copie au cours du processus. La propagation est faite librement de`s que deux sites de´cident
de re´concilier leurs copies. Il serait inte´ressant d’affranchir les sites de cette de´cision. De plus,
l’absence d’un serveur central et de vecteurs rendent certes MOT2 compatible au facteur
e´chelle en architecture re´partie, mais appliquer une strate´gie d’appariement a` cette e´chelle
entraˆınera la de´gradation des performances en termes de temps ne´cessaire pour que le syste`me
soit stable.
Algorithmes SDT et SDTO
a` l’appui de leur nouveau mode`le de cohe´rence (CSM) qui prend en compte les crite`res de
pre´servation de causalite´ et de pre´servation d’intention, Li et Li proposent, afin de satisfaire
la condition TP2, le concept de «transformation par diffe´rences d’e´tats» (state difference
transformation, SDT). L’algorithme SDT [Li et Li (2004), Li et Li (2008a)] a e´te´ propose´
sur la base de ce concept. Selon les auteurs, l’algorithme SDT (voir Annexe B.6.) assure la
convergence dans une architecture «pure Pair-a`-Pair». Dans SDT, les auteurs ont recours a`
deux fonctions. La premie`re est une fonction de transformation inverse de la transformation
IT. Elle est note´e ET (exclusion transformation) et permet d’exclure l’effet d’une ope´ration
par rapport a` une autre. La deuxie`me fonction, note´e β, permet d’obtenir pour toute ope´ra-
tion, la position qu’elle aurait pu avoir sur un e´tat pre´ce´dent de convergence. Cette dernie`re
est utilise´e avec une fonction δ qui de´termine les ope´rations ayant les meˆmes valeurs de retour
pour β [Li et Li (2008a)]. Cette solution a e´te´ propose´e dans le seul but de re´soudre la TP2
et ne tient pas compte des questions de performance. Pour pallier ce proble`me, le SDTO
[Li et Li (2008b)] a e´te´ e´labore´ et constitue une optimisation du SDT. Cette optimisation a
permis de re´duire conside´rablement la complexite´ (en temps et en espace) de ce dernier. Il a
e´galement e´te´ e´tendu par l’ajout d’une troisie`me primitive outre l’insertion et la suppression.
Cette primitive ajoute une fonctionnalite´ de mise a` jour et permet de traiter les documents
formate´s en comple´ment aux documents textuels que prenait en charge SDT. La ve´rification
de l’algorithme de Li et Li re´alise´e par Imine [Imine (2006)] a montre´ un contre-exemple et
permet de conclure que cet algorithme ne conduit pas a` la convergence. Un exemple de cas
de violation de la TP2 est fourni a` la figure 2.2.
Le contre-exemple de la figure 2.2 conside`re trois sites : site1, site2 et site3. Les copies
du document partage´ sont initialement identiques sur les sites et contiennent le texte “adf”.
Une ope´ration d’insertion du caracte`re b en position 2 est ge´ne´re´e par site1. Sur site2, une
ope´ration d’insertion est e´galement ge´ne´re´e. Il s’agit d’ajouter le caracte`re e en position 3.
Enfin, site3 produit une ope´ratoion de suppression en position 2. Les trois ope´rations sont
concurrentes. Leurs exe´cutions locales donnent respectivement : “abdf”, “adef” et “af”. La
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Figure 2.2 Violation de la proprie´te´ TP2 par SDT.
de celle rec¸ue de site1 par site2, conduit a` une insertion en position 2. Par contre, site3
obtient une insertion en position 3, apre`s avoir transforme´ les ope´rations rec¸ues de site2 et
site1, prises dans cet ordre. En comparant les re´sultats des transformations de l’ope´ration
rec¸ue de site1 par chacun des deux autres sites, il est aise´ de conclure que les deux sites n’ont
pas le meˆme re´sultat. Ce qui montre que la TP2 n’est pas ve´rifie´e.
Fonctions TTF
Pour assurer la cohe´rence des documents textuels, Oster et al. ont propose´ un ensemble de
fonctions de´nomme´ TTF (Tombstone Transformation functions) [Oster et al. (2006a)]. Leur
solution conside`re le caracte`re comme e´le´ment de granularite´ manipule´ lors d’une e´dition.
La suite de fonctions est compose´e d’une fonction de recherche de position d’un caracte`re et
d’une fonction de transformation inclusive. Le TTF s’appuie sur deux mode`les repre´sentant le
document e´dite´ : la vue et le mode`le de donne´es. La vue est le document auquel l’utilisateur
a acce`s tandis que le mode`le de donne´es est transparent pour lui. Le lien entre les deux
mode`les est assure´ par le principe de la pierre tombale (tombstone) et l’usage de la fonction
de transformation. En effet, lorsque l’utilisateur inse`re un caracte`re dans la vue, il est aussitoˆt
aussi inse´re´ dans le mode`le de donne´es. Quand il supprime un caracte`re dans la vue, celui est
effectivement supprime´ de la vue, le rendant ainsi invisible, mais simplement de´clare´ masque´
dans le mode`le de donne´es sous-jascent, qui est de ce fait un mode`le persistant. C’est le
fait de masquer un caracte`re dans le mode`le persistant qui lui fait valoir l’attribut de pierre
tombale. La fonction de transformation sert alors a` faire le lien entre une position de la vue
et la position correspondante dans le mode`le persistant, en prenant en compte en plus des
caracte`res visibles, tous les caracte`res supprime´s (masque´s) avant cette position. De fac¸on
pratique, quand l’utilisateur inse`re un caracte`re dans la vue, la fonction de recherche de
position est utilise´e pour trouver la position dans laquelle le caracte`re doit eˆtre inse´re´ de
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manie`re cohe´rente dans le mode`le persistant. De la meˆme manie`re, quand il supprime un
caracte`re de la vue, la fonction permet de trouver ce caracte`re dans le mode`le persistant
en retournant la position de ce dernier. La nouvelle position de´termine´e est celle qui est
envoye´e aux autres utilisateurs lors de la re´plication de l’ope´ration. Ainsi, lorsqu’une ope´ration
distante est rec¸ue, elle est transforme´e sur la base du mode`le persistant. Il faut noter que
la fonction de recherche de position est bien comparable a` la fonction β de SDT ou SDTO
(Section 2.2.4), qui permet d’obtenir pour toute ope´ration, la position qu’elle aurait pu avoir
sur un e´tat pre´ce´dent de convergence. En termes de ressources, la proposition de Oster et al.
manipule deux structures de donne´es en plus de l’histoire des ope´rations, ce qui ne´cessite des
dispositions particulie`res pour leur gestion et une quantite´ de me´moire supple´mentaire. De
plus, toute mise a` jour sollicite´e par l’utilisateur implique une ope´ration de mise a` jour sur
chacune des deux structures de donne´es et un calcul de position. En outre, la se´mantique de la
suppression de caracte`re est rede´finie par l’usage de la pierre tombale avec pour conse´quence
la persistance du caracte`re et une croissance de la taille du mode`le de donne´es. La complexite´
de TTF est consigne´e dans le tableau 3.4 (page 61).
2.3 Controˆle d’acce`s dans les syste`mes collaboratifs
Les principaux mode`les de controˆle d’acce`s de´die´s aux syste`mes collaboratifs sont pour
la plupart re´pertorie´s dans [Tolone et al. (2005)]. Il s’agit de : la matrice d’acce`s (Access
Matrix Model, AMM) [Sandhu et Samarati (1994)], le controˆle d’acce`s base´ sur les roˆles (Role
Based Access Control, RBAC) [Sandhu et al. (1996)], le controˆle d’acce`s base´ sur les taˆches
(Task Based Access Control, TBAC) [Thomas et Sandhu (1997),Thomas et Sandhu (1994)], le
controˆle d’acce`s base´ sur les e´quipes (Team Based Access Control, TMAC) [Thomas (1997)],
le controˆle d’acce`s base´ conjointement sur les informations de contexte et les e´quipes (Context
Based Team-Based Access Control, C-TMAC) [Georgiadis et al. (2001)], le controˆle d’acce`s
spatial (Spatial Access Control, SAC) [Bullock et Benford (1999)] et le controˆle d’acce`s sen-
sible au contexte (Context Aware Access Control) [Covington et al. (2001)]. En se basant
sur l’ide´e selon laquelle la conception d’un mode`le de controˆle d’acce`s qui tient compte des
spe´cificite´s d’une e´dition collaborative re´partie est sujette aux exigences telles que la spe´ci-
fication de haut niveau des droits d’acce`s, la ge´ne´ricite´ et la flexibilite´ du mode`le, l’aspect
dynamique du mode`le, le maintien des indicateurs de performance a` des seuils acceptables,
Tolone et al. ont de´termine´ des crite`res qui leur ont permis de faire une e´tude comparative
sur ces mode`les de controˆle d’acce`s. Les auteurs ont mis en lumie`re les forces et les faiblesses
de chacun d’eux au regard du contexte complexe de l’e´dition collaborative re´partie. De cette
e´tude, nous pouvons retenir que le TMAC est le plus adapte´, en ce qui concerne une e´dition
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collaborative se´curise´e. Cependant, TMAC a un niveau d’applicabilite´ assez moyen. L’une
des faiblesses de TMAC est qu’il ne permet pas d’ajouter de nouveaux droits d’acce`s aux
membres d’un groupe, autres que ceux de´coulant directement des droits fonctionnnels du
groupe. C’est l’une des raisons pour lesquelles il a e´te´ e´tendu dans TMAC04 [Alotaiby et
Chen (2004)] pour tenir compte des contextes et des organisations ayant un grand nombre de
groupes d’utilisateurs qui doivent interagir entre eux. C-TMAC est une variante de TMAC
qui tire partie des roˆles, des e´quipes et des informations de contexte, dans un mode`le flexible
de controˆle d’acce`s. Cette de´marche a e´te´ e´galement suivie dans le mode`le STRAC [Kawagoe
et Kasai (2011)] consacre´ au milieu me´dical. STRAC est en fait une variante de C-TMAC
qui conside`re la situation me´dicale comme contexte de´terminant le mode`le. Pour ge´rer les
acce`s, RBAC utilise pour chaque utilisateur la notion de session. Bien qu’il ait permis de
re´soudre certains proble`mes lie´s a` la gestion dynamique des droits d’acce`s, RBAC ne rend
pas aussitoˆt effectif le changement du roˆle d’un utilisateur. Ce dernier doit se de´connecter
et se reconnecter afin d’eˆtre authentifie´ a` nouveau sous son nouveau roˆle, sans quoi il serait
dans l’ille´galite´. Cette faiblesse a e´te´ comble´e avec SAC, mais il reste aussi non adapte´ au
contexte en e´tude a` cause du me´canisme de verrou a` deux phases qu’il utilise et qui est plus
adapte´ pour un contexte de base de donne´es. Dans [Imine et al. (2009)], un mode`le flexible
de controˆle d’acce`s a e´te´ propose´ (FACMDCE). Il est base´ sur la re´plication du document
partage´ ainsi que ses autorisations d’acce`s dans la me´moire locale de chaque utilisateur. Pour
faire face a` la latence et au changement dynamique des droits d’acce`s, une technique optimiste
a e´te´ utilise´e et consiste a` appliquer de manie`re re´troactive les autorisations d’acce`s.
Malheureusement, nous n’avons pas trouve´ d’e´tude consacre´e a` la ve´rification de la pre´-
servation de la proprie´te´ de cohe´rence pour les mode`les cite´s pre´ce´demment. Cependant, il
existe plusieurs e´tudes telles que [Abdunabi et al. (2013),Jayaraman et al. (2013),Toahchoo-
dee et al. (2009),Hu et Ahn (2008),Samuel et al. (2007)], relatives a` la satisfaction de certaines
proprie´te´s par RBAC et quelques unes de ses variantes, dans des cadres spe´cifiques.
2.4 Conclusion
Plusieurs approches ont e´te´ propose´es dans la litte´rature pour ge´rer la cohe´rence des do-
cuments lors d’une e´dition collaborative. Celles qui sont plus adapte´es a` un contexte re´parti
sont l’approche des types de donne´es commutatives re´plique´es et l’approche de la transfor-
me´e ope´rationnelle. Dans l’approche CRDT, il n’est pas ne´ce´ssaire de de´tecter la concurrence
entre les ope´rations afin d’assurer la cohe´rence et les ope´rations peuvent eˆtre exe´cute´es dans
un ordre quelconque. De plus, cette approche permet de contourner le de´fi que repre´sente la
satisfaction de la proprie´te´ TP2. Les re´pliques peuvent converger vers une valeur correcte,
35
quels que soient leurs types de donne´es, mais a` condition que les ope´rations soient native-
ment commutatives. Cependant, obtenir des ope´rations commutatives est tout un autre de´fi.
L’autre de´fi re´side dans la de´finition de la structure de donne´es abstraite qu’il faut pour ge´-
rer les atomes ou e´le´ments de granularite´ conside´re´s. Elle ne´cessite une identification unique
de ces atomes mais e´galement un domaine d’identification compact qui puisse toujours per-
mettre la ge´ne´ration d’un nouvel identifiant entre deux identifiants quelconques. L’approche
CRDT a e´te´ utilise´e dans plusieurs solutions ; parmi celles-ci figurent TreeDoc, qui ge`re la
commutativite´ par coalescence, WOOT, Logoot, Logoot-Undo qui se basent sur la pre´se´ance
causale.
L’approche de la transforme´e ope´rationnelle pre´sente aussi plusieurs avantages. Elle ac-
corde aux sites de modifier librement leurs copies et d’e´changer leurs modifications dans
n’importe quel ordre. Les ope´rations transforme´es peuvent e´galement eˆtre exe´cute´es dans un
ordre diffe´rent sur chaque site. Ceci est possible graˆce a` l’e´quivalence e´tablie entre les histoires.
L’approche OT ne de´finit donc pas un ordre total sur les ope´rations. De plus, elle produit
un e´tat de convergence sans perte de mise a` jour. Elle offre e´galement l’avantage de re´soudre
les conflits au fur et a` mesure de l’exe´cution des ope´rations. Cependant, l’utilisation d’un
me´canisme approprie´e de de´tection de la concurrence et d’une fonction de transformation
correcte qui doit satisfaire les proprie´te´s TP1 et TP2 sont des de´fis. L’approche de la trans-
forme´e ope´rationnelle a e´te´ utilise´e par la plupart des me´thodes synchrones [Ellis et Gibbs
(1989)], [Ressel et al. (1996)], [Suleiman et al. (1998)], [Li et Li (2004),Li et Li (2008a)], [Li
et Li (2008b)], [Imine et al. (2003)], mais aussi par des algorithmes asynchrones [Molli et al.
(2003b)], [Cart et Ferrie´ (2007)], [Oster et al. (2006a)]. Parmi les ITs propose´es dans la litte´-
rature, certaines se heurtent a` la satisfaction de la condition TP2 en conside´rant le mode`le
CCI [Ellis et Gibbs (1989)], [Ressel et al. (1996)], [Suleiman et al. (1998)], [Sun et al. (1998)],
[Imine et al. (2003)], ou a` la pre´servation de l’intention des ope´rations, en conside´rant le
mode`le CSM [Li et Li (2004),Li et Li (2008a)], [Li et Li (2008b)]. Il en existe qui ne satisfont
pas la TP1 [Ellis et Gibbs (1989)], [Suleiman et al. (1998)], [Sun et al. (1998)]. La solution
TTF quant a` elle conside`re une se´mantique diffe´rente pour l’ope´ration de suppression. Sa
fonction de transformation inclusive est dite correcte par les auteurs mais aucune e´tude n’a
prouve´ son exactitude par rapport aux proprie´te´s TP1 et TP2.
Plusieurs mode`les ont e´galement e´te´ propose´s dans la litte´rature pour ge´rer le controˆle
d’acce`s dans les syste`mes collaboratifs. Parmi eux, tre`s peu re´pondent convenablement aux
spe´cificite´s d’une e´dition massivement re´partie (TMAC, FACMDCE). Nous notons a` l’e´tat
actuelle de nos connaissances, l’absence d’une e´tude qui montre que ces mode`les pre´servent
la cohe´rence d’un syste`me d’e´dition collaborative re´parti.
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integration procedure and a transformation function. In the context of decentralized inte-
gration, designing transformation functions for achieving convergence of object replicas is a
critical and challenging issue. Indeed, the transformation functions proposed in the literature
are all revealed inefficient.
In this paper, we investigate the existence of transformation functions. From the theoreti-
cal point of view, two properties, named TP1 and TP2, are necessary and sufficient to ensure
convergence. Using controller synthesis technique, we show that there are some transforma-
tion functions, which satisfy TP1 for the basic signatures of insert and delete operations.
But, there is no transformation function, which satisfies both TP1 and TP2. Consequently, a
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Collaborative editing systems (CESs for short) constitute a class of distributed systems
where dispersed users interact by manipulating some shared objects like texts, images, graph-
ics, XML documents, etc. To improve data availability, these systems are based on data
replication. Each user has a local private copy of the shared object that he can access and
update. The update operations executed locally are propagated to other users. The execu-
tion of these operations in different orders may lead to a divergence (object replicas are not
identical). As an example, suppose two users u1 and u2 working on their own copies of a
text containing the word “efecte”, starting at position 0. User u1 inserts ‘f
′ at position 1, to
change the word into “effecte”. Concurrently, user u2 deletes element at position 5 (i.e., the
last ′e′), to change the word into “efect”. Each user will receive an update operation that was
applied on a different version of the text. Applying naively the received update operations
will lead to divergent replicas (“effece” for user u1 and “effect” for user u2, see Figure 3.1).
Moreover, users may generate concurrently conflicting or identical operations. The challenge
in such situations is to ensure convergence of replicated data whilst preserving the intention
of users.
Several approaches are proposed in the literature, to deal with the convergence of repli-
cated data: Multi-Version (MV) [Bernstein et Goodman (1983)], Serialization-Resolution
of Conflicts (SRC) [Ellis et Gibbs (1989)], Commutative Replicated Data Type (CRDT)
[Preguic¸a et al. (2009),Weiss et al. (2010)], Operational Transformation (OT) [Ellis et Gibbs
(1989)], etc.
The multi-version approach, used in CVS, Subversion and ClearCase, is based on the
paradigm “Copy-Modify-Merge”. In this approach, update operations made by a user are
not automatically propagated to the others. They will be propagated only when the user
explicitly calls the merge function. It would be interesting to propagate automatically, to all
others, each update operation performed by a user. This is the basic idea of SRC.
To achieve convergence, SRC imposes to execute the operations in the same order at
every site. Therefore, sites may have to undo and execute again operations, as they receive
the final execution order of update operations. This order is determined by a central server
fixed when the system is launched. For the previous example, this approach requires that
sites of both users execute the two operations in the same order. However, even if we obtain
an identical result in both sites, the execution order imposed by the central server may not
correspond to the original intention of some user. For instance, executing, in both sites, the
operation of u1 followed by the one of u2 results in the text “effece”, which is inconsistent
with the intention of u2.
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The Commutative Replicated Data Type (CRDT) is a data type where all concurrent
operations commute with each other [Preguic¸a et al. (2009),Weiss et al. (2010)]. In such
a case, to ensure convergence of replicas it suffices to respect the causality principle (i.e.,
whenever an operation o′ is generated after executing another operation o, o is executed
before o′ at every site). The main challenge of CRDT is designing commutative operations
for the data type. The commonly used idea consists in associating a unique identifier with
the position of each symbol, line or atom of the shared document and when an operation
is generated, a unique identifier is also associated with the inserting/deleting position. The
position identifiers do not change and are totally ordered with regard to <. Symbols, lines
or atoms of the document appear in increasing order with regard to their identifiers. Let
us apply this paradigm to the previous example. A unique identifier is associated with each
symbol of the initial text: “(e,3) (f,6) (e, 8) (c,9) (t,9.5) (e,10)”. A unique identifier between
3 and 6 is affected to position 1 of the operation of u1. Let 4.5 be the selected identifier.
The identifier affected to position 5 of the delete operation of u2 is 10. Both execution orders
of operations of u1 and u2 lead to the text “(e,3) (f,4.5) (f,6) (e, 8) (c,9) (t,9.5)”. CESs
like TreeDoc [Preguic¸a et al. (2009)], Logoot [Weiss et al. (2009)], Logoot-Undo [Weiss
et al. (2010)] and WOOT [Oster et al. (2006b)] are based on CRDT paradigm. Managing
position identifiers is a very important issue in this approach as the correctness is based
on the uniqueness of position identifiers. Ensuring uniqueness may induce space and time
overheads. Moreover, the identifier space increases regardless of the size of the document.
Unlike CRDT, in OT approach, proposed by Ellis et al. [Ellis et Gibbs (1989)], there
is no need to associate a unique identifier with each symbol and the generated concurrent
operations are not necessarily commutative. Their commutativity is forced by transforma-
tion of operations before their execution. More precisely, when a site receives an update
operation, it is first transformed with regard to concurrent operations already executed on
the site. The transformed operation is then executed on the local copy. This transformation
aims at ensuring the convergence of copies even if users execute the same set of operations
in different orders but with regard to causality principle. Concretely, OT consists of a cen-
tralized / decentralized integration procedure and a transformation function, called Inclusive
Transformation (IT).
The integration procedure is in charge of executing update operations, broadcasting local up-
date operations to other sites, receiving update operations from other sites, and determining
transformations to be performed on a received operation before its execution. Several inte-
gration procedures have been proposed in the groupware research area, such as dOPT [Ellis
et Gibbs (1989)], adOPTed [Ressel et al. (1996)], SOCT2,4 [Suleiman et al. (1998), Vidot
et al. (2000)], GOTO [Sun et Ellis (1998)] and COT [Sun et Sun (2009)]. There are two
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kinds of integration procedures: centralized and decentralized. In the centralized integration
procedures such as SOCT4 and COT, there is a central node which ensures that all concur-
rent operations are executed in the same order at all sites. In the decentralized integration
procedures such as adOPTed, SOCT2 and GOTO, there is no central node and the opera-
tions may be executed in different orders by different sites. We focus, in the following, on
the decentralized integration procedures as they do not need any central server and then are
more appropriate to P2P systems.
The IT function transforms an update operation with regard to another one. For the pre-
vious example, when u1 receives the operation of u2, it is first transformed with regard to
the local operation as follows: IT (Del(5), Ins(1, f )) = Del(6). The deletion position is in-
cremented because u1 has inserted a character at position 1, which is before the character
deleted by u2. Next, the transformed operation is executed on the local copy of u1. In
a similar way, when u2 receives the operation of u1, it is transformed as follows before its
execution on the local copy of u2: IT (Ins(1, f ), Del(5)) = Ins(1, f ) (see Figure 3.2). We
can find, in the literature, several IT functions: Ellis ’s algorithm [Ellis et Gibbs (1989)],
Ressel ’s algorithm [Ressel et al. (1996)], Sun’s algorithm [Sun et al. (1998)], Suleiman’s
algorithm [Suleiman et al. (1997)] and Imine’s algorithm [Imine et al. (2003)]. However, all
these functions fail to ensure convergence [Imine et al. (2006), Imine (2006), Boucheneb et
Imine (2009), Boucheneb et al. (2010)]. More precisely, from the theoretical point of view,
to ensure data convergence, the IT function has to satisfy two properties named TP1 and
TP2 [Ressel et al. (1996)]. Intuitively, IT satisfies TP1 means that IT forces commutativity
of any pair of update operations executed in different order, on the same state. IT satisfies
TP2 means that an update operation is transformed in the same manner with regard to two
different but equivalent sequences of update operations. Some IT functions, proposed in the
literature, satisfy TP1 but there is no IT function which satisfies TP2. To overcome this
problem, some solutions impose a total ordering on the integration of operations, fixed in
general by a central site. In this context, property TP1 is used to preserve the user intentions.
For instance, in Figure 3.4 both update operations are executed in the same order in both
sites but the intention of u2 is not preserved. The transformation of the update operation
of u2 with regards of the operation of u1: IT (o2, o1) = Del(6) will preserve the intention of
u2. Such solutions are used in some tools such as Git
1, Joint Emacs [Ressel et al. (1996)],
CoWord [Sun et al. (2006)], CoPowerPoint [Sun et al. (2006)] and Google Wave 2. However,
an IT function which satisfies both TP1 and TP2 will be of great interest and value for




In this paper, we first investigate the existence of IT functions, based on the classical
signatures of update operations, which satisfy TP1 and TP2. Then, we propose a new IT
function and show formally that it ensures convergence.
Section 3.2 is devoted to OT and IT functions proposed in the literature. For each IT
function, we provide a counterexample for the convergence property. In Section 3.3, we show,
using a controller synthesis technique, that for the classical signatures of update operations,
there are some IT functions, which satisfy TP1 but there is no IT function, which satisfies
both TP1 and TP2. Exploring the reasons of this failure identifies two problematic scenarios,
which need two different transformation functions to ensure convergence. Consequently, a
transformation function which satisfies TP1 and TP2 must have additional parameters in the
operation signatures. Finding the appropriate parameters to be added to the signatures of the
update operations, so as to ensure convergence with low overhead, is very challenging. Indeed,
almost all IT functions, proposed in the literature, are based on extending the signature of the
insert operation by one or two parameters but fail to ensure data convergence. We propose, in
Section 3.4, to extend the signature of the insertion with the number of symbols deleted before
the inserting position and establish a new transformation algorithm. We end, this section, by
proving formally, using a symbolic model checking technique, that our IT function satisfies










































IT (o2, o1) = Del(6) IT (o1, o2) = Ins(1, f)
“effect” “effect”
Figure 3.2 Integration with transformation.
3.2 Operational Transformation Approach
3.2.1 Background
OT considers n sites, where each site has a copy of the shared object which is a finite
sequence of elements from a data type A. It is assumed here that the shared object can only
be modified by the following primitive operations:
O = {Ins(p, c)|c ∈ A and p ∈ N} ∪ {Del(p)|p ∈ N} ∪ {Nop()}
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Figure 3.3 MV approach Figure 3.4 SRC approach Figure 3.5 CRDT approach
where Ins(p, c) inserts the element c at position p; Del(p) deletes the element at position p,
and Nop() is the idle operation that has null effect on the object.
Each site can concurrently update its copy of the shared object. Its local updates are then
propagated to other sites. When a site receives an update operation, it is first transformed
before its execution. Since the shared object is replicated, each site will own a local state
l that is altered only by operations executed locally. The initial state of the shared object,
denoted l0, is the same for all sites. Let L be the set of states. The function Do : O×L → L,
computes the state Do(o, l) resulting from applying operation o to state l. We denote by
S = [o1; o2; . . . ; om] an operation sequence and S = S1 • S2 a sequence obtained by concate-
nating sequences S1 and S2. Applying an operation sequence to a state l is defined as follows:
(i) Do∗([], l) = l, where [] is the empty sequence and (ii) Do∗(S • [o], l) = Do(o,Do∗(S, l)), S
being a sequence of operations.
Two sequences of operations S1 and S2 are equivalent, denoted S1 ≡ S2, iff Do
∗(S1, l) =
Do∗(S2, l) for every state l.
OT consists of the integration procedure and the transformation function (IT function).
The integration procedure is in charge of executing update operations, broadcasting local up-
date operations to other sites, receiving update operations from other sites, and determining
transformations to be performed on a received operation before its execution. The transfor-
mation function transforms an update operation o with regard to another update operation
o′ (IT (o, o′)). Let S = [o1; o2; . . . ; om] be a sequence of operations. Transforming any update
operation o with regard to S, denoted IT ∗(o, S), is recursively defined by:
IT ∗(o, []) = o and
IT ∗(o, [o1; o2; . . . ; om]) = IT
∗(IT (o, o1), [o2; . . . ; om]).
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By definition: IT (Nop(), o) = Nop() and IT (o,Nop()) = o for every operation o.
3.2.2 Decentralized integration procedures
The integration procedure is based on two notions: concurrency and dependency of op-
erations. Let o1 and o2 be operations generated at sites i and j, respectively. Operation o2
is said to causally dependent on o1, denoted o1 → o2, iff: (i) i = j and o1 was generated
before o2; or, (ii) i 6= j and the execution of o1 at site j happened before the generation of
o2. Operations o1 and o2 are said to be concurrent, denoted o1 ‖ o2, iff neither o1 → o2 nor
o2 → o1.
As a long established convention in OT-based collaborative editors [Ellis et Gibbs
(1989), Sun et Ellis (1998)], the timestamp vectors are used to determine the causality and
concurrency relations between operations. A timestamp vector is associated with each site
and each generated operation. Every timestamp is a vector of integers with a number of
entries equal to the number of sites. For a site j, each entry Vj[i] returns the number of
operations generated at site i that have been already executed on site j. When an operation
o is generated at site i, a copy Wo of Vi is associated with o before its broadcast to other
sites. The entry Vi[i] is then incremented by 1. Once o is received at site j, if the local
vector Vj “dominates”
3 Wo, then o is ready to be executed on site j. In this case, Vj[i] will
be incremented by 1 after the execution of o. Otherwise, o’s execution is delayed until the
causality condition holds. Let Wo1 and Wo2 be timestamp vectors of o1 and o2, respectively.
Using these timestamp vectors, the causality and concurrency relations are defined as follows:
(i) o1 → o2 iff Wo2 dominates Wo1 and Wo1 6= Wo2 .
(ii) o1 ‖ o2 iff neither Wo1 dominates Wo2 nor Wo2 dominates Wo1 .
In the decentralized integration procedures, every site generates operations sequentially
and stores these operations in a stack also called a history. When a site receives a remote
operation o, the integration procedure executes the following steps:
1. From the local history S, it determines the equivalent sequence S ′ that is the con-
catenation of two sequences Sh and Sc where (i) Sh contains all operations happened
before o (according to the causality relation), and (ii) Sc consists of operations that are
concurrent to o.
2. It calls the transformation component in order to get operation o′ that is the transfor-
mation of o according to Sc (i.e. o
′ = IT ∗(o, Sc)).
3. It executes o′ on the current state and then adds o′ to local history S.
3. Let V1 and V2 be two timestamp vectors. We say that V1 dominates V2 iff for each site i, V1[i] ≥ V2[i].
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The integration procedure allows history of executed operations to be built on every site,
provided that the causality relation is preserved. When all sites have executed the same set of
operations (stable states), their histories are not necessarily identical because the concurrent
operations may be executed in different orders. Nevertheless, they must be equivalent in the
sense that they must lead to the same final state.
3.2.3 Inclusive transformation functions
We can find, in the literature, several IT functions: Ellis ’s algorithm [Ellis et Gibbs
(1989)], Ressel ’s algorithm [Ressel et al. (1996)], Sun’s algorithm [Sun et al. (1998)],
Suleiman’s algorithm [Suleiman et al. (1997)] and Imine’s algorithm [Imine et al. (2003)].
They differ in the manner that conflict situations are managed. A conflict situation occurs
when two concurrent operations insert, at the same position, different characters. To deal
with such conflicts, all these algorithms, except the one proposed by Sun et al., add some
extra parameters to the insert operation signature.
Ellis’s algorithm
Ellis and Gibbs [Ellis et Gibbs (1989)] are the pioneers of OT approach. They extend
operation Ins with another parameter pr representing its priority. Always, concurrent oper-
ations have different priorities. The four transformation cases for Ins and Del proposed by
Ellis and Gibbs are illustrated in the appendix.
Ressel’s algorithm
Ressel et al. [Ressel et al. (1996)] proposed an algorithm that provides two modifications
to Ellis’s algorithm. The first modification consists in replacing priority parameter pr by
another parameter u, which is simply the identifier of the issuer site. Similarly, u is used
for tie-breaking when a conflict occurs between two concurrent insert operations. As for the
second modification, it concerns how a pair of insert operations is transformed. When two
concurrent insert operations add at the same position two (identical or different) elements,
only the insertion position of operation having a higher identifier is incremented. In other
words, both elements are inserted even if they are identical. This is the opposite to the
solution proposed by Ellis and Gibbs, which keeps only one element in case of identical
concurrent insertions. Apart from these modifications, the other cases remain similar to those
of Ellis and Gibb. The transformation cases given by the algorithm of Ressel et al. [Ressel
et al. (1996)] can be found in the appendix.
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Sun’s algorithm
Sun et al. [Sun et al. (1998)] have designed another IT algorithm, which is slightly different
in the sense that it is defined for stringwise operations. Indeed, the following operations are
used: Ins(p, s, l) (insert string s of length l at position p) and Del(p, l) (delete string of
length l from position p). To compare with other IT algorithms, we suppose that l = 1 for
all update operations. The IT function in this case is reported in the appendix .
Suleiman’s algorithm
Suleiman et al. [Suleiman et al. (1997)] proposed another solution that modifies the
signature of insert operation by adding two parameters av and ap. For an insert operation
Ins(p, c, av, ap), av contains operations that have deleted a character before the insertion
position p. The set ap contains operations that have removed a character after or at position
p. When an insert operation is generated, the parameters av and ap are empty. They will
be filled during transformation steps. The IT function of Suleiman and al. is given in the
appendix. To resolve the conflict between two concurrent insert operations Ins(p, c1, av1, ap1)
and Ins(p, c2, av2, ap2), three cases are possible:
1) (av1 ∩ ap2) 6= ∅: character c2 is inserted before character c1,
2) (ap1 ∩ av2) 6= ∅: character c2 is inserted after character c1,
3) (av1 ∩ ap2) = (ap1 ∩ av2) = ∅: in this case, characters c1 and c2 are compared (for
instance according to the lexicographic order) to choose the one to be added before the
other. Like the site identifiers and priorities, parameters av, ap, comparison of characters are
used to tie-break conflict situations. Note that when two concurrent operations insert the
same character (e.g. c1 = c2) at the same position, only one is executed. The other one is
ignored by returning the idle operation Nop(). In other words, like the solution of Ellis and
Gibb [Ellis et Gibbs (1989)], only one character is kept.
Imine’s algorithm
In [Imine et al. (2003)], Imine and al. proposed another IT algorithm which again enriches
the signature of insert operation with parameter ip which is the initial (or the original)
insertion position given at the generation stage. Thus, when transforming a pair of insert
operations having the same current position, they compare first their initial positions in order
to recover the position relation at the generation phase. If the initial positions are identical,
then like Suleiman and al. [Suleiman et al. (1997)] they compare symbols to tie-break an
eventual conflict. The IT function of Imine can be found in the appendix.
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3.2.4 Consistency criteria
An OT-based collaborative editor is consistent iff it satisfies the following properties:
1. Causality preservation: if o1 → o2 then o1 is executed before o2 at all sites.
2. Convergence: when all sites have performed the same set of updates, the copies of the
shared document are identical.
To preserve the causal dependency between update operations, timestamp vectors are
used. In [Ressel et al. (1996)], the authors have established two properties TP1 and TP2
that are necessary and sufficient to ensure data convergence for any number of operations
executed in arbitrary order on copies of the same object: For all o1, o2 and o3 pairwise
concurrent operations defined on the same state (initial state or state reached from the
initial state by executing equivalent sequences):
– TP1: [o1 ; IT (o2, o1)] ≡ [o2 ; IT (o1, o2)].
– TP2: IT ∗(o3, [o1 ; IT (o2, o1)]) = IT
∗(o3, [o2 ; IT (o1, o2)]).
Property TP1 defines a state identity and ensures that if o1 and o2 are concurrent, the
effect of executing o1 before o2 is the same as executing o2 before o1. Property TP2 ensures
that transforming o3 along equivalent and different operation sequences will give the same
operation. By abuse of language, an IT function satisfying properties TP1 and TP2 is said
to be consistent.
Accordingly, by these properties, it is not necessary to enforce a global total order be-
tween concurrent operations because data divergence can always be repaired by operational
transformation. However, finding an IT function that satisfies TP1 and TP2 is considered
to be a hard task, because this proof is often unmanageably complicated.
All IT functions proposed, in the literature, do not ensure data converge [Imine et al.
(2006),Boucheneb et Imine (2009),Boucheneb et al. (2010)]. We report, in the following, a
counterexample for each IT function.
IT functions of Ellis and Sun do not satisfy the property TP1 (see Figure 3.6 and
Figure 3.7) [Imine et al. (2003)]. The pairs of concurrent operations violating TP1 are
(o1 = Ins(1, f, pr1), o2 = Del(1)) and (o1 = Ins(1, f), o2 = Ins(1, e)), respectively.
Suleiman’s IT satisfies neither TP1 nor TP2 [Imine et al. (2003),Boucheneb et al. (2010)].
The counterexample for TP1 is given by the pair of operations (o′1 = Ins(2, f, {o3}, {o5}), o
′
2 =
Ins(2, c, {o5}, {o3})). The corresponding scenario, reported at Figure 3.8, consists of 4 users
u1, u2, u3 and u4 on different sites. Users u1, u2 and u3 have generated and executed locally
sequences S1 = [o1 = Ins(3, f, ∅, ∅)], S2 = [o2 = Ins(2, c, ∅, ∅)] and S3 = [o3 = Del(2); o4 =
Ins(2, e, ∅, ∅); o5 = Del(2)], respectively. Then, user u3 receives successively operations o1
and o2. User u4 receives consecutively operations of S3, o2 and o1. The IT function of
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Suleiman fails to ensure convergence. Property TP1 is violated for o′1 = IT
∗(o1, S3) =
Ins(3, f, {o3}, {o5}) and o
′
2 = IT
∗(o2, S3) = Ins(2, c, {o5}, {o3}).
Ressel’s IT does not satisfy TP2 but satisfies TP1 [Imine et al. (2003),Boucheneb et al.
(2010)]. In Figure 3.9, we report a scenario violating property TP2 for the triplet of concurrent
operations (o1 = Del(1), o2 = Ins(2, c2, u2), o3 = Ins(1, c3, u3)).
Imine’s IT function satisfies TP1 but does not satisfy TP2. In Figure 3.10, we report a
scenario violating TP2. In this scenario, there are 4 users u1, u2, u3 and u4 on different sites.
Users u1, u2 and u3 have generated sequences S1 = [o1 = Del(2)], S2 = [o0 = Del(2); o2 =
Ins(2, c, 2)] and S3 = [o3 = Ins(2, e, 2)], respectively. User u2 executes operations o0 and o2
then it receives successively operations o1 and o3. User u4 receives successively operations o0,
o1, o2 and o3. For this scenario, the IT function of Imine fails to ensure convergence for copies
of users u2 and u4. The property TP2 is violated for o
′
1 = IT (o1, o0), o2 and o
′
3 = IT (o3, o0)
(see Figure 3.10).
3.2.5 Avoiding Property TP2
The violation of property TP2 gave birth to several works that have tried to avoid this
problem, often at the expense of genericity and efficiency. These works may be categorized
in two approaches.
The first approach falls in the category of works, such as GOT [Sun et al. (1998)],
SOCT4 [Vidot et al. (2000)] and COT [Sun et Sun (2009)], which enforce a total order on
operations in order to maintain the same transformation path at all sites. Although these
algorithms ensure data convergence, they do not allow a high concurrency degree because of
the global order of execution. In the second approach, some works build a particular class
of transformation paths. For instance, OPTIC [Imine (2006), Imine (2009)] and ABT [Li et
Li (2010)] integrate by transformation remote operations on logs organized in such a way
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Figure 3.8 Violation of TP1 for Suleiman’s IT.















o21 = IT (o2, o1) = Ins(1, c, u2) o12 = IT (o1, o2) = Del(1)
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Figure 3.10 Violation of TP2 for Imine’s IT.
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tions needs, unfortunately, to devise new integration algorithms. Other works are based on
changing the semantics of the delete operation [Oster et al. (2006a)]. The delete operation
does not remove symbols but make them invisible (see Section 3.4.5 for comparison with the
approach proposed here).
3.3 Controller synthesis of consistent IT function
In [Imine et al. (2006),Boucheneb et Imine (2009),Boucheneb et al. (2010)], the authors
used a theorem proving or a model checking technique to verify whether or not a given IT
is consistent. They showed that all IT functions, proposed in the literature, do not ensure
consistency and a counterexample is provided for each IT function. From this fact, a question
arises concerning the existence of consistent IT functions. Model checking and theorem
proving are useful to prove whether or not a given system satisfies some properties but not
appropriate to verify whether or not there exist a system, which satisfies some properties.
The controller synthesis techniques solve a more general problem than the model checking
and theorem proving techniques, since they verify whether or not the system can be modified
(forced) so as to meet the properties of interest. In such a framework, the system consists,
in general, of controllable and uncontrollable transitions. The control objective is to find, if
it exists, a strategy to force the properties of interest, by choosing appropriately controllable
actions to be executed, no matter what uncontrollable transitions are executed.
We are interested in applying the principle of controller synthesis to design an IT function
which satisfies properties TP1 and TP2. The idea is to look for consistent IT in the set of
allowed functions. There are four allowed transformations for each operation o: 1) increment
its position, 2) decrement its position, 3) transform it into an idle operation (Nop()), and 4)
leave it unchanged. We first investigate whether or not there exist in such a set, some IT
functions which satisfy property TP1. If it is the case, we investigate whether or not there
exist some IT functions, among those satisfying TP1, which also satisfy TP2.
For these investigations, we use the game automata formalism ‘a` la UPPAAL’ [Cassez
et al. (2005)]. A game automaton is an automaton with two kinds of transitions: controllable
and uncontrollable. Each transition has a source location, a destination location and is
annotated with selections, guards and blocks of actions. Selections bind non-deterministically
a given identifier to every value in a given range. The other labels of a transition are within
the scope of this binding. A state is defined by the current location and the current values of
all variables. A transition is enabled in a state iff the current location is the source location of
the transition and its guard evaluates to true. The firing of the transition consists in reaching
its destination location and executing atomically its block of actions. The side effect of this
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block changes the state of the system. To force some properties, the enabled transitions that
are controllable can be delayed or simply ignored. However, the uncontrollable transitions
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Figure 3.12 Synthesize a consistent IT
3.3.1 Do there exist IT functions which satisfy TP1?
An IT function satisfies property TP1 iff for any pair of concurrent operations o1 and o2
defined on the same state, it holds that [o1; IT (o2; o1)] ≡ [o2; IT (o1, o2)]. To verify whether or
not there are some IT functions which satisfy property TP1, we have represented in the game
automaton, depicted at Figure 3.11, the generation of operations o1 and o2, the computation
of IT (o1; o2) and IT (o2, o1), and the verification of [o1; IT (o2; o1)] ≡ [o2; IT (o1, o2)]. The
generation of operations is specified by the uncontrollable transition (s0, s1), since we have
no control on the kinds of operations generated by users. The operational transformations
and the verification of TP1 are represented by the controllable transition (s1, s2). The model
starts by selecting two operations o1 and o2. The domain of operations is fixed so as to
cover all cases of transformations. Afterwards, the model chooses two transformations to
apply to o1 with regard to o2 and o2 with regard to o1 and applies them by invoking function
IT1. Function IT1(o1, o2, o12, IsNop, ip1) returns in o12 the result of transformation of o1
with regard to o2. If IsNop = true then o12 = Nop(), otherwise the transformation of o1
consists in updating the parameter position (o12.p = o1.p+ ip1). It means that 4 possibilities
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are offered for transforming an operation o1 with regard to another operation o2: Nop(),
decrementing, maintaining, or incrementing the position of o1. Finally, the model verifies
whether or not the property TP1 is satisfied. No matter what operations o1 and o2 generated
by the uncontrollable transition, the controller synthesis aims to force property TP1 by
choosing appropriately the operational transformations.
We have used the tool Uppaal-Tiga [Cassez et al. (2005)] to verify whether or not there
exist some IT functions, which satisfy TP1. The safety control objective for TP1 is AG TP1,
where TP1 is defined in the model as a boolean variable whose value is true while the
property TP1 is satisfied. The boolean variable TP1 is set to false by the function VerifyTP1
if [o1; IT (o2, o1)] 6≡ [o2; IT (o1, o2)]. Uppaal-Tiga concludes that the property is satisfied,
which means that there is, at least, a strategy to force property TP1. We report in Table 3.1
the different IT functions (satisfying TP1) extracted from the output file of the tool verifytga
of Uppaal-Tiga.
Note that even if some operational transformations satisfy TP1, they are unaccept-
able from the semantic point of view. For instance, if p1 = p2, the operational trans-
formations IT (Del(p1), Del(p2)) = Del(p1 − 1), IT (Del(p1), Del(p2)) = Del(p1) and
IT (Del(p1), Del(p2)) = Del(p1 + 1) mean that if two users generate concurrently the same
delete operation, two symbols will be deleted in each site, which is unacceptable from the
semantic point of view. The only operational transformation which makes sense for this
case is IT (Del(p1), Del(p2)) = Nop(). It means that only the symbol at position p1 is
deleted in each site. After eliminating these incoherent operational transformations, there
remain 2 possibilities for IT (Ins(p1, c1), Ins(p2, c2)), p1 = p2, c1 6= c2, and 3 possibilities for
IT (Ins(p1, c1), Ins(p2, c2)), p1 = p2, c1 = c2. Therefore, we can extract 6 IT functions which
satisfy TP1. These IT functions differ in the way that conflicting operations are managed.
3.3.2 Do there exist IT functions which satisfy TP1 and TP2?
An IT function satisfies property TP2 iff for any triplet of pairwise concurrent oper-
ations o1, o2 and o3 defined on the same state, it holds that IT (IT (o3, o1), IT (o2, o1)) =
IT (IT (o3, o2), IT (o1, o2)). To verify whether or not there are some IT functions which sat-
isfy properties TP1 and TP2, we have used the game automaton depicted at Figure 3.12.
This model starts by selecting an IT function, which satisfies property TP1 (the range of
chooseIT corresponds to the 6 IT functions satisfying TP1). Afterwards, it selects three
operations o1, o2 and o3, and performs the transformations needed to verify TP2. Function
IT2(o1, o2, o12) applies the selected IT function to o1 with regard to o2 and returns the result
of this transformation in o12. Finally, the model calls function VerifyTP2. The control aims
to force to choose the appropriate IT function so as to satisfy property TP2. The control
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Table 3.1 IT functions supplied by Uppaal-Tiga for TP1 and classical signatures of update
operations
o1 o2 Cnd(p1, p2, c1, c2) IT (o1, o2) IT (o2, o1)
Ins(p1, c1) Ins(p2, c2) p1 < p2 Ins(p1, c1) Ins(p2 + 1, c2)
Ins(p1, c1) Ins(p2, c2) p1 = p2 ∧ c1 < c2 Ins(p1 + 1, c1) Ins(p2, c2)
Ins(p1, c1) Ins(p2, c2) p1 = p2 ∧ c1 < c2 Ins(p1, c1) Ins(p2 + 1, c2)
Ins(p1, c1) Ins(p2, c2) p1 = p2 ∧ c1 = c2 Ins(p1 + 1, c1) Ins(p2 + 1, c2)
Ins(p1, c1) Ins(p2, c2) p1 = p2 ∧ c1 = c2 Ins(p1, c1) Ins(p2, c2)
Ins(p1, c1) Ins(p2, c2) p1 = p2 ∧ c1 = c2 Nop() Nop()
Del(p1) Del(p2) p1 < p2 Del(p1) Del(p2 − 1)
Del(p1) Del(p2) p1 = p2 Del(p1 − 1) Del(p2 − 1)
Del(p1) Del(p2) p1 = p2 Del(p1 + 1) Del(p2 + 1)
Del(p1) Del(p2) p1 = p2 Del(p1) Del(p2)
Del(p1) Del(p2) p1 = p2 Nop() Nop()
Ins(p1, c1) Del(p2) p1 < p2 Ins(p1, c1) Del(p2 + 1)
Ins(p1, c1) Del(p2) p1 = p2 Ins(p1, c1) Del(p2 + 1)
Del(p1) Ins(p2, c2) p1 < p2 Del(p1) Ins(p2 − 1, c2)
Del(p1) Ins(p2, c2) p1 = p2 Del(p2 + 1) Ins(p1, c1)
objective is specified by the CTL formula AG TP2, where TP2 is a boolean variable whose
value is true while the property TP2 is satisfied. This variable is set to false by the function
VerifyTP2 if IT (IT (o3, o1), IT (o2, o1)) 6= IT (IT (o3, o2), IT (o1, o2)).
Uppaal-Tiga concludes that the property AG TP2 cannot be forced, which means that
there is no strategy to force property TP2. In other words, there is no IT function, based
on classical parameters of delete and insert operations, which satisfies both TP1 and TP2.
We investigated why a consistent IT function does not exist for the basic parameters of
delete and insert operations. This investigation led to the identification of two symbolic
pairwise scenarios which prevent a consistent IT function from being obtained. We report
in Figure 3.13 and Figure 3.14 these two pairwise sequences named scenario 1 and scenario
2, respectively. For scenario 1, to verify TP2, the performed transformations are:
o21 = IT (o2, o1) = IT (Ins(p1, c2), o1) = Ins(p1, c2),
o12 = IT (o1, o2) = IT (Del(p1), Ins(p1, c2)) = Del(p1 + 1),
o31 = IT (o3, o1) = Ins(p1, c3),
o32 = IT (o3, o2) = Ins(p1 + 2, c3),
IT (o32, o12) = IT (Ins(p1 + 2, c3), Del(p1 + 1)) = Ins(p1 + 1, c3) and IT (o31, o21) =
IT (Ins(p1, c3), Ins(p1, c2)).
For the last transformation, we have different possibilities (see Table 3.1). To satisfy TP2,
we must choose IT (Ins(p1, c3), Ins(p1, c2)) = Ins(p1 + 1, c3).
For scenario 2, the performed transformations are:
o21 = IT (o2, o1) = Ins(p1, c2),
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o12 = IT (o1, o2) = Del(p1),
o31 = IT (o3, o1) = Ins(p1, c3),
o32 = IT (o3, o2) = Ins(p1, c3),
IT (o32, o12) = IT (Ins(p1, c3), Del(p1)) = Ins(p1, c3) and IT (o31, o21) =
IT (Ins(p1, c3), Ins(p1, c2)).
To satisfy TP2, for the last operational transformation, we must use
IT (Ins(p1, c3), Ins(p1, c2)) = Ins(p1, c3).
Consequently, a consistent IT function, if it exists, must have additional parameters in
its operation signatures. We have seen, in the previous section, different IT functions based
on extending the insert signature with priority, issuer site, initial position or sets of delete
operations before and after the inserting position. We have provided for each IT function
a divergent scenario violating either TP1 or TP2. It means that the suggested additional
parameters are insufficient or inappropriate to ensure convergence. Indeed, adding priority
(as in Ellis’s IT) or owner identifier (as in Ressel’s IT) to the insert signature fails to ensure
convergence for scenarios 1 and 2. Scenario 1 violates TP1 for Ellis’s IT (see Figure 3.6).
Scenario 2 violates TP2 for Ressel’s IT (see Figure 3.9). For Suleiman’s IT and Imine’s IT,
scenarios 1 and 2 satisfy TP1 and TP2 but the added parameters introduce other cases of
divergence (see Figure 3.8 and Figure 3.10). All these failed tentatives show that designing
a consistent IT function is a hard task.
The main difference between both scenarios resides in the position of the deleted symbol
relatively to the symbols inserted by o2 and o3 (see Figure 3.13 and Figure 3.14). In scenario
1, the deleted symbol is before the inserting position of o3, whereas, in scenario 2, it is before
the inserting position of o2. Extending the signature of the insert operation with the number
of symbols deleted before its position allows the definition of appropriate transformations so
as both scenarios 1 and 2 satisfy TP1 and TP2 (see Figure 3.15 and Figure 3.16). Indeed,
in scenario 1, the symbol of o31 = IT (o3, o1) = Ins(p1, c3, 1) should precede the one of o21 =
Ins(p1, c2, 0), as o31 has the biggest number of symbols deleted before its position (1 > 0).
In scenario 2, o21 = IT (o2, o1) = Ins(p1, c2, 1) has the greatest number of symbols deleted
before its position. Its symbol should be inserted after the one of o31 = Ins(p1, c3, 0). The
idea of our IT function is to use this extra parameter to deal with conflicting operations. In
the following, we propose based on this idea an IT function and show formally its consistency.
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o2 = Ins(p1, c2) o1 = Del(p1)
o3 = Ins(p1 + 1, c3) o3 = Ins(p1 + 1, c3)
Figure 3.13 Scenario 1















o2 = Ins(p1 + 1, c2) o1 = Del(p1)
o3 = Ins(p1, c3) o3 = Ins(p1, c3)
Figure 3.14 Scenario 2
















o21 = IT (o2, o1) = Ins(p1, c2, 0) o12 = IT (o1, o2) = Del(p1 + 1)
o3121 = IT (IT (o3, o1), o21) = o3212 = IT (IT (o3, o2), o12) =
IT (Ins(p1, c3, 1), Ins(p1, c2, 0)) = Ins(p1 + 1, c3, 1) IT (Ins(p1 + 2, c3, 0), Del(p1 + 1)) = Ins(p1 + 1, c3, 1)
Figure 3.15 Applying our IT to scenario 1
















o21 = IT (o2, o1) = Ins(p1, c2, 1) o12 = IT (o1, o2) = Del(p1)
o3121 = IT (IT (o3, o1), o21) = o3212 = IT (IT (o3, o2), o12) =
IT (Ins(p1, c3, 0), Ins(p1, c2, 1)) = Ins(p1, c3, 0) IT (Ins(p1, c3, 0), Del(p1)) = Ins(p1, c3, 0)
Figure 3.16 Applying our IT to scenario 2
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3.4 A consistent IT function
3.4.1 Extending the insert signature with an extra parameter
We propose to add a new parameter, named nd, to the insert operation signature. This
extra parameter is filled with the number of symbols deleted before the inserting position.
When an insert operation o is generated, its parameter nd is set appropriately to the number
of symbols deleted before the position of o. Afterwards, this parameter is incremented
whenever it is transformed with regard to a delete operation whose position is before its
inserting position.
De´finition 3.1 Let S be a sequence of operations executed on the shared document before
generating an insert operation o. Let p be the inserting position of o, we denote ND(S, p)
the number of symbols deleted before p by the sequence S. The parameter nd of o set to




0 if S = []
ND(S ′, p) if S = S ′ • [o′] ∧ p < p′
nd′ if S = S ′ • [Ins(p′, c′, nd′)] ∧ p = p′
ND(S ′, p− 1) if S = S ′ • [Ins(p′, c′, nd′)] ∧ p > p′
ND(S ′, p+ 1) + 1 if S = S ′ • [Del(p′)] ∧ p ≥ p′
where o′ ∈ {Ins(p′, c′, nd′), Del(p′)}
Intuitively, if S is empty, it is trivial that there is no symbol deleted by S. Then,
ND([], p) = 0. For S = S ′ • [Ins(p′, c′, nd′)], the symbol of Ins(p′, c′, nd′) is inserted at
position p′. If p < p′, the execution of Ins(p′, c′, nd′) does not affect the part before position
p′ (i.e., ND(S, p) = ND(S ′, p)). If p = p′, the symbol c is inserted at position p = p′, shifts
c′ to position p+1 but does not affect the number of symbols deleted before position p′ (i.e.,
ND(S, p) = nd′). If p > p′, the symbol at position p− 1 before executing Ins(p′, c′, nd′) will
be shifted to position p (i.e., ND(S, p) = ND(S ′, p−1)). Similarly, for S = S ′ • [Del(p′)], the
execution of Del(p′) will delete the symbol at position p′. If p < p′, the execution of Del(p′)
does not affect the part before position p′ (i.e., ND(S, p) = ND(S ′, p)). Otherwise, symbols
deleted before p by S are symbols deleted before p+ 1 by S ′ plus the one deleted by Del(p′)
(i.e., ND(S, p) = ND(S ′, p+ 1) + 1).
As an example, let us compute the number of symbols deleted before position 2, by
the sequence [Del(2); Ins(2, a); Ins(1, b)] (i.e., ND([Del(2); Ins(2, a); Ins(1, b)], 2)). This
55
number is equal to the number of deleted symbols by [Del(2); Ins(2, a)] before posi-
tion 1, because Ins(1, b) will shift the symbol at position 1 to position 2. Therefore,
ND([Del(2); Ins(2, a); Ins(1, b)], 2) = ND([Del(2); Ins(2, a)], 1). The number of deleted
symbols by [Del(2); Ins(2, a)] before position 1 is equal to ND([Del(2)], 1) as Ins(2, a) does
not affect symbols before position 2. Finally, since 1 < 2, it follows that ND([Del(2)], 1) =
ND([], 1) = 0. Therefore, there is no symbol deleted by [Del(2); Ins(2, a); Ins(1, b)] before
position 2. Consider now the sequence [Ins(2, a);Del(3); Ins(1, b)], which is equivalent to
the previous one. Let us compute ND([Ins(2, a);Del(3); Ins(1, b)], 2), using Definition 3.1:
ND([Ins(2, a);Del(3); Ins(1, b)], 2) = ND([Ins(2, a);Del(3)], 1) =
ND([Ins(2, a)], 1) = ND([], 1) = 0. Note that, the number of deleted symbols before position 2 is
the same for the two equivalent sequences.
Since in OT, operations are, in general, executed after integration in different orders,
to ensure consistency, our computation procedure of ND should give the same result for
all equivalent sequences and any position p (i.e., ND(S, p) = ND(S ′, p), for any pair of
equivalent sequences S and S ′). We first define our IT function then we establish some nice
properties of ND which will be useful to show consistency of our IT function.
3.4.2 Our IT function
IT(Ins(p1, c1, nd1), Ins(p2, c2, nd2)) =


Ins(p1, c1, nd1) if p1 < p2 ∨ (p1 = p2 ∧ nd1 < nd2)
∨(p1 = p2 ∧ nd1 = nd2 ∧ c1 ≤ c2)
Ins(p1 + 1, c1, nd1) if p1 > p2 ∨ (p1 = p2 ∧ nd1 > nd2)
∨ (p1 = p2 ∧ nd1 = nd2 ∧ c1 > c2)
IT(Ins(p1, c1, nd1), Del(p2))=


Ins(p1, c1, nd1) if p1 ≤ p2
Ins(p1 − 1, c1, nd1 + 1) otherwise
IT(Del(p1), Ins(p2, c2, nd2)) =


Del(p1) if p1 < p2




Del(p1) if p1 < p2
Del(p1 − 1) if p1 > p2
Nop() otherwise
Figure 3.17 The proposed IT function
In our IT function, the signatures of the insert and delete operations are Ins(p, c, nd) and
Del(p), respectively, where p is a position, c is a symbol and nd is the number of symbols
deleted before position p. The conflicting situations between two concurrent insert operations
are handled using their extra parameters nd, in a similar way as in other IT functions. More
precisely, when transforming a pair of insert operations having the same current position, their
parameters nd are first compared in order to recover the position relation at the generation
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phase. If their parameters nd are equal, then their symbols are compared to tie-break an
eventual conflict. The IT function proposed here is reported at Figure 3.17.
3.4.3 Relationships between positions and the extra parameters
We establish, in Lemma 1 and Theorem 1, some relationships between positions of in-
sert operations generated on the same state and their parameters nd. We first suppose, in
Lemma 1, that the operations are generated after executing the same sequence of operations.
Then, we consider, in Theorem 1, the case where the operations are generated after execut-
ing different but equivalent sequences (i.e., they consist of the same set of original operations
executed, after integration, in different orders). Intuitively, these relationships mean that for
any pair of insert operations generated on the same state, the order relation of their positions
is the same as the order relation of their extra parameters nd.
Lemma 1 Let o1 = Ins(p1, c1, nd1) and o2 = Ins(p2, c2, nd2) be two insert operations gen-
erated on the same state, just after executing the same sequence of operations S. Then:
p1 < p2 ⇒ nd1 ≤ nd2.
Proof 1 By definition, nd1 = ND(S, p1) and nd2 = ND(S, p2). We show by induction
on the length of S that p1 < p2 ⇒ ND(S, P1) ≤ ND(S, P1). For S = [], by definition,
ND(S, p1) = ND(S, p2). For S = S
′ • [o′], assume that p1 < p2 ⇒ ND(S
′, p1) ≤ ND(S
′, p2)
and let us show that ND(S, p1) ≤ ND(S, p2). Let p
′ be the position of o′. We consider 9
cases:
1) p1 < p2 < p
′: By definition, ND(S, p1) = ND(S
′, p1), ND(S, p2) = ND(S
′, p2). By
assumption, ND(S ′, p1) ≤ ND(S
′, p2). Then ND(S, p1) ≤ ND(S, p2).
2) p1 < p2 = p
′ and o′ = Ins(p′, c′, nd′): ND(S, p1) = ND(S
′, p1) and ND(S, p2) = nd
′.
Since p1 < p
′, it follows that ND(S ′, p1) ≤ nd
′ and then ND(S, p1) ≤ ND(S, p2).
3) p1 < p2 = p
′ and o′ = Del(p′): ND(S, p1) = ND(S
′, p1) and
ND(S, p2) = ND(S
′, p2 + 1) + 1. Then ND(S, p1) ≤ ND(S, p2).
4) p1 < p
′ < p2 and o
′ = Ins(p′, c′, nd′): ND(S, p1) = ND(S
′, p1) and ND(S, p2) =
ND(S ′, p2 − 1). Then ND(S, p1) ≤ ND(S, p2).
5) p1 < p
′ < p2 and o
′ = Del(p′): ND(S, p1) = ND(S
′, p1) and
ND(S, p2) = ND(S
′, p2 + 1) + 1. Then ND(S, p1) ≤ ND(S, p2).
6) p1 = p
′ < p2 and o
′ = Ins(p′, c′, nd′): ND(S, p1) = nd
′ and ND(S, p2) = ND(S
′, p2 − 1).
Since p′ ≤ p2 − 1, it follows that nd
′ ≤ ND(S ′, p2 − 1) and then ND(S, p1) ≤ ND(S, p2).
7) p1 = p
′ < p2 and o
′ = Del(p′): ND(S, p1) = ND(S
′, p1 + 1) + 1 and ND(S, p2) =
ND(S ′, p2 + 1) + 1. It follows that ND(S, p1) ≤ ND(S, p2).
8) p′ < p1 < p2 and o
′ = Ins(p′, c′, nd′): ND(S, p1) = ND(S
′, p1 − 1) and ND(S, p2) =
57
ND(S ′, p2 − 1). Then ND(S, p1) ≤ ND(S, p2).
9) p′ < p1 < p2 and o
′ = Del(p′): ND(S, p1) = ND(S
′, p1 + 1) + 1 and ND(S, p2) =
ND(S ′, p2 + 1) + 1. Then ND(S, p1) ≤ ND(S, p2).
Theorem 1 Let o1 = Ins(p1, c1, nd1) and o2 = Ins(p2, c2, nd2) be two insert operations
generated on the same state after executing two different but equivalent sequences of operations
S1 and S2. Then: 1) p1 = p2 ⇒ nd1 = nd2 and 2) p1 < p2 ⇒ nd1 ≤ nd2.
Proof 2 By definition nd1 = ND(S1, p) and nd2 = ND(S2, p).
1) By assumption, sequences S1 and S2 consist of the same set of original operations executed,
after integration, in two different orders. The different execution orders can be obtained by
successive pairwise permutations of concurrent operations. If one permutation of concurrent
operations preserves the value given for the number of deletes, then any sequence of such
swaps preserve also this value. As a result, it is sufficient to consider only the case of one
permutation: S1 = S • [o1; o21] • S
′ and S2 = S • [o2; o12] • S
′, where o21 = IT (o2, o1)
and o12 = IT (o1, o2). So, to show that ND(S1, p) = ND(S2, p), it suffices to show that
ND(S • [o1; o21], p) = ND(S • [o2; o12], p). Table 3.3 reports values of ND(S • [o1; o21], p) and
ND(S • [o2; o12], p) for every transformation case (see Table 3.2). They are equal for each
transformation case.
2) According to Lemma 1, if p1 < p2 then ND(S1, p1) ≤ ND(S1, p2). Part 1) of Theorem
1 states that ND(S1, p1) = ND(S2, p1) and ND(S1, p2) = ND(S2, p2). It follows that:
p1 < p2 ⇒ ND(S1, p1) ≤ ND(S2, p2).
Concretely, these nice relationships established above ensure some consistency to the
computation procedure of ND given in Definition 3.1. Indeed, all insert operations with the
same position, generated on the same state at different sites, will have the same parameter nd,
even if this state has been reached by different but equivalent sequences. Furthermore, if the
inserting position p1 of an operation o1 is on the left of the inserting position p2 of another
operation o2, generated on the same state, then the number of symbols deleted before p1
is less or equal to the number of symbols deleted before p2 (i.e., nd1 ≤ nd2). Note that
nd1 = nd2 in case there is no deleted symbol between p1 and p2, including position p1. This
extra parameter seems then to be appropriate to handle conflicting operations.
Note that the above theorem is very important in the sense that it enables us to avoid
recomputing the parameter nd of an insert operation in the remote sites. It suffices to
compute this parameter when the insert operation is generated and then include it in the
operation sent to all other sites.
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Table 3.2 Transformation cases for IT (o1, o2) and IT (o2, o1)
k IT cases for IT (o1, o2) and IT (o2, o1)
0 p1 < p2
1 p1 > p2
2 o1 = Ins(p1, c1, nd1) ∧ o2 = Ins(p2, c2, nd2) ∧ p1 = p2 ∧ nd1 = nd2 ∧ c1 < c2
3 o1 = Ins(p1, c1, nd1) ∧ o2 = Ins(p2, c2, nd2) ∧ p1 = p2 ∧ nd1 = nd2 ∧ c1 > c2
4 o1 = Ins(p1, c1, nd1) ∧ o2 = Ins(p2, c2, nd2) ∧ p1 = p2 ∧ nd1 < nd2
5 o1 = Ins(p1, c1, nd1) ∧ o2 = Ins(p2, c2, nd2) ∧ p1 = p2 ∧ nd1 > nd2
6 o1 = Ins(p1, c1, nd1, s1) ∧ o2 = Ins(p2, c2, nd2, s2) ∧ p1 = p2 ∧ nd1 = nd2 ∧ c1 = c2
7 (o1 = Del(p1) ∨ o2 = Del(p2)) ∧ p1 = p2
Table 3.3 Computing ND(S • [o1; o21], p) and ND(S • [o2; o12], p)
Transformation cases ND(S • [o1; o21], p) ND(S • [o2; o12], p)
Ins, Ins, k ∈ {0, 2, 4, 6}, nd12 = nd1, nd21 = nd2


ND(S, p) if p < p1
nd1 if p = p1
ND(S, p− 1) if p1 < p ≤ p2
nd21 if p = p21
ND(S, p− 2) if p > p21


ND(S, p) if p < p1
nd12 if p = p1
ND(S, p− 1) if p1 < p ≤ p2
nd2 if p = p21
ND(S, p− 2) if p > p21
Ins, Ins, k ∈ {1, 3, 5}, nd12 = nd1, nd21 = nd2


ND(S, p) if p < p2
nd21 if p = p2
ND(S, p− 1) if p2 < p ≤ p1
nd1 if p = p12
ND(S, p− 2) if p > p12


ND(S, p) if p < p2
nd2 if p = p2
ND(S, p− 1) if p2 < p ≤ p1
nd12 if p = p12
ND(S, p− 2) if p > p12
Del, Del, k = 0


ND(S, p) if p < p1
ND(S, p+ 1) + 1 if p1 ≤ p < p21
ND(S, p+ 2) + 2 if p ≥ p21


ND(S, p) if p < p1
ND(S, p+ 1) + 1 if p1 ≤ p < p21
ND(S, p+ 2) + 2 if p ≥ p21
Del, Del, k = 1


ND(S, p) if p < p2
ND(S, p+ 1) + 1 if p2 ≤ p < p12
ND(S, p+ 2) + 2 if p ≥ p12


ND(S, p) if p < p2
ND(S, p+ 1) + 1 if p2 ≤ p < p12
ND(S, p+ 2) + 2 if p ≥ p12
Del, Del, k = 7 ND(S • [o1], p) ND(S • [o2], p)
Ins, Del, k ∈ {0, 7}


ND(S, p) if p < p1
nd1 if p = p1
ND(S, p− 1) if p1 < p ≤ p2
ND(S, p) + 1 if p ≥ p12


ND(S, p) if p < p1
nd12 if p = p1
ND(S, p− 1) if p1 < p ≤ p2
ND(S, p) + 1 if p ≥ p12
Ins, Del, k = 1


ND(S, p) if p < p2
ND(S, p+ 1) + 1 if p2 ≤ p < p1
nd1 + 1 if p = p12
ND(S, p) + 1 if p ≥ p1


ND(S, p) if p < p2
ND(S, p+ 1) + 1 if p2 ≤ p < p1
nd12 if p = p12
ND(S, p) + 1 if p ≥ p1
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3.4.4 Proof of consistency
To prove consistency, it suffices to show that our IT satisfies both properties TP1 and
TP2. In [Imine et al. (2006)], the authors proposed a formal framework for modelling and
verifying IT functions with algebraic specifications. For checking the properties TP1 and
TP2, they used an automatic theorem proving. However, this theorem proving approach
has some shortcomings: (i) the model of the system is sound but not complete w.r.t. TP1
and TP2 (i.e., it does not guarantee that the violation of property TP1 or TP2 is really
feasible); (ii) there is no guidance to understand the counterexamples (when the properties
are not verified); (iii) it requires some interaction (by injecting new lemmas) to complete
the verification. In [Boucheneb et al. (2010)], the authors addressed these drawbacks and
proposed a symbolic model-checking technique based on difference bound matrices (DBMs)
to verify whether an IT function satisfies properties TP1 and TP2. The verification of these
properties is performed automatically and symbolically without carrying out different copies
of the shared object and executing explicitly the updates. Moreover, unlike the approach
proposed in [Imine et al. (2006)], the approach proposed in [Boucheneb et al. (2010)] provides
faisable and complete symbolic counterexamples. As in [Boucheneb et al. (2010)], we use a
symbolic model-checking technique, where the shared objects are abstracted and their update
operations are handled symbolically using difference bound matrices (DBMs). In our context,
DBMs are used to encode sets of constraints of the form pi − pj ≤ c, where pi, pj are integer
variables and c is an integer constant. From the practical point of view, a DBM is a square
matrix P indexed by variables. Each entry Pij represents the atomic constraint pi−pj ≤ Pij .
If there is no upper bound on pi − pj with i 6= j, Pij is set to ∞. Entry Pii is set to 0.
Constraints pi− pj = c and pi− pj ≥ c are considered as abbreviations of atomic constraints.
In the following, we use invariantly atomic constraints or their abbreviations.
A set of constraints is consistent iff they represent a non empty domain. Although the
same non empty domain may be encoded by different DBMs, they have a canonical form.
The canonical form of a DBM is the representation with tightest bounds on all differences
between variables, computed by propagating the effect of each entry through the DBM.
Canonical forms are much more useful to verify consistency and test of equivalence.
Two sets of atomic constraints are equivalent iff the canonical forms of their DBMs are
identical. To verify the consistency of a DBM (i.e., a set of atomic constraints), it suffices
to apply a shortest-path algorithm and to stop the algorithm as soon as a negative cycle
is detected. The presence of negative cycles means that the set of atomic constraints is
inconsistent.
The model depicted at Figure 3.18 is used to verify whether or not our IT function satisfies
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Figure 3.18 Automaton used to verify TP1 and TP2
and o3 and initializing the DBMs of their parameters (initial DBMs are free from constraints).
This is the role of the edge (s0, s1). Afterwards, the model successively selects for each oper-
ational transformation, a feasible transformation case among the 8 cases shown at Table 3.2,
fixes and applies the transformation case, and verifies TP1 or TP2 as soon as the needed
transformations are computed. For instance, the edge (s1, s2) selects a transformation case
k for o1 with regard to o2 (SelectCase(o1, o2, k)), fixes the selected case (FixCase(o1, o2, k))
and applies it to transform o1 with regard to o2. The symmetrical case kk = SymCase(k)
is used to transform o2 with regard to o1. After these transformations (IT (k, o1, o2, o12) and
IT (kk, o2, o1, o21)), the property TP1 is verified. Concretely, function FixCase(oi, oj, k) adds
to the DBMs the constraints corresponding to the transformation case k to be applied to oi
with regard to oj. Function IT (k, oi, oj , oij) applies the transformation case k to transform
oi with regard to oj and returns the transformation result in oij . Functions verifyTP1() and
verifyTP2() set in boolean variables TP1 and TP2 the results of verification of properties
TP1 and TP2, respectively. Function verifyTP1() verifies whether or not the domain of
P satisfies one of the conditions of equivalence given in Table 3.4 4 accordingly to the types
of operations o12 and o21. For instance, if o12 and o21 are insert operations, TP1 is satis-
fied iff P = P ∪ {p12 = p1 ≤ p2 = p21 − 1} or P = P ∪ {p21 = p2 ≤ p1 = p12 − 1} or
([o1] ≡ [o2] ∧ [o12] ≡ [o21]).
Function verifyTP2() verifies whether or not operations o3121 and o3212 are identical, i.e.,
they are of the same type and have the same parameters. In case o3121 and o3212 are not of
type Nop, then they have identical position parameter iff P = P ∪ {p3121 = p3212}, which
means that p3121 = p3212 holds in the whole domain of P .
For example, suppose that 3 insert operations are selected by the edge (s0, s1). In this
case, 3 DBMs P , Nd and C over {p1, p2, p3}, {nd1, nd2, nd3} and {c1, c2, c3} are created. The
initial domain of each DBM is N3, N being the set of non negative integers. Suppose now
that for the operational transformation of o1 with regard to o2, the selected k is 2. The
4. We suppose that if o12 (resp. o21) is an insert operation then c12 = c1 (resp. c21 = c2).
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operational transformation case of o2 with regard to o1 is then kk = SymCase(2) = 3. In
this case, FixCase(o1, o2, k) adds sets of constraints {p1 = p2}, {nd1 = nd2} and {c1 < c2}
to P , Nd and C, respectively (see Table 3.2). The operational transformations of o1 with
regard to o2 and o2 with regard to o1 (i.e., IT (k, o1, o2, o12), IT (kk, o2, o1, o21)) create two
insert operations o12 and o21, add to P , Nd and C sets of constraints {p12 = p1, p21 = p2+1},
{nd12 = nd1, nd21 = nd2} and {c12 = c1, c21 = c2}, respectively. Finally, verifyTP1() states
that the property TP1 is satisfied. Afterwards, the same procedure is repeated for computing
the operational transformations needed to verify TP2 (i.e., o3121 = o3212).
We have used the tool UPPAAL [Larsen et al. (1997)] to verify whether or not our model
satisfies the safety properties AG TP1 and AG TP2. UPPAAL states that the first property
is satisfied (i.e., the proposed IT satisfies TP1). It concludes however that the second property
is not satisfied. The only counterexamples provided are scenarios where there are at least
two insert operations o1 = Ins(p1, c1, nd1) and o2 = Ins(p2, c2, nd2) generated at the same
state s.t. p1 ≤ p2∧nd1 > nd2 or p1 ≥ p2∧nd1 < nd2. According to Lemma 1 and Theorem 1
such scenarios are infeasible. When we exclude such infeasible scenarios, UPPAAL concludes
that property TP2 is satisfied. Therefore, the proposed IT satisfies TP1 and TP2.
Table 3.4 Condition of equivalence of [o1; o21] and [o2; o12]
Type of o12 Type of o21 [o1; o21] ≡ [o2; o12] Type of o12 Type of o21 [o1; o21] ≡ [o2; o12]
Ins Ins / Del p12 = p1 ≤ p2 = p21 − 1 Ins / Del Ins p21 = p2 ≤ p1 = p12 − 1
Del Ins / Del p12 = p1 < p2 = p21 + 1 Ins / Del Del p21 = p2 < p1 = p12 + 1
- - [o1] ≡ [o2] ∧ [o21] ≡ [o12]
3.4.5 Comparison
In this section, we give comparison between our IT function and the function given in [Os-
ter et al. (2006a)]. It is well known that the main issue for satisfying TP2 is due to the
semantics of the delete operation. Recall that this operation removes an element at a given
position and decreases the length of the shared document. That is why, in [Oster et al.
(2006a)], the authors tackled the TP2 problem by changing the semantics of the deletion
operation. Indeed, operation Del(p) does not remove the element at position p but makes
it invisible. This new semantics leads the authors to manage two distinct states, called view
and data models. The view model is seen by the user and contains only visible characters
while the data model contains all characters: characters displayed in the view model and the
hidden characters (called tombstones) resulting from delete operations. Any generated up-
date operation involves two updates from view and data models, respectively. As illustrated
in Figure 3.19, consider the operation Ins(3, y) related to the view model. The corresponding
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position in the data model is processed by finding out the location of the 3-th visible charac-
ter, after skipping each possible hidden character encountered. The search process relies on 3
visible characters. Hence, the corresponding operation related to the data model is Ins(5, y).
The hidden characters h and n located at position 1 and 4, respectively in the data model,
are skipped.
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Figure 3.19 View and Model states (Figure taken from [Oster et al. (2006a)]).
Table 3.5 Complexity comparison.
Operation TTF’s solution [Oster et al. (2006a)] Our solution
O(m) where m is the length of the data model. O(n) where n is the length of the local history
Insert The size of the data model will never decrease
Delete O(m) where m is the length of the data model O(1)
Although the authors presented a correct set of transformation functions, the length of
the sequence is always increased (but never decreased), as the new semantics of deletion
operation has no effect on the document length. In addition, their solution needs some extra
procedures to manage two distinct states due to the hidden characters, namely: the view
(the state seen by the user) and the model (the persistent state). Unlike this situation,
our proposed transformation function considers the natural semantics of deletion operation
as suggested by Ellis et al. in [Ellis et Gibbs (1989)] and our deletion operation removes
physically the character and reduces the document length.
Our transformation function is based on the parameter nd filled with the number of
deleted symbols to maintain consistency without any particular data model besides. As for
complexities at generation time, a comparison is given in Table 3.5. Even though, the overall
complexity is linear for both approaches. Unlike TTF [Oster et al. (2006a)], it should be
noted that for our approach, the complexity of delete operation is always constant. Note also
that the parameter nd is computed at the generation step thanks to Theorem 1, there is no
need to recompute it when it is received by a remote site.
In Wu et al. [Wu et Pui (2009)], the authors have combined CRDT [Preguic¸a et al.
(2009),Weiss et al. (2010)] with TTF [Oster et al. (2006a)]. Their approach is based on
a data structure called Partial Persistent Sequences (PPS), where each item of the shared
object has a unique position identifier, i.e., a rational number, called position stamp. It is
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then always possible to allocate a new position stamp to any item to be inserted into the
object. As in TTF [Oster et al. (2006a)], when an item is removed from the object, it is
hidden and its position stamp is mapped to an empty item. To prevent situations where
different users compute the same position concurrently, Wu et al. have proposed in [Wu
et al. (2010)] to allocate in advance, to each user, sub-ranges of position identifiers. The
range between two position identifiers is partitioned into sub-ranges, dividing the distance by
the number of users. Between two given position stamps, a unique sub-range is assigned to
each user. Even if the management of the position identifiers is improved, it remained non-
optimal due to waste of the identifier space such as some ranges could be reserved but never
used. In addition, the identifier space will increase rapidly. To deal with the rebalancing
issue, Wu et al. have proposed in [Wu et al. (2010)] to remove the position identifiers of
deleted items followed by a computation of new position stamps values for the non-removed
items. As any CRDT, this approach does not need to satisfy the property TP2, however,
its correctness depends on the uniqueness of position identifiers. The authors do not show
clearly how to achieve the uniqueness of position identifiers.
3.5 Conclusion
In this paper, we have investigated, using the controller synthesis technique, whether
or not there exist IT functions which ensure data convergence, based on the operational
transformation framework. In this framework, an IT function ensures convergence iff it
satisfies two properties TP1 and TP2. We have shown that there are some IT functions
for the basic signatures of insert and delete operations, which satisfy TP1 but there is no
IT function, which satisfies TP2. We have then identified two pairwise scenarios, which
prevent to get a consistent function IT (with no one-to-many relation). These scenarios
were useful to find an appropriate extra parameter for the insert operation and to define,
based on this extra parameter, a new IT. The role of the extra parameter is to record the
number of deleted symbols before the inserting position. This parameter is computed when
the operation is generated and then updated whenever it is transformed against a delete
operation with smaller position.
The consistency of our IT function is formally proved by means of a symbolic model
checking technique, where all parameters of the update operations are handled symbolically
using difference bound matrices. Initially, the verification of properties TP1 and TP2 is
performed without imposing any relationship between parameters of the update operations
(i.e., an over-approximation of the effective model). It concludes that TP1 is satisfied but TP2
is not satisfied. The counterexamples provided for property TP2 are scenarios where there
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are at least two insert operations o1 = Ins(p1, c1, nd1) and o2 = Ins(p2, c2, nd2) generated
at the same state s.t. p1 ≤ p2 ∧ nd1 > nd2 or p1 ≥ p2 ∧ nd1 < nd2. According to Lemma
1 and Theorem 1 such scenarios are infeasible. When we exclude such infeasible scenarios,
the verification process concludes that property TP2 is satisfied. Therefore, the proposed IT
satisfies both TP1 and TP2.
In the near future, we will apply our IT to a specific system as peer-to-peer collaborative
editors and study performance issue. We also plan to investigate the existence of consistent
IT functions, in case of shared object with non linear structure, using the controller synthesis
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4.1 Introduction
Distributed Collaborative Editors (DCE) enable several and dispersed users to form a
group for editing simultaneously shared documents, such as articles, wiki pages and program
source code (e.g. Google Docs). To achieve data availability, each user owns a local copy
of the shared documents. Thus, the collaboration is performed as follows : each user site’s
updates are locally executed in a non blocking manner and then are propagated to the other
sites in order to be executed on remote copies. Although being distributed applications, DCE
are specific in the sense they must consider human factors. Moreover, they are characterized
by the following features : (i) High local responsiveness : the system has to be as responsive
as its single-user editors [Ellis et Gibbs (1989),Sun et al. (1998),Sun et al. (2006)] ; (ii) High
concurrency : the users must be able to concurrently and freely modify any part of the shared
document at any time [Ellis et Gibbs (1989),Sun et al. (1998)] ; (iii) Consistency : the users
must eventually see a converged view of all copies [Ellis et Gibbs (1989), Sun et al. (1998)] ;
(iv) Scalability : a group must be dynamic in the sense that users may join or leave the
group at any time. Due to data replication and arbitrary exchange of updates, consistency
preservation is one of the most critical properties in DCE. Accordingly, each DCE is endowed
with Coordination Protocol (CP) to maintain globally consistent state.
Balancing the computing goals of collaboration and access control to shared information
is a challenging problem in DCE [Tolone et al. (2005)]. Indeed, interaction in collaborative
editors is aimed at making shared document available to all who need it, whereas access
control seeks to ensure this availability only to users with proper authorization. To preserve
the above cited DCE’s features and avoid a central authority, a flexible Access Control Protocol
(ACP) is proposed in [Imine et al. (2009)] where all updates will be checked at each user site
without resorting to a central authority. In this model, a user will own two copies : the
shared document and its authorization policies. This replication allows for high availability
since when users want to read or update the shared document, this manipulation will be
granted or denied by controlling only the local copy of the authorization policies. Due to
the out-of-order execution of the shared document’s updates and the authorization policy’s
updates, an optimistic approach is used that tolerates momentary violation of access rights
but then ensures the copies to be restored in valid states (by undoing invalid document’s
updates) w.r.t the stabilized access control policy.
To ensure a safe access control in DCE (i.e. permitting legal updates and rejecting illegal
updates on the shared document), a protocol stack is built by integrating an ACP on the
top of any CP based on data replication and update logging [Imine et al. (2009)]. If we
combine a correct CP (i.e. satisfying separately the consistency property) with an ACP : can
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we verify that the consistency property is preserved by the new protocol ? This verification
turns out a hard task and unmanageably complicated. Indeed, it requires examining a large
number of situations since the updates are performed in different orders on different copies
of the shared document and the authorization policy. Consequently, the verification of the
combination correctness must be assisted by an automatic checker tool.
Contributions. We propose here a model which specifies concisely the ACP and verify
the consistency property of any DCE integrating an ACP on the top of a consistent CP.
We use the first-order logic ”`a la Alloy” to describe symbolically ACP and its environment.
This choice is motivated by the possibility to handle symbolically bounded and unbounded
variables such as queues of messages, logs, number of sites, number of operations generated
by each site, etc. The consistency property is also specified in Alloy language and verified by
Alloy analyzer, using a SAT-based bounded model checking. This technique is established as
a good alternative to the classical symbolic model checking using binary decision diagrams
(BDDs), as it can often handle much larger systems, by searching for counterexamples of
bounded length.
Outline. This paper is organized as follows : Section 4.2 presents the flexible access control
protocol. Section 4.3 is devoted to the formal specification of ACP and its environment.
Section 4.4 discusses related work. Finally, the conclusion is presented in Section 4.5.
4.2 Optimistic Access Control Protocol for DCE
Shared documents are objects whose state can be altered by a set of cooperative operations
generated by sites. For instance, a shared text document is modified by operations such as
inserting a new section, deleting an existing paragraph and replacing an old line by new one.
In [Imine et al. (2009)], an access policy is described as an indexed list of authorization rules,
where each rule is a quadruple 〈S,O,R, ω〉 with (i) S is set of subjects (sites or users), (ii) O
is a set of objects (e.g. paragraphs or chapters), (iii) is R a set of access rights (e.g. deleting
or updating paragraphs) and (iv) ω ∈ {−,+}. The sign “+” represents a right attribution
and the sign “−” represents a right revocation.
The state of the policy object can be altered by a set of administrative operations such
as adding and removing authorizations. Administrative operations are generated by the ad-
ministrator, at any time, and aimed to manage dynamically the right access to the shared
documents. These operations are next broadcast to other sites, in order to modify their local
copies of the policy object. Thus, on each site, cooperative operations are granted or denied
by using the local copy of the policy and applying the first-match semantics : when an opera-
tion o is generated, the system checks o against its authorizations one by one, starting from
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the first authorization and stopping when it reaches the first authorization l that matches o.
If no matching authorizations are found, o is rejected. Note that every local policy copy main-
tains a monotonically increasing version counter that is incremented by every administrative
operation performed on this copy.
The collaboration happens in optimistic approach and modifications could be applied in
different orders at different sites. The messages are assumed to be exchanged via secure and
reliable communication network : each message sent is received by each others without alte-
ration. The flow of messages exchanged during the collaboration is illustrated in Figure 4.1.
4.2.1 Generation of Local Cooperative Requests
Locally, each site can generate some cooperative operations. Each generated cooperative
operation is first checked against the local policy. If the operation is revoked then it is said
to be invalid and its execution is aborted. When the operation is granted, it is set to valid
status in the case of administrator site and to tentative status otherwise. The operation is then
performed immediately on the local copy of the shared document. A resulting cooperative
request is generated and attached with the number version of the policy copy on which the
operation is granted. This cooperative request is finally broadcast to other sites.
4.2.2 Reception of Remote Cooperative Requests
When a remote cooperative request is received, it is first stored in a dedicated queue
before being extracted. The request is extracted if it is causally-ready, when its attached
version number of policy is less or equal than the current version of the local policy and its
precedent cooperative request have been already integrated to the local copy of the shared
Figure 4.1 Flow of collaboration messages
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document. This mechanism is setup to ensure that the access control protocol preserves
the causality dependency with respect to precedent administrative requests and precedent
cooperative requests.
After its extraction, the remote cooperative request is checked against the local adminis-
trative log to verify whether or not it is granted. If the request is granted, its status is set to
valid, if the receiver is the administrator, otherwise, its status is tentative. If the receiver is
the administrator then the policy version is incremented and a validation request is generated
in order to broadcast it to other sites. The new version number is attached to the validation
request before its broadcasting. Once, the cooperative operation is performed on the shared
document with regard to the collaborative editor’s procedures.
4.2.3 Generation of Administrative Operations
To manage the access control, the administrator produces some access rules called ad-
ministrative operations. When an administrative operation is generated, the version number
is incremented for the administrator’s local policy, which is immediately updated by perfor-
ming on, the generated administrative operation. Once, an administrative request with the
corresponding new version number is generated and broadcast to other sites to enforce their
own policy.
4.2.4 Reception of Remote Administrative Requests
There exists two kinds of remote administrative request : validation request and access
rule based request. Each received remote administrative request is first stored in a dedicated
queue then, extracted when it is causally-ready. The administrative request is said to be
causally-ready if the value of its attached policy version number is the next value of the
version number of the local policy (the difference is one) and in case of validation request,
the corresponding cooperative operation is already executed on this site. Each extracted
access rule based request, is performed on the local policy. Thereafter, if the access rule is
restrictive, then all tentative cooperative operations, locally generated or received, which are
concerned by the rule with regard to the rights, are undone. For the extracted validation
request, the status of the corresponding cooperative operation is updated from tentative to
valid. At the end of the treatment of the administrative request, the version number of the
local policy is incremented.
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4.2.5 Verification Issues
The DCE consists of several sites. Each of them maintains the shared objects and its access
right policy, by generating, exchanging and performing some cooperative and administrative
operations. As the numbers of sites, cooperatives operations and administrative operations are
arbitrary, the queues of cooperative requests and administrative requests are unbounded. The
system is then infinite and parameterisable by the number of sites, the number of cooperative
operations to be generated by each site, and the number of administrative operations to be
generated by the administrator. On each site, the shared objects are modified with respect
to the local access right policy. Meanwhile, the local policy is enforced by taking into account
the administrative operations generated and broadcast by the administrator. Thus, if the
policy is not enforced identically at all sites, it can result in the security hole on the shared
objects by permitting illegal modifications or rejecting legal modifications. In addition, this
situation can lead to data inconsistency for the collaborative edition such as the document






















































Figure 4.2 Divergence caused by introducing administrative operations
For instance, consider a group composed of an administrator adm and two sites S1 and
S2. Initially, the three sites have the same shared document “abc” and the same policy object
where S1 is authorized to insert characters (see Figure 4.2). Suppose that adm revokes the
insertion right of S1 and sends this administrative operation to S1 and S2 so that enforce
their local policy copies. Concurrently S1 executes a cooperative operation Ins(1, x) to derive
the state “xabc” as it is granted by its local policy. When adm receives the S1’s operation,
it will be ignored (as it is not granted by the adm’s local policy) and then the final state
still remain “abc”. As S2 receives the S1’s insert operation before its revocation, he gets the
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state “xabc” that will be unchanged even after having executed the revocation operation. We
are in presence of data inconsistency (the state of adm is different from the state of S1 and
S2) even though the policy object is same in all sites. In fact, the new policy object is not
uniformly enforced among all sites because of the out-of-order execution of administrative
and cooperative operations. Thus, security holes may be created. For instance some sites can
accept cooperative operations that are illegal with respect to the new policy (e.g. sites S1
and S2).
To solve this problem, the ACP applies the principles of optimistic security [Povey (2000)]
in such a way that the enforcement of the new policy may be retroactive with respect to
concurrent cooperative operations. In this case, only illegal operations are undone. For ins-
tance, Ins(1, x) as shown at 4.2 should be undone at S1 and S2 after the execution of the
revocation.
It appears important to verify that the ACP preserves the correctness of the collaborative
editing system on which it is deployed with regards to the security issues and data consistency.
For this purpose, the sets of legal (valid) cooperative operations must be identical at all sites,
when all generated and received cooperative and administrative operations are performed on
each site (stable state). Performing such a verification is tricky and hard to do manually. So,
the system must be automatically checked using formal methods.
4.3 Specification and Verification
Several model checking techniques have been proposed in the literature. These techniques
can be classified into explicit state model checker and Symbolic model checker. In explicit state
model checker [Holzmann (2004)], states, sets and relations are explicitly represented, whe-
reas, in symbolic model checker, they are implicitly represented using boolean logic formulas.
The category of symbolic model checker can be subdivided into BDD-based model checkers
[Cimatti et al. (2000)] and SAT-based bounded model checkers [Schaeffer-Filho et al. (2009)].
BDD-based model checking allows to prove by considering the whole state space of the mo-
del that some property is satisfied but it does not scale well in practice. SAT-based bounded
model checking is considered as a good alternative to BDD-based model checking. It is more
appropriate to find bugs in infinite systems. Its basic idea is to search for a counterexample in
traces whose length is bounded by some integer k [Frappier et al. (2010)]. If no bug is found
then k is increased until either a bug is found or the computer resource limits are reached.
We propose to use a SAT-based bounded model checker of the tool suite of Alloy 1, to verify
that ACP preserves consistency of DCE.
1. MIT Sofware Design Group, Alloy : A language and Tool for Relational Models, [Online]. Available :
http://alloy.mit.edu/alloy/, (Accessed : 5 May 2013)
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4.3.1 Alloy
Alloy 1 , is a SAT-based bounded model-checker whose specification language and analyzer
are inspired by Z notation [Woodcock et Davies (1996)] and SMV (Symbolic Model Verifier) 2.
The Alloy model consists of signatures, facts, functions and predicates denoted sig, fact, fun
and pred, respectively. Signatures describe the sets and relations used to specify the system
to be verified. Facts represent the constraints of the system that are always assumed to
hold. The expected properties of the system are expressed as assertions (constraints) denoted
assert. The Alloy analyzer is an automatic constraint solver which operates as an instance
finder for the specified model that form counterexamples to the assertions. To find such
an instance, Alloy proceeds by an exhaustive search over restricted scopes defined by the
user [Schaeffer-Filho et al. (2009)]. The scope means the maximum number of occurrences
assigned to each object of the model, but also means the maximum length of the execution
traces. The principle of searching instance is based on the small scope hypothesis which
states that an invalid assertion should have a small counterexample [Jackson (2006)]. The
instance found is reported as counterexample and is guaranteed to be valid. Unfortunately,
the failure of finding an instance should not be confused with its absence. Alloy is then useful
to specify infinite models and find bugs. The use of signatures and fields like object-oriented
programming classes increase its expressiveness [Pai et al. (2011)]. Moreover, Alloy analyzer
allows to use several SAT-solvers like SAT4J [Le Berre et Parrain (2010)], zChaff 3, MiniSAT 4,
Kodkod [Torlak et Dennis (2006)].
4.3.2 Formal Specification of ACP
The underlying access control model of ACP considers a set of subjects defined as users
(or sites) including the administrator, a set of objects denoting a part of or the whole shared
document, and a set of access rights. A policy is defined as a function that maps a set of
subjects and a set of objects to a set of access rights. On each site, the policy is indexed
with a version number which is incremented during the collaboration. In addition to that
fundamental components of the model, we have some operations generated and exchanged
in the system. There are cooperative operations with three kinds of status (tentative, valid,
invalid), access rules and validation requests as administrative requests. For simplification
1. MIT Sofware Design Group, Alloy : A language and Tool for Relational Models,
Available : http://alloy.mit.edu/alloy/, (Accessed : 5 May 2013)
2. Canergie Mellon University, The SMV System,
Available : http://www.cs.cmu.edu/~modelcheck/smv.html, (Accessed : 5 May 2013)
3. Boolean Satis ?ability Research Group at Princeton, zChaff,
Available : http://www.princeton.edu/~chaff/zchaff.html, (Accessed : 5 May 2013)
4. Ee´n,Niklas and So¨rensson, Niklas, The SMV System,
Available : http://minisat.se/, (Accessed : 5 May 2013)
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purpose, we consider that the set of objects represents the whole document. Then, it is not
necessarily to model the document. Our specification of the fundamental components of the
model is shown at Snippet 1. From line 1 to 3, we represent the subject. We declare an
abstract signature to represent the generic subject. It is extended to have cooperative site,
which is also extended to represent an administrative site. To manage the number of policy,
we create the signature SiteVersion.
The allowed cooperative operations performed on the shared document could be inserting,
deleting, updating, etc. This set of operation types is described with the signature oper t at
Snippet 2. At the same snippet, cooperative operations are represented from line 2 to 10.
Some constraints assumed always to hold are added from line 7. They express that the sender
of the operation must not receive it back, the operation has one type and is attached to a
version number of policy. To undo an operation we consider a new linked operation. It is
specified in our model with the signature UndoneOp. The status of cooperative operation is
represented by OpStatus with the three declinations.
1 abstract sig Site {}
2 sig CoopSite extends Site {}
3 one sig AdmSite extends Site {}
4 sig SiteVersion{}
Snippet 1: Specification of subjects
1 sig oper t{}//identify a type of operation : insert, delete, etc.
2 sig Coop {
3 from : lone Site, // Site that generates and sends the cooperative operation
4 to : set Site, // Intended recipient(s) of a cooperative operation
5 type :lone oper t,//Type of operation
6 vers : lone SiteVersion // Version of local policy which granted the operation
7 }{(from !=none) implies {
8 no from & to and to=Site-from and type !=none and vers !=none and
9 # to > 1 //Allow to have at least 2 sites in the system
10 } }
11 sig UndoneOp{
12 owner : lone Site,
13 linkedOp : lone Coop
14 } abstract sig OpStatus {}
15 one sig tentative, invalid, valid extends OpStatus {}
Snippet 2: Specification of cooperative operations
To deal with authorizations, we define a signature Authorization extended to have Plus for
right attribution and Minus for right revocation. The object representing the administrative
request is abstracted and called AdReq. It is extended in validation request and access rule,
denoted Val and Rule, respectively. In the relation Rule, rights are of the same type of
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cooperative operations (oper t). For instance we could have the right of inserting. Rights and
authorization (field signe) are mapped to the subject field to describe an access rule as shown
at Snippet 3.
1 abstract sig Authorization {}
2 one sig Plus, Minus extends Authorization {}
3 abstract sig AdReq
4 source : lone AdmSite, // Intended recipient(s) of an administrative request
5 dest : set Site, //Version of policy when generating the administrative request
6 vers : lone SiteVersion
7 }{(source !=none) implies{
8 no source&dest and dest=Site-source and vers !=none and
9 #dest>1 //Allow to have at least 2 receivers (sites) in the system
10 }}
11 sig Rule extends AdReq{
12 subject : some Site,
13 right : some oper t,
14 signe : one Authorization
15 } sig Val extends AdReq{op : lone Coop}{ op.from != source }
Snippet 3: Specification of administrative requests
In addition to these core elements of the model, we define a global state of the system which
consists of the state of each site. We called it SiteState. The state of each site is represented
by the last number version of its policy, the sending and receiving cooperative operations,
the sending and receiving administrative operations (only effective for the administrator), the
snapshot view of some queues, administrative and cooperative operations which are causally-
ready at the state. The corresponding signature is described as shown at Snippet 4. For the
transition system, we create a linear ordering over states by using the Alloy ordering utility
module (open util/ordering[SiteState] as sitesstates). This module is also used to manage the
version number of policy (open util/ordering[SiteVersion] as versOrder).
The dynamics of the system is specified using facts. Snippet 5 descibes the generation
of cooperative and administrative requests and their reception. We assume that when an
operation is sent by a site, it is received by others at the next state of the system. When the
cooperative and administrative requests are received, they are stored in appropriate queue
and are extracted when there are causally-ready. To define the causally-ready expressions we
use functions FcausallySeq andQcausallySeq for cooperative and administrative requests, res–
pectively. These functions are presented at Snippet 6. Once extracted, there are processed.
Snippets 7 and 8 present the processing of the causally-ready cooperative operation
and administrative request by a non-administrative site, respectively. The processing of a
causally-ready cooperative request by the administrative site is shown at snippet 9.
Several complementary constraints are defined to control the dynamics of the system.
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1 sig SiteState {
2 versions : Site − > one SiteVersion, // Version
3 CoopStatus : Site − > Coop− > OpStatus, //Status of all cooperative operations
4 sentCoop : Site − > lone Coop, // Cooperative operations sent in this state.
5 sentAdReq : AdmSite − > lone AdReq, // Administrative requests sent.
6 ReceivedCoop : Site − > set Coop,// Cooperative operations received.
7 ReceivedAdReq : Site − > set AdReq, // Administrative requests received.
8 F : Site − > (seq Coop),// Received cooperative operation’s queue.
9 Q : Site − > (seq AdReq),// Received administrative request’s queue.
10 H : (Site − > set Coop)+(Site − > set UndoneOp), //Cooperative log
11 L : Site − > (seq Rule), // Administrative log.
12 Vr : Site − > (seq Val), // Validation request log.
13 CoopCausallyReady : Site − > lone Coop, // Operations which are causally-ready.
14 AdCausallyReady : Site − > lone AdReq //Causally-ready administrative requests.
15 }
Snippet 4: Specification of the state of the system
1 fact GenerateCooperativeRequest{
2 all pre : SiteState-sitesstates/last, S :Site, o :pre.sentCoop[S] |
3 let post = sitesstates/next[pre] | {
4 o.vers = pre.versions[S] //Set the site version to the operation
5 o in post.H[S] //Add the operation to the owner’s H
6 {(S in CoopSite) and (o in tentative[post.CoopStatus[S]])} or
7 {(S in AdmSite) and (o in valid[post.CoopStatus[S]])} //Set the status




12 all pre : SiteState-sitesstates/last, S :AdmSite, a :pre.sentAdReq[S]|
13 let post=sitesstates/next[pre], v=pre.versions[S], vv=versOrder/next[v]|{
14 vv in post.versions[S] //Incrementation of the version for the next
SiteState
15 a.vers = vv
16 {(a in Rule) and (post.L[S]= add[pre.L[S], a])} or //Update the policy
17 {(a in Val) and (post.Vr[S]= add[pre.Vr[S], a])}




22 all post : SiteState-sitesstates/first| let pre = sitesstates/prev[post]|{
23 all S :Site, o :post.ReceivedCoop[S]|{
24 o not in elems[pre.F[S]] and o in elems[post.F[S]]
25 all oj :
elems[pre.F[S]]|lastIdxOf[pre.F[S],oj]<lastIdxOf[post.F[S],o]}
26 all S :Site, a :post.ReceivedAdReq[S]|{
27 a not in elems[pre.Q[S]] and a in elems[post.Q[S]]
28 all aj :
elems[pre.Q[S]]|lastIdxOf[pre.Q[S],aj]<lastIdxOf[post.Q[S],a]}}
}
Snippet 5: Specification of the generation and reception of requests
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1 fun FcausallySeq[st : SiteState, S : Site] : lone Coop {
2 { o : (elems[st.F[S]]- OpStatus[st.CoopStatus[S]])| {
3 versOrder/lte [o.vers, st.versions[S]]
4 all oj : (elems[st.F[S]]- OpStatus[st.CoopStatus[S]]-o)| {
5 versOrder/lte [oj.vers, st.versions[S]] implies
6 lastIdxOf [st.F[S],oj]>lastIdxOf [st.F[S],o] }} }
7 }
8
9 fun QcausallySeq[st : SiteState, S : Site] : lone AdReq {
10 { ad : (elems[st.Q[S]] -elems[st.L[S]]-elems[st.Vr[S]])| {
11 ad.vers= versOrder/next [st.versions[S]]
12 all adj : (elems[st.Q[S]] -elems[st.L[S]]-elems[st.Vr[S]]-ad)| {
13 (adj.vers= versOrder/next [st.versions[S]]) implies
14 lastIdxOf [st.Q[S],adj] > lastIdxOf [st.Q[S],ad] }}}
15 }
Snippet 6: Specification of causally-ready expressions
These constraints are not explicitly expressed in the protocol but are necessary from our
point of view to prevent unacceptable instances or counterexamples. For instance, at the
beginning of the collaboration considered as the initial state, all queues are empty at each
site. The complete specification is given in https ://sites.google.com/site/laboratoireverifom.
1 fact ReceiveAdminRequest{
2 all st : SiteState-sitesstates/first-sitesstates/last,
3 S :st.AdCausallyReady.AdReq, ad :st.AdCausallyReady[S]|
4 let post=sitesstates/next[st]|{ ad in Val implies {
5 ad.op in valid[post.CoopStatus[S]]
6 post.Vr[S]= add[st.Vr[S], ad]}
7 else {
8 post.L[S]= add[st.L[S], ad] //Add to the policy
9 ((ad.signe in Minus) and (S in CoopSite)) implies {
10 all oi :st.H[S]&
11 (tentative[st.CoopStatus[S]]-invalid[st.CoopStatus[S]]-
12 valid[st.CoopStatus[S]])|{(oi.type in ad.right and
13 oi.from in ad.subject) implies{
14 oi in invalid[post.CoopStatus[S]]
15 let uo=UndoneOp|{ uo.linkedOp=oi and
16 uo.owner=S and uo in post.H[S]} }}}}
17 S->(versOrder/next[ st.versions[S]]) in post.versions }
18 }
Snippet 7: Processing of causally-ready administrative request by a site
4.3.3 Specification of Consistency Property
We deal with an access control model for DCE. Hence, property considered is related to
safe and consistent collaboration. Firstly we consider the fundamental concept of stable state
of the system. We define it as follows in definition 4.1.
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1 fact ReceiveCoopRequestOrdSite{
2 all st : (SiteState - sitesstates/first - sitesstates/last),
3 o : st.CoopCausallyReady[CoopSite], S :(st.CoopCausallyReady.o)&CoopSite|
4 let post= sitesstates/next[st]|{ (o.from in AdmSite) implies {
5 o in valid[post.CoopStatus[S]] and o in post.H[S]}
6 else{ o.from in CoopSite and
7 ((some r : elems[st.L[S]] | {
8 versOrder/lt[o.vers, r.vers] and o.from in r.subject and
9 r.signe in Minus and o.type in r.right and
10 all rj : (elems[st.L[S]]-r) |{{versOrder/lt[o.vers, rj.vers] and
11 o.from in r.subject and o.type in rj.right} implies
12 lastIdxOf [st.L[S],rj] < lastIdxOf [st.L[S],r] }})
13 or (no r : elems[st.L[S]] | {
14 versOrder/lt[o.vers, r.vers] and o.from in r.subject and
15 r.signe in Minus and o.type in r.right }))
16 implies o in invalid[post.CoopStatus[S]]
17 else {o in tentative[post.CoopStatus[S]] and o in post.H[S]}}}
18 }
Snippet 8: Processing of causally-ready cooperative request by a site
1 fact fact ReceiveCoopRequestAdm{
2 all st : (SiteState - sitesstates/first - sitesstates/last),
3 o : st.CoopCausallyReady[AdmSite], S : st.CoopCausallyReady.o&AdmSite|
4 let post= sitesstates/next[st]|{(o.from in AdmSite) implies {
5 o in valid[post.CoopStatus[S]] and o in post.H[S] }
6 else{((some r : elems[st.L[S]] | {
7 versOrder/lt[o.vers, r.vers] and o.from in r.subject and
8 r.signe in Minus and o.type in r.right and
9 all rj : (elems[st.L[S]]-r) |{{versOrder/lt[o.vers, rj.vers] and
10 o.from in r.subject and o.type in rj.right}
11
12 implies lastIdxOf [st.L[S],rj] < lastIdxOf [st.L[S],r]}})
13 or (no r : elems[st.L[S]] | {
14
15 versOrder/lt[o.vers, r.vers] and o.from in r.subject and
16 r.signe in Minus and o.type in r.right }))
17 implies o in invalid[post.CoopStatus[S]]
18 else {
19 o in valid[post.CoopStatus[S]]
20 let vad=Val |{
21 vad.op =o and vad.source=S and
22 vad.vers=versOrder/next[ st.versions[S]] and
23 (versOrder/next[st.versions[S]]) in post.versions[S]
24 and vad in st.sentAdReq[S]}
25 o in post.H[S]}}}
26 }
Snippet 9: Processing of causally-ready cooperative request by the administrator
De´finition 4.1 (Stable state) The system is said to be in a stable state iff each site com-
pletes the processing of all generated and received operations.
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Note that, according to the definition 4.1, it is possible to have several stable states during the
collaboration. The consequence of the definition 4.1 is that at each stable state of the system,
all sites have the same number version of policy. Recall that when an operation is generated,
it is immediately sent to others. The broadcasting is considered as part of the generation
process unless the operation is denied. Also we have assumed that the communication is
message lossless and when an operation is sent by a site, it is received by others at the next
state of the system.
Once the stable state is reached by the system, it is possible to verify if the protocol
preserves its correctness. The property of interest relies on data consistency. The data consis-
tency property allows to know if the protocol is enforced identically at all sites in context
of dynamic changes of access rules. The goal is to prevent any security hole with regards to
the granted and denied operations and the convergence of the shared document. The data
consistency property is satisfied by the model iff for all stable state of the system, for all
two disjoint sites, the sets of valid cooperative operations are the same. The data consistency
property is specified using assertion (see Snippet 10).
As explained in Section 4.3.1, the scope indicates the maximal number of occurrences
of each signature used during the searching, but also the maximal length of the execution
trace. In our context, the scope denotes the maximum number of states (SiteState), sites,
cooperative operations, administrative operations, etc. Considering that the collaboration
held with concurrency, at each state, each site could do an action according to an operation
(generate, send, received, process). To analyze the data consistency property, several checking
scenarios are used by specifying different scopes. The results state ”No counterexample found.
Assertion may be valid”. Note that the SAT-solver used is SAT4J.
1 assert ValidPreservation1{
2 all st :Stable[ ]|{ all disj Si, Sj :Site|{
3 valid[st.CoopStatus[Si]] in valid[st.CoopStatus[Sj]]
4 valid[st.CoopStatus[Sj]] in valid[st.CoopStatus[Si]]}}
5 }
Snippet 10: Data Consistency property
4.4 Related Work
Several access control models have been proposed in the literature for collaborative en-
vironment. An overview of access control models, including their principles, advantages and
potential shortcomings, is available in [Tolone et al. (2005)]. Among these models there are
Role-Based Access Control (RBAC) [Sandhu et al. (1996)] and its variants [Joshi et al.
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(2004),Piromruen et Joshi (2005),Lee et Luedemann (2007)], which deal with a decentralized
authorization. Their drawback is that they do not allow dynamic reassignment of roles. There
is very little recent contributions on replicating authorization policies in the literature [Sa-
marati et al. (1996),Xin et Ray (2007)]. These contributions deal with database systems and
are not so flexible to support dynamic changes of authorization policies. For instance, Xin T.
et al. used in [Xin et Ray (2007)], an extension of two-phase locking protocol as concurrency
control technique to update policies. This technique is not suitable in the context of DCE.
Alloy has been used in several case study applications in security, access control and
security policies domains with regards to model, framework or protocol. In [Hu et Ahn (2008)],
Hu H. et al. presented a case study on verification for the NIST/ANSI standard model for
Role Based Access Control (RBAC). The authors verified only one property related to the
role deleting. The Alloy analyzer allowed them to conclude that the functional definition of
DeleteRole function proposed by the NIST/ANSI standard for hierarchical RBAC misses a
step for removing inheritance. In [Pai et al. (2011)], authors confirmed the known security
vulnerability in oAuth, an open authentication protocol for the Web, using Alloy. Samuel
A. et al. [Samuel et al. (2007)] specified the Generalized Spatio-Temporal Role Based Access
Control (GST-RBAC) model using Alloy. The detection of some conflicts by the analyzer
helped them to refine their proposed framework. Similarly, in [Toahchoodee et al. (2009)],
the authors applied Alloy to specify and verify a spatio-temporal access control correctness.
The analyzer showed possible conflict permissions assignment to the same role.
4.5 Conclusion
In this paper, we have presented a case study on formal specification and verification of
a flexible access control protocol running on the top of a DCE. The purpose is to verify that
data consistency of the DCE is preserved by the protocol. Proving data consistency of such
systems is very challenging as they are infinite with a high degree of concurrency. To deal with
these limitations, we have proposed an abstract model and used Alloy, a SAT-based bounded
model-checker. We have shown that ACP preserves the correctness for several scopes. Alloy
specification language, based on the first-order relational logic, is very appropriate to describe
infinite systems. However, bounded model-checker techniques are known to be useful to find
bugs but less appropriate to prove the absence of bugs. In the future, we plan to investigate
the existence of a finite abstract model, which preserves data consistency. english
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ARTICLE 3 : On Consistency Preservation with Optimistic Access Control for
Distributed Collaborative Editors
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Abstract
Distributed Collaborative Editors are interactive systems where several and dispersed
users edit concurrently some shared documents. Generally, these systems rely on data repli-
cation and use safe coordination protocol which ensures data consistency even though the
users’s updates are executed in any order on different copies. Controlling access in such
systems is a challenging problem, as they need dynamic access changes and low latency ac-
cess to shared documents. To cope with this situation, a flexible access control protocol is
proposed in [Imine et al. (2009)], based on replicating the shared document and its autho-
rization policy at the local memory of each user. To deal with latency and dynamic access
changes, an optimistic access control technique is used, allowing retroactive enforcement of
authorizations. However, verifying whether the setup of access control over coordination
protocols preserves the data consistency is a hard task, since it requires examining an un-
bounded number of situations, arising from the infinite nature of the system. In this paper,
we propose a finite abstract model and show that it preserves the consistency. We use a
symbolic model-checking tool Uppaal, to specify with automata, the behavior of the abstract
model and the consistency requirement. Finally, we verify if it preserves the consistency of
the system on which it is deployed in such a way that the access control policy is enforced
identically at all participating user sites and, accordingly, the data consistency remains still
maintained.
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5.1 Introduction
Distributed Collaborative Editors (DCE) enable several and dispersed users to form a
group for editing simultaneously shared documents, such as articles, wiki pages and program
source code. Google Drive is an example of such a system but in a centralized architecture.
To achieve data availability, each user has a local copy of the shared document. Updates
generated by each user are locally executed in a non blocking manner and then broadcast to
the other sites in order to be executed on their copies. Although being distributed applica-
tions, DCE are specific in the sense they must consider human factors. Moreover, they are
characterized by the following features: (i) High local responsiveness: the system has to be as
responsive as its single-user editors [Ellis et Gibbs (1989),Sun et al. (1998),Sun et al. (2006)];
(ii) High concurrency: the users must be able to concurrently and freely modify any part of
the shared document at any time [Ellis et Gibbs (1989), Sun et al. (1998)]; (iii) Scalability:
a group must be dynamic in the sense that users may join or leave the group at any time;
(iv) Consistency: the users must eventually see a converged view of all copies [Ellis et Gibbs
(1989), Sun et al. (1998)]. Consistency preservation is one of the most critical properties
in DCE. It stems on data replication and arbitrary exchange of updates. Accordingly, each
DCE is endowed with Coordination Protocol (CP) to maintain globally consistent state.
Balancing the computing goals of collaboration and access control to shared information
is a challenging problem in DCE [Tolone et al. (2005)]. Indeed, interaction in collaborative
editors is aimed at making shared document available to all who need it, whereas access
control seeks to ensure this availability only to users with proper authorization. To preserve
the above cited DCE’s features and avoid a central authority, a flexible Access Control Protocol
(ACP) is proposed in [Imine et al. (2009)] where all updates will be checked at each user site
without resorting to a central authority. In this model, a user will own two copies: the shared
document and its authorization policies. This replication allows for high availability since
when users want to read or update the shared document, this manipulation will be granted or
denied by controlling only the local copy of the authorization policies. The execution order
of updates on the shared document or authorization policy are arbitrary. An optimistic
approach is used to tolerate momentary violation of access rights and afterwards, ensure
the copies to be restored in valid states (by invalidating denied updates) w.r.t the stabilized
access control policy.
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To ensure a safe access control in DCE (i.e. permitting legal updates and rejecting illegal
updates on the shared document), a protocol stack is built by integrating an ACP on the top
of any CP based on data replication and update logging [Imine et al. (2009)]. If we combine
a correct CP (i.e. satisfying separately the consistency property) with an ACP, can we verify
that the consistency property is preserved by the new protocol ? This verification turns out a
hard task and unmanageably complicated. Indeed, it requires examining an infinite number
of situations since the updates are performed in different orders on different copies (arbitrary
number) of the shared document and the authorization policy. Consequently, the verification
of the combination correctness must be assisted by an automatic checker tool.
Contributions. We propose here a finite abstract model which is equivalent with regard to
the requirement, to a collaborative system which uses ACP. We specify the abstract model
with model-checking technique in order to verify the preservation of consistency property
of any DCE integrating an ACP on the top of a consistent CP. For this purpose, we use a
symbolic model-checking tool Uppaal 1, to specify the behavior of the abstract model and the
consistency requirement. This choice is motivated by the possibility to handle symbolically
queues of messages, logs, variables such as number of sites, number of operations generated
by each site, etc. The consistency property is specified in CTL language and verified by
Uppaal model-checker.
Outline. This paper is organized as follows: the flexible access control protocol is presented
in Section 5.2 and formalized in Section 5.3. Section 5.4 is devoted to the investigation
of a finite abstract model preserving the consistency property. Section 5.5 deals with the
formal specification and verification of ACP. Section 5.6 discusses related work. Finally, the
conclusion is presented in Section 5.7.
5.2 Optimistic Access Control Protocol for DCE
Shared documents are objects whose state can be altered by a set of cooperative operations
generated by sites. For instance, a shared text document is modified by operations such as
inserting a new section, deleting an existing paragraph and replacing an old line by a new one.
In [Imine et al. (2009)], an access policy is described as an indexed list of authorization rules,
where each rule is a quadruple 〈S,O,R, ω〉 with (i) S is set of subjects (sites or users), (ii) O
is a set of objects (e.g. paragraphs or chapters), (iii) R is a set of access rights (e.g. deleting
or updating paragraphs) and (iv) ω ∈ {−,+}. The sign “+” represents a right attribution
and the sign “−” represents a right revocation.
Each site consists of two layers: coordination layer and security layer. The coordination
1. http://www.uppaal.com
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layer is in charge of editing the shared document. The role of the security layer is to manage
the access control policy. To achieve this objective, the security layer edits a local copy of a
shared policy by producing some administrative operations with regards to the access control
policy. Then, the state of the shared policy object is altered by a set of administrative oper-
ations such as adding and removing authorizations. Administrative operations are generated
by the administrator, at any time, and aimed to manage dynamically the right access to the
shared documents. These operations are next broadcast to other sites, in order to modify
their local copies of the policy object. Thus, on each site, the cooperative operations are
granted or denied by using the local copy of the policy and applying the first-match seman-
tics: when an operation o is generated, the system checks o against its authorizations one by
one, starting from the last authorization and stopping when it reaches the first authorization
l that matches o. If no matching authorizations are found, o is rejected. Note that every
local policy copy maintains a monotonically increasing version counter that is incremented
by every administrative operation performed on this copy.
The collaboration happens in optimistic approach and modifications could be applied in
different orders at different sites. The messages are assumed to be exchanged via secure and
reliable communication network: each message sent is received by each others without alter-
ation. The flow of messages exchanged during the collaboration is illustrated in Figure 5.1.
5.2.1 Generation of Local Cooperative Requests
Locally, each site generates some cooperative operations. The processing of the generated
cooperative operation is shown at Figure 5.2. Each generated cooperative operation is firstly
checked against the local policy. If the operation is not compliant with the local policy,
it is said to be invalid and its execution is aborted. At the administrator site, when the
operation is granted, its status is set to valid. At a non-administrator site, the status is
set to tentative if it is granted. The operation is then performed immediately on the local
Figure 5.1 Flow of collaboration messages
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copy of the shared document. A resulting cooperative request is generated and attached with
the number version of the policy copy on which the operation is granted. This cooperative
request is finally broadcast to other sites.
5.2.2 Reception of Remote Cooperative Requests
When a remote cooperative request is received, it is firstly stored in a dedicated queue
before being extracted. The request is extracted if it is causally-ready. Thus, its attached
version number of policy is less or equal than the current version of the local policy and its
precedent cooperative request have been already integrated to the local copy of the shared
document. This mechanism is setup to ensure that the access control protocol preserves the
causality dependency with respect to the precedent administrative requests and precedent
cooperative requests.
After its extraction, the remote cooperative request is checked against the local adminis-
trative log, to verify whether or not it is granted. When the remote cooperative request is
granted, its status is set to valid if the receiver is administrator and to tentative, otherwise. If
the receiver is administrator, the number version of its policy is incremented and a validation
request is generated. The new version number is attached to the validation request which is
broadcast to other sites. Afterwards, the corresponding cooperative operation is performed
locally on the administrator’s copy with regard to the collaborative editor’s procedures. The
processing of a remote cooperative operation is presented at Figure 5.3.
5.2.3 Generation of Administrative Operations
To manage and control the access, the administrator produces some access rules called ad-
ministrative operations. When an administrative operation is generated, the version number
of the administrator’s local policy is incremented. Then, the policy is updated by performing
on, the generated administrative operation. A corresponding administrative request with the
latest version number of the policy is generated and broadcast to other sites to enforce their
policy.
5.2.4 Reception of Remote Administrative Requests
There exist two kinds of remote administrative requests: validation request and access
rule based request. Each received remote administrative request is first stored in a dedicated
queue then, extracted when it is causally-ready. The administrative request is said to be
causally-ready if the value of its attached policy version number is the next value of the
version number of the local policy (the difference is one) and in case of a validation request,
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Figure 5.2 Processing of a cooperative operation at generation time.
Figure 5.3 Processing of a received cooperative operation.
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the corresponding cooperative operation is already executed on this site. Each extracted
access rule based request, is performed on the local policy. Thereafter, if the access rule is
restrictive, then all tentative cooperative operations, locally generated or received, which are
concerned by the rule with regard to the rights, are undone. For the extracted validation
request, the status of the corresponding cooperative operation is updated from tentative to
valid. At the end of the treatment of the administrative request, the version number of the
local policy is incremented. The processing of administrative request is shown at Figure 5.4.
5.2.5 Verification Issues
A Distributed Collaborative Editor consists of several sites. Each of them maintains the
shared objects and its access right policy, by generating, exchanging and performing some
cooperative and administrative operations. As the numbers of sites, cooperatives operations
and administrative operations are arbitrary, the queues of cooperative requests and admin-
istrative requests are unbounded. The system is then infinite and parameterisable by the
number of sites, the number of cooperative operations to be generated by each site, and the
number of administrative operations to be generated by the administrator. On each site,
the shared objects are modified with respect to the local access right policy. Meanwhile, the
local policy is enforced by taking into account the administrative operations generated and
broadcast by the administrator. Thus, if the policy is not enforced identically at all sites, it
can result in the security hole on the shared objects by permitting illegal modifications or
rejecting legal modifications. In addition, this situation can lead to data inconsistency for
the collaborative edition such as the document can diverge at the end of the collaboration.
For instance, consider a group composed of an administrator adm and two sites S1 and
S2. Initially, the three sites have the same shared document containing the text bcd and the
same policy object where S1 is authorized to insert characters (see Figure 5.5). Suppose that
adm revokes the insertion right of S1 and sends this administrative operation to S1 and S2 to
enforce their local policy copies. Concurrently S1 executes a cooperative operation Ins(1, a)
to derive the state “abcd” as it is granted by its local policy. When adm receives the S1’s
operation, it will be ignored (as it is not granted by the adm’s local policy) and then the final
state still remain bcd. As S2 receives the S1’s insert operation before its revocation, he gets
the state abcd that will be unchanged even after having executed the revocation operation.
We are in presence of data inconsistency (the state of adm is different from the state of S1
and S2) even though the policy object is the same in all sites. In fact, the new policy object is
not uniformly enforced among all sites because of the out-of-order execution of administrative
and cooperative operations. Thus, security holes may be created. For instance some sites
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Figure 5.5 Divergence caused by introducing administrative operations
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can accept cooperative operations that are illegal with respect to the new policy (e.g. sites
S1 and S2).
To solve this problem, the ACP applies the principles of optimistic security [Povey (2000)]
in such a way that the enforcement of the new policy may be retroactive with respect to
concurrent cooperative operations. In this case, only illegal operations are undone. For
instance, Ins(1, a) as shown at Figure 5.5 should be undone at S1 and S2 after the execution
of the revocation.
It appears important to verify that the ACP preserves the correctness of the collaborative
editing system on which it is deployed with regards to the security issues and data consistency.
For this purpose, the sets of legal (valid) cooperative operations must be identical at all sites,
when all generated and received cooperative and administrative operations are performed on
each site (stable state). Performing such a verification is tricky and hard to do manually. So,
the system must be automatically checked using formal methods. However, the automatic
checking tools could lead to severe state explosion, time consumption, result in a lack of
memory and finally aborted, or could not cover all the state space needed for verification.
For instance, previously, we experiment the verification issue with explicit model checking
technique under Uppaal. The exploration does not scale over 4 sites. It results in a lack of
memory and finally aborted. In addition, in [Randolph et al. (2013)], Alloy 2 is used to verify
whether or not ACP preserves the correctness of DCE. Alloy Analyzer works by reduction to
SAT, which technique is suitable for infinite systems. However, the analysis does not either
cover the space state of the system. For this purpose, we investigate the existence of a finite
abstract model which is equivalent to our infinite system with regards to the consistency
property.
5.3 Definitions
In this section we give several formal definitions related to the collaboration and ACP.
We are particularly interested in the evolution of the status of cooperative operations at each
a site. Let us denote :
– O, the set of cooperative operations.
– A, the set of administrative operations.
– POLICY , the set of policies.
– SITE, the set of sites.
2. MIT Sofware Design Group, Alloy : A language and Tool for Relational Models. Retrieved April 4,
2014 from http://alloy.mit.edu/alloy/
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De´finition 5.1 [Model of the System]. The system consists of an arbitrary number
n of cooperative sites including one administrator. It is defined by a model M〈n,1〉 =
(SITE,O,A, ACP ) with ACP the access control protocol.
Each site Si ∈ SITE has a local copy of the shared policy denoted Pi, with Pi ⊆
POLICY . The version number attached to the local copy of the shared policy is denoted
vi. Its value increases during the collaboration process. Pi is empty at the beginning of the
collaboration such as vi is initialized to 0. The administrator is denoted S1.
During the collaboration, the system evolves as operations are processed at each site.
These changes are traduced by different states which succeed each other.
De´finition 5.2 [Local and Global State of the system]. The local state of the system
at site Si ∈ SITE is defined by its current number version of the policy, the administrative
log and the set of cooperative operations available (generated and received) at this site. We
denote STATEi, the set of local states of the system at Si.
We define a relation < over STATEi such as for all stαi, stβi in STATEi, stαi < stβi
if and only if stβi could be reached from stαi, after the execution of a sequence of actions of
site Si. stβi is the successor of stαi if it could be reached from stαi, after the execution of a
single action.
The global state of the system is a tuple of local states of all sites. We denote STATE,
the set of global states of the system.
STATE = {st, st = (st1..., sti, ..., stn) with sti ∈ STATEi, n = |SITE|} (5.1)
We define a relation < over STATE such as for all stα, stβ in STATE, stα < stβ if and
only if there exists at least one site Si such as the component stβi of stβ could be reached
from the component stαi of stα, after the execution of a sequence of actions of site Si, with
stαi ∈ STATEi and stβi ∈ STATEi.
When the system evolves, each cooperative operation gets different status at each site.
The changes of status are the result of applying ACP to the collaboration process.
De´finition 5.3 [Status of a coopreative operation]. At any site, a cooperative operation
could have (i) a tentative status iff the operation is not validated yet, (ii) an invalid status
iff it is denied or unauthorized, (iii) a valid status iff it is validated.
We denote STATUS, the set of status of a cooperative operation.
STATUS = {tentative, invalid, valid} (5.2)
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De´finition 5.4 [Transition Relationships]. The transition relationships δ between local
states of the system at site Si ∈ SITE is a relation from the cartesian product STATEi×Act
to STATEi, where Act is the set of actions related to the execution process of the protocol at
Si.
δ : STATEi ×Act→ STATEi (5.3)
We associate the operator with the transition relation δ to indicate the change of status
of an operation as defined in the statement 5.4.
∀stαi, stβi ∈ STATEi, stαi  stβi ⇐⇒ stαi < stβi ∧ ∃a ∈ Act, δ(stαi, a) = stβi (5.4)
De´finition 5.5 [Causality]. The causality relationship between operations is expressed by
the Causally-ready function (denoted cReady). It maps a received cooperative operation or
a received administrative request, a site Si and a state of the system, to a boolean value
which is true if the received cooperative operation or the received administrative request is
causally-ready at Si in the state st and false otherwise.
cReady : (O ∪A)× SITE × STATE → {true, false} (5.5)
Recall that a received cooperative operation is causally-ready iff its attached version number
of policy is less or equal than the current version number of the local policy and its precedent
cooperative operation have been already integrated to the local copy of the shared document.
The received administrative request is causally-ready if the value of its attached version
number of policy is one unit greater than the current version number of the local policy and
in case of validation request, the corresponding cooperative operation is already executed on
the site.
The causally-ready notion is applied to remote cooperative and administrative requests.
According to the access control protocol, when a cooperative request is causally-ready, the
remote-checking process is executed. The objective of this process is to verify if the received
operation is compliant with the local administrative log. To deel with the result of this stage,
we use a boolean function as presented in Definition 5.6.
De´finition 5.6 [Remote-Checking]. The remote-checking against administrative log de-
noted checkR() is a function that maps a cooperative operation, a site and a state of the
system, to a boolean value which is the result of checking the considered operation against the
administrative log. The function returns true iff the operation is not denied by the remote-
checking process, and false otherwise.
checkR : O × SITE × STATE → {true, false} (5.6)
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For instance, with the cooperative operation o at the site Si, when the system is in the state
st, checkR(o, Si, st) = truemeans that the operation is granted and checkR(o, Si, st) = false
states that the operation is denied.
Similarly to a remote cooperative operation, a remote administrative operation based on
rule is used in a checking process. Thus the administrative operation is used to verify whether
or not some cooperative operations with the tentative status are compliant with the related
access rule. The role of the function checkT is to return the result of this processing, as
indicated in Definition 5.7.
De´finition 5.7 [Checking of Tentative Operation]. The checking at a site Si (denoted
checkT ) of a restrictive received administrative request against a cooperative operation which
is in the status tentative, is a function that maps a cooperative operation, a site, an ad-
ministrative operation (request) and a state of the system, to a boolean value which is the
result of checking the operation against the restrictive received administrative request. The
function returns true iff the operation is not denied by the access rule corresponding to the
administrative request, and false otherwise.
checkT : O × SITE ×A× STATE → {true, false} (5.7)
A remote administrative operation which is not based on rule, is related to the validation
of a cooperative operation. According to the protocol, when this administrative operation is
causally-ready, it is performed in order to change the status of the related cooperative oper-
ation. To know whether or not the validation request is already performed for an operation
at a site, we define a function denoted perfV as stated at Definition 5.8.
De´finition 5.8 [Validation Request Performed]. Let us consider a cooperative opera-
tion o, a site Si and a global state st of the system. The function perfV maps a cooperative
operation, a site and a global state of the system, to a boolean value. It returns true iff the
validation request related to the cooperative operation o is already performed at Si when the
system is in the state st and false otherwise.
perfV : O × SITE × STATE → {true, false} (5.8)
As we are interested in the evolution of the status of cooperative operation at each site,
it appears necessary to have the information about the status. This task is completed by a
function denoted val (see Definition 5.9).
De´finition 5.9 [Operation Valuation]. The operation valuation denoted val is a function
that maps a cooperative operation, a site and a global state of the system to the status of the
operation at this site when the system is in the considered state. It returns the status of the
operation for the parameters indicated.
val : O × SITE × STATE → STATUS (5.9)
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De´finition 5.10 [Stable State]. The system is said to be in a stable state iff each site
completes the processing of all generated and received operations. The subset of the stable
states of the system is denoted STABLE. We have : STABLE ⊂ STATE.
De´finition 5.11 [Satisfiability of the Data Consistency Property]. The data con-
sistency property ϕ is satisfied at a stable state st of the system iff the valuation of each
processed cooperative operation is the same at each site.
∀st ∈ STABLE, st |= ϕ ⇔ ∀o ∈ O, ∀Si, Sj ∈ SITE, val(o, Si, st) = val(o, Sj , st) (5.10)
5.4 A finite abstract model preserving consistency property of ACP
As the consistency property means that the decision taken for an operation is the same
at each site, we will focus on a model based on the status of operations. According to ACP,
the status of an operation can change as expressed in Property 1.
Property 1 The possible evolutions of the status of a cooperative operation at any site are
:
tentative invalid | valid (5.11)
This property states that at any site, the status tentative of any cooperative operation (local
or remote) could be changed in invalid or valid. The status valid and invalid are final as
they are maintained and do not change.
5.4.1 Generation and Reception of a Cooperative Operation
The cooperative operations which are denied locally at generation time are not considered
as they are not known by other users and consequently have no impact on the consistency
property. So, we consider only the cooperative operations locally granted at generation time
and broadcast to other sites. The properties related to an operation at the generation or the
reception time are as follows.
Property 2 At any non administrator site, the status of any cooperative operation locally
granted, at generation time, is tentative at this site.
Property 3 At the administrator site, the status of any cooperative operation locally granted,
at generation time, is valid at this site.
Property 4 The status of any remote cooperative operation at reception time is the same as
at its generation time.
93
The properties 2 and 3 infer that initially, any cooperative operation locally generated
holds either tentative or valid status. The property 4 states that the initial status of any
remote cooperative operation does not change during the message sending process.
5.4.2 Execution Process
To investigate a finite abstract model preserving consistency property of ACP, we propose
to examine the execution process cases and their resulting status for any considered cooper-
ative operation. Let o be any cooperative operation and Si be a site. According to the ACP,
the different processing scenarios of the cooperative operation o at site Si are:
1. Scenario 1 : o is a local operation at Si (the owner is Si) and Si is the administrator.
2. Scenario 2 : o is a local operation at Si (the owner is Si) and Si is not the administrator.
3. Scenario 3 : o is received by Si and Si is the administrator. The owner of o is not the
administrator.
4. Scenario 4 : o is received by Si. Si is not the administrator but the administrator is
the owner of o.
5. Scenario 5 : o is received by Si. Si is not the administrator and the administrator is
not the owner of o.
Based on these five scenarios, we point out several properties.
Property 5 Let o be a local cooperative operation at the administrator site S1, stα be a global
state of the system at the generation time of o.
∀stβ ∈ STATE − {stα}, stβ > stα ∧ val(o, S1, stβ) = valid (5.12)
This property follows from the properties 1 and 3. Indeed, the status of any cooperative
operation granted at generation time by the administrator site is valid which is a final
status. Then for any state the status of this kind of operation is maintained to valid at the
administrator site.
Property 6 Let o be a local cooperative operation at Si which is not the administrator (i 6=
1), stα be the global state of the system when o is granted and broadcast by Si, ar be an access
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rule based administrative request, vr(o) a validation request related to the operation o.
val(o, Si, stα) = tentative (5.13)
∀stβ , stγ ∈ STATE, stβ < stγ ∧ val(o, Si, stβ) = tentative ∧ checkT (o, Si, ar, stβ) = false ⇒
val(o, Si, stγ) = invalid (5.14)
∀stβ , stγ ∈ STATE, stβ < stγ ∧ val(o, Si, stβ) = tentative ∧ checkT (o, Si, ar, stβ) = true ⇒
val(o, Si, stγ) = tentative (5.15)
∀stβ , stγ ∈ STATE, stβ < stγ ∧ val(o, Si, stβ) = tentative ∧ perfV (o, Si, stβ) = true ⇒
val(o, Si, stγ) = valid (5.16)
The statement (5.13) follows from the Property 2. When broadcast by the local site, the
status of the cooperative operation is tentative. The statement (5.14) states that any local
cooperative operation with the status tentative is invalidated by any administrative request
which denies the execution of this cooperative operation. It involves a new status for the
operation such as invalid. The statement (5.15) states that any local cooperative operation
with the status tentative maintains this status if any administrative request does not deny
its execution. The statement (5.16) states that any local cooperative operation with the
status tentative which validation request is processed locally is set to be valid. It involves a
new status for the operation such as valid.
Property 7 Let o be any remote cooperative operation at site S1 which is the administrator.
∀stα, stβ ∈ STATE, stα < stβ ∧ val(o, S1, stα) = tentative ∧ checkR(o, S1, stα) = true ⇒
val(o, S1, stβ) = valid (5.17)
∀stα, stβ ∈ STATE, stα < stβ ∧ val(o, S1, stα) = tentative ∧ checkR(o, S1, stα) = false ⇒
val(o, S1, stβ) = invalid (5.18)
The property states that any remote cooperative operation which is granted at adminis-
trator site using the check-remote function is said to be valid. The operation is said to be
invalid if it is pointed out as denied by the check-remote function.
Property 8 Let o be a remote operation at site Si (i 6= 1) such as the owner is the admin-
istrator.
∀stα, stβ ∈ STATE, stα < stβ ∧ val(o, Si, stα) = valid ∧ cReady(o, Si, stα) = true ⇒
val(o, Si, stβ) = valid (5.19)
The property states that when any remote cooperative operation which owner is the
administrator is processed, its status is set to valid. With regards to the protocol, if o is
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causally-ready at Si, it is not checked against the administrative log before being processed
as its owner is the administrator. Then, it maintains its valid status.
Property 9 Let o be a remote operation at a non-administrator site Si such as its owner is
not the administrator, ar be an access rule based administrative request, vr(o) a validation
request related to the operation o.
∀stα, stβ ∈ STATE, stα < stβ ∧ val(o, Si, stα) = tentative ∧ checkR(o, Si, stα) = false ⇒
val(o, Si, stβ) = invalid (5.20)
∀stα, stβ ∈ STATE, stα < stβ ∧ val(o, Si, stα) = tentative ∧ checkR(o, Si, stα) = true ⇒
val(o, Si, stβ) = tentative (5.21)
∀stα, stβ ∈ STATE, stα < stβ ∧ val(o, Si, stα) = tentative ∧ checkT (o, Si, ar, stα) = false ⇒
val(o, Si, stβ) = invalid (5.22)
∀stα, stβ ∈ STATE, stα < stβ ∧ val(o, Si, stα) = tentative ∧ checkT (o, Si, ar, stα) = true ⇒
val(o, Si, stβ) = tentative (5.23)
∀stiα, stβ ∈ STATE, stα < stβ ∧ val(o, Si, stα) = tentative ∧ perfV (o, Si, stα) = true ⇒
val(o, Si, stβ) = valid (5.24)
The statement (5.20) indicates that any remote cooperative operation checked against
the administrative log and revealed to be denied is said to be invalid. On the contrary when
revealed to be not denied, the operation hold the status tentative as pointed out by the
statement (5.21). The statement (5.22) states that any remote cooperative operation with
the status tentative is invalidated by any administrative request which denies the execution
of this cooperative operation. It involves a new status for the operation such as invalid.
The statement (5.23) states that any remote cooperative operation with the status tentative
maintains this status if any administrative request does not deny its execution. The statement
(5.24) states that when the validation request of any remote cooperative operation with the
status tentative is processed locally, this operation is set to be valid. It involves a new status
for the operation such as valid.
Lemma 2 At each stable state of the system, at each site, the status of any cooperative
operation (local or remote) is invalid or valid.
Proof 3 In a stable state, all operations are processed (see Definition 5.10). As, no pro-
cessing is pending, no operation has a tentative status, the operations hold one of the status
invalid or valid. According to the property 1, invalid and valid are final.
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5.4.3 Analyzis of the Execution Process
The behaviour of each site consists of the execution of several functions devoted to :
verify whether or not some requests are causally-ready (cReady), check remote cooperative
operations (checkR), and check tentative operations using received administrative requests
(checkT ), respectively. This list of functions does not take into account the collaboration
tasks such as generate and execute cooperative operation which are done by the Coordination
Layer. However this list could be completed with the performing of validation requests when
they are causally-ready and the undoing of cooperative operation requests. The execution
of these functions has the effect to change the status of the operation as pointed out with
the properties 5, 6, 7, 8 and 9 and Lemma 2. The diagram shown at Figure 5.6 presents the
evolution of the status of the cooperative operation at any site with regards to its features :
administrator or not, owner or not.
Let us consider a cooperative operation owned by the administrator. This case is imple-
mented by the scenario 1 of the execution process. Examining the list of scenarios presented
at Section 5.4.2 and the diagram shown at Figure 5.6, the scenario 1 must be associated with
the scenario 4. Indeed, when the owner of the operation is the administrator, the operation
is remote at other sites.
Lemma 3 In a stable state, any operation owned by the administrator has the same status
at all other sites.
Proof 4 Let us consider a collaborative system with an arbitrary number of sites with one
administrator. Let us also consider one operation and assume that its owner is the admin-
istrator. The operation is remote at other sites. Based on the properties 5 and 8 illustrated
by the edges labelled scenario 1 and scenario 4 at Figure 5.6, the only one final status for the
remote cooperative operation is valid as soon as its processing is completed. Thus, from the
state following the processing of the remote cooperative operation, to the end the collaboration,
it holds the status valid as at the owner’s (administrator) site. Particularly, in any followed
stable state of the system, the remote operation has a valid status as at the owner’s site.
Lemma 4 Let us consider a collaborative system with an arbitrary number n of sites includ-
ing one administrator. The number of sites needed to cover the execution process when the
cooperative operation is generated by the administrator is two.
Proof 5 According to Lemma 3, non-administrator sites have similar behavior with regards
to any operation generated by the administrator. Thus, the received operation holds a valid
status after being processed. To cover the Scenario 1 in which the operation o is generated by
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checkT () = true
perfV () = true
perfV () = false
checkR() = true
checkR() = false
Figure 5.6 Execution process at any site.
Let us consider now a cooperative operation generated by a non-administrator. This case
is implemented by the scenario 2 of the execution process. Examining the list of scenarios
presented at Section 5.4.2 and the diagram shown at Figure 5.6, the scenario 2 must be
associated with the scenarios 3 and 5. Indeed, when the owner of the operation is not
administrator, the operation is remote at other sites including at administrator site.
Lemma 5 Let us consider a cooperative operation generated by a non-administrative site.
The number of sites needed to cover the execution process when the operation is not generated
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by the administrator is three.
Proof 6 Let us consider a system which consists of an arbitrary number n of sites, and
assume that a cooperative operation is generated by a non-administrative site. The system
could be split in three (03) subsets : the owner of the operation as a non-administrator, the
administrator, and the other (n − 2) non-administrator sites. These 3 subsets implement
the scenario 2, scenario 3 and scenario 5 of the execution process, respectively. One site is
sufficient to represent all the (n − 2) sites of the third subset as they have similar behavior
with regards to any received operation (Property 9). Then to cover this scenario three sites
will be sufficient.
Theorem 2 Let us consider a collaborative system with an arbitrary number n of sites. To
cover all the execution process cases, the system could be sufficiently abstracted to a new
system of three sites including the administrator.
Proof 7 (i) With the Lemma 4, two sites are sufficient to cover the execution process when
the administrator generates a cooperative operation (scenario 1 and scenario 4). (ii) With the
Lemma 5, three sites are sufficent to cover the execution process when a non-administrator
generates a cooperative operation (scenarios 2, 4 and 5). This latter case (ii) can be considered
as extension of the former case (i) such as it contains the administrator and at least one non-
administrator. Then to cover the five scenarios considered at Section 5.4.2, we consider the
maximum number figured out (between 2 and 3).
We establish in Theorem 2 that the system could be sufficiently abstracted to a new
system of three sites including the administrator. It appears now important to establish that
the infinite system and the abstract model are equivalent with regards to the consistsency
property. This is done with the Theorem 3 and its proof.
Theorem 3 Let M〈n,1〉 be a model of a collaborative system which uses ACP and consists
of an arbitrary number n of sites including one administrator, M ′〈3,1〉 be the corresponding
abstract model which consists of 3 sites including the administrator and ϕ be the consistency
property. The abstract model M ′〈3,1〉 satisfies the consistency property iff the collaborative
model M〈n,1〉 satisfies the consistency property.
M ′〈3,1〉 |= ϕ ⇔ M〈n,1〉 = (SITE,O,A, ACP ) |= ϕ (5.25)
Proof 8 Assume that SITE = {S1, S2, S3, ..., Sn} with S1 the administrator and let M
′
〈3,1〉
consists of {S1, Si, Sj}with i 6= j.
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M〈n,1〉 |= ϕ ⇒ M
′
〈3,1〉 |= ϕ is trivial when setting n = 3 and considering that M〈3,1〉 |= ϕ ⇒
M ′〈3,1〉 |= ϕ. Assume that M
′
〈3,1〉 |= ϕ. The system 〈S1, S2, S3〉 |= ϕ like any system 〈S1, Si, Sj〉
with i 6= j, i ≥ 4and j ≥ 4. While adding S4 to the system 〈S1, S2, S3〉, S4 could be associated
with S2 (respectively S3) such as, when S2 (respectively S3) owned an operation, the behavior
of S3 (respectively S2) and S4 is similar with regards to the status of the operation. Also,
when S4 owned an operation, the behavior of S2 and S3 is similar with regards to the status of
the operation. Then 〈S1, S2, S3〉 |= ϕ⇒ 〈S1, S2, S3, S4〉 |= ϕ. Iteratively, the site Sn could be
added to 〈S1, S2, S3, ..., Sn−1〉 such as 〈S1, S2, S3, ..., Sn−1〉 |= ϕ ⇒ 〈S1, S2, S3, ..., Sn−1, Sn〉 |=
ϕ, from which M ′〈3,1〉 |= ϕ⇒M〈n,1〉 |= ϕ.
5.5 Model Checking of the Abstract Model
Several model checking techniques have been proposed in the literature. These techniques
can be classified into explicit state model checker and Symbolic model checker. In explicit
state model checker [Holzmann (2004)], states, sets and relations are explicitly represented,
whereas, in symbolic model checker, they are implicitly represented using boolean logic for-
mulas. The category of symbolic model checker can be subdivided into SAT-based bounded
model checkers [Schaeffer-Filho et al. (2009)] and BDD-based model checkers [Cimatti et al.
(2000)]. In SAT-based bounded model checking, the basic idea is to search for a counterex-
ample in traces whose length is bounded by some integer k [Frappier et al. (2010)]. If no
bug is found then k is increased until either a bug is found or the computer resource limits
are reached. BDD-based model checking allows to prove by considering the whole state space
of the model that some property is satisfied but it does not scale well in practice. However,
when the state space is not too big, the BDD-based approach could be appropriate. The
Collaborative System of n arbitrary number of sites using ACP over the CP is reduced previ-
ously to an equivalent system of 4 sites. This reduced system allows significant gain in both
space and time for verification. A BDD-based model checker is then the most suitable to
verify the ACP. We propose to use the tool suite of Uppaal 1 to verify that ACP preserves
consistency of DCE.
5.5.1 Uppaal
UPPAAL is a tool suite for symbolic model-checking generally used for validation and
verification of real-time systems but also used for non real-time systems. In addition to its
symbolic model-checker, Uppaal offers a graphical editor for system descriptions and a graph-
ical simulator. The description model is a set of timed automata [Alur et Dill (1994)] (or
1. http://www.uppaal.com
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simple automata) extended with binary channels, broadcast channels, C-like types, variables
and functions. The simulator allows in addition, to get and replay, step by step, counterex-
amples obtained by its symbolic modelchecker. The model-checker is based on a forward
on-the-fly method, allows to compute over 5 millions of states.
5.5.2 Description of the system
To formally describe the system using the UPPAAL tool, three models are defined. The
first model specifies the behavior of a cooperative operation at each site. The second model
represents an administrative request (rule-based or validation request). The third model
defines the behavior of ACP . The system described does not take into account CP as well as
it performs operations allowed by ACP. Thus, only the final status of operations are required
for analysis. The sites are represented by their identifers.
In a distributed collaborative editing system, sites (users) communicate via a network.
The network is abstracted and not explicitly represented. This is done by setting global vari-
ables which store informations related to cooperative operations and administrative requests,
instead of using and managing queues of messages.
Sites
The sites are represented by their identifers. The number of sites is declared as in state-
ment 5.26 and the type of the identifiers of sites is declared as established in statement 5.27.
const int NbSites = 3; (5.26)
typedef int [0, NbSites− 1] id site; (5.27)
Evolution of Cooperative Operation
The Uppaal process called Op traduces the evolution of the operation, pointing out the
succession of its status and different events which occured during ACP processing. The
process behavior of cooperative operation is depicted by the automaton shown in Figure 5.7.
As the operation is executed at each site, the parameter of the process is the site identifier
named id. The site identifier is attributed as indicated in statement 5.28. Then, an operation
op is represented at any site by op[id].








id==owner &&  id==Adm && start
send!
op[id].owner=owner, op[id].st=V





















Figure 5.7 The model of cooperative operation.
In the model of the operation, starting by the location named Initial, a broadcast channel
(called send) is used to broadcast the operation from the sender to other sites. The next
location is Valid, if the owner is the administrator and the status of the operation is set
to valid (indicated by op[id].st=V ). When the owner is not the administrator, the next
location is called Tentative as well as the operation’s status is set to tentative (indicated by
op[id].st=T ). Otherwise, the next location is Received and the status is maintained tentative.
When the operation is causally-ready at the remote site, the automaton move to the location
CausallyReady. From this location the operation could access to Valid location with valid
status if its owner is administrator or start-off the remote-checking procedure. In case of
success, the result of the execution of this procedure is to set the status either to valid
or tentative by moving to location Valid or Tentative, respectively, according to whether
the remote site is administrator or not. When the remote-checking procedure denies the
operation, the next location is Invalid and the corresponding status is invalid (indicated by
op[id].st=I ). Binary channels VStatus, IStatus, and TStatus are used jointly with ACP to
synchronise status changes and corresponding location.
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Evolution of Adminstrative Request
The process model devoted to administrative request is called AdReq and shown at Fig-
ure 5.8. This model depicted just the evolution of administrative request at non-administrator
site. Indeed, there is no particular evolution at administrator site for administrative request
except the starting-off of policy update by rule-based administrative request. A global vari-
able reprensenting administrative request is then used by administrator.
The process has two parameters : the remote site identifier (id) and administrative request
identifier (r id). To show that the request is available at remote site, it firstly stays in the
location Received. When it is causally-ready in the model, the request moves to the location
CausallyReady. With regards to the protocol, the behavior of an administrative request after
being causall-ready, depends on its type. Indeed, a rule-based administrative request is used
to check cooperative operation with tentative status and the policy is updated locally. Also,
validation-based administrative request triggers the update of the status of the corresponding
cooperative operation, from tentative to valid. To execute such procedures, the administrative
request sets up a synchronization with ACP using binary channel (TentativeChecking[id]! or
UpdateOperation[id]!, respectively). The final location is then Applied to indicate that the








(ar[r_id].rid>=0 ||(ar[r_id].io>=0 && op[id].st==T))
Figure 5.8 The model of administrative request.
ACP
The main process of the system is called ACP and depicted by the automaton in Fig-
ure 5.9. This process is executed by each site (administrator or non-administrator). The only
one parameter of the process is the site identifier named id. According to the protocol, ACP
is responsible to generate and broadcast administrative requests (only by administrator),
receive and perform administrative request (only by non-administrator) and check received
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cooperative operation against policy (or administrative log) .
From the Initial location, to generate a rule-based adminsitrative request, the model
uses the function RuleReq(). The generation of the request is completed by the increasing
of the number version of the policy (Versions[id]++) and its update by adding the new
rule (function updatePolicy()). To perform a rule-based administrative request at a remote
site (non-administrator), the model calls the function checkAgainstRule() which results on
checking all cooperative operations with tentative status at the current site. The execution
of this function starts as soon as the automaton receives the binary synchronized message
TentativeChecking[id]? from AdReq automaton, with the update of the number version of
the policy, followed by adding the corresponding rule to the policy.
To generate a validation-based adminsitrative request, the model uses the function valida-
tionReq(), preceded by the increasing of the number version of the policy (Versions[id]++).
To perform a validation-based adminsitrative request at remote site, the binary synchronized
channel UpdateOperation is used. Note that the broadcast of a new validation-based admin-
istrative request is abstract by setting a global variable as for a new rule-based administrative
request.
To check received cooperative operations against policy (or administrative log), the binary
channel checkRemote[id] is used followed by the execution of the function checkAgainstPol-
icy().
5.5.3 Consistency Property and Verification of the system
To make arbitrary the choice of site as owner of cooperative operation, we add an automa-
ton as shown in Figure 5.10. In addition, this automaton helps to indicate, if the executions
of the cooperative operations are performed by ACP at each site. In this case, the process
stays in the location Final.
system Supervisor, Op, AdReq, ACP ; (5.29)
Using UPPAAL, the definition of the system is given by the declaration shown at state-
ment 5.29. This declaration means that the system consists of Supuervisor, Cooperative
operations, Administrative requests and ACP.
We consider (i) three sites including one administrator with regards to the abstract model
established in Section 5.4, (ii) one cooperative operation owned by a site choosen arbitrarily
between the three sites, (iii) two access rules related to the cooperative operation such as
the first is a positive rule and the second a restrictive rule. The first rule is considered to be































Figure 5.9 The model of ACP.
at generation time.
Final





Figure 5.10 Automaton devoted to choose the owner of the cooperative operation.
To verify the consistency requirement, we are interested in checking the final status of
every cooperative operation when the system is in a stable state (see Definition 5.10). The
consistency requirement is specified by the CTL formula shown at staement 5.30. The formula
means that if the cooperative operations and all administrative requests are processed at
each site by ACP, the cooperative operations at remote sites have the same status as at
the administrator site. After the verification, the Uppaal model-checker states : Property is
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satisfied. Note that before verifying the main property, we check the absence of deadlocks
(A[]notDeadlock). A state s of a model is in deadlock if and only if there is no action enabled
in s nor in states reachable from s by time progression.
(Supervisor.F inal &&forall(i : int[0, 1])forall(j : int[1, 2])
AdReq(i, j).Applied)−− > forall(i : int[0, 1])(op[i].st == op[Adm].st) (5.30)
5.6 Related Work
It is well known that analyze security properties of communication protocols in general, is
a tricky task [Malik et al. (2013),Khan et al. (2005)]. Access control models and protocols
[Jayaraman et al. (2013),Lee et Luedemann (2007),Tolone et al. (2005),Piromruen et Joshi
(2005), Joshi et al. (2004), Sandhu et al. (1996)] do not escape this challenge, which is
worsened in our particular distributed context, by the approach of replicating authorization
policies [Samarati et al. (1996),Xin et Ray (2007)]. The main complexity relies on the infinite
state of systems. Often, the analysis refers to formal methods, such as using automatic
checking tools, [Randolph et al. (2013),Hu et Ahn (2008),Malik et al. (2013),Khan et al.
(2005)] are examples. In [Randolph et al. (2013)], Alloy 2, a SAT-based bounded model-
checker, is used to specify and verify if the data consistency of the DCE is preserved by the
flexible Access Control Protocol [Imine et al. (2009)]. The verification has shown that
ACP preserves the correctness. Although Alloy specification language, based on the first-
order relational logic, is very appropriate to describe infinite systems, bounded model-checker
techniques are known to be useful to find bugs but less appropriate to prove the absence of
bugs. Thus, the study has covered just several restricted scopes, which does not allow to
assert for large scopes. [Jayaraman et al. (2013)] presents the access control policy analysis
tool Mohawk 3. This tool uses techniques for abstraction refinement and bound estimation
for bounded model checker. It is suitable to find bugs in access control policy based on
Administrative Role-Based Access Control (ARBAC). These bugs are related to consistency
or correctness of enterprise access-control policy systems. The Mohawk tool could not be
used to verify the consistency preservation in DCE but the consistency of the access control
policy. Khan et al. [Khan et al. (2005)] proposed a generic approach to verifying security
protocols in the explicit state model-checker SPIN [Holzmann (2004)]. They used Promela
modelling based on logic programming to deal with the potentially infinite agents. However,
2. MIT Sofware Design Group, Alloy : A language and Tool for Relational Models. Retrieved April 4,
2014 from http://alloy.mit.edu/alloy/
3. Mohawk: A tool for verifying access-control policies. Retrieved June 7, 2014 from
http://code.google.com/p/mohawk/
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the number of instances examined is restricted. In [Hu et Ahn (2008)], Hu H. et al. have
used Alloy to verify the NIST/ANSI standard model for Role Based Access Control (RBAC),
w.r.t the role deleting property. The Alloy analyzer allowed them to conclude that the
functional definition of DeleteRole function proposed for hierarchical RBAC misses a step
for removing inheritance. This work did not take into account all functional properties of
RBAC model. In [Malik et al. (2013)], UPPAAL tool is used to verify the Inter Control
Center Communications Protocol (ICCP), which is the protocol used among control centers
for data exchange and control. In addition, to secure ICCP without modifying the protocol
itself, the authors enable a communication checker, devoted to detect and create alerts on
potential vulnerability exploitations in ICCP. The analyze of the communication checker by
the Uppaal model-checker helped the authors to refine iteratively the design of the checking
mechanisms.
5.7 Conclusion
In this paper, we have investigated the existence of a finite abstract model which is
equivalent w.r.t. the consistency property, to an infinite collaborative system layered with
ACP. The goal was to prove with the automatic checking using formal methods, that the
system obtained by deploying the ACP over any consistent CP preserves the consistency
property. The finite abstract model obtained consists of three cooperative sites including one
administrator. For the verification, we have formally defined, using tool UPPAAL, a symbolic
model, which take into account, the behavior and the consistency requirement of the system.
The Uppaal model-checker concludes on the satisfaction of the consistency property and allow
us to conclude that the flexible access control protocol preserves the consistency of a DCE on
the top of which it runs. It is important to note that the symbolic model allows a significant
gain in both space and time, as the state explosion problem is avoided. In the future, we





Ce chapitre fait une synte`se de nos travaux et contributions. Il pre´sente e´galement une
discussion sur la me´thodologie suivie, ainsi qu’une analyse de nos re´sultats.
6.1 Synthe`se des travaux
Les travaux pre´sente´s dans cette the`se ont de´bute´ par une revue de litte´rature. Elle a e´te´
consacre´e a` la cohe´rence et au controˆle d’acce`s dans les syste`mes d’e´dition collaborative. Une
attention particulie`re a e´te´ porte´e aux spe´cificite´s d’une e´dition massivement re´partie. Ainsi, le
Chapitre 2 nous a permis d’explorer les diffe´rentes approches, mode`les et algorithmes propose´s
pour assurer la cohe´rence dans les syste`mes d’e´dition collaborative. Plusieurs mode`les de
controˆle d’acce`s conc¸us pour de pareils syste`mes ont e´te´ e´galement passe´s en revue. En
e´tudiant ces divers travaux, nous avons tente´ de de´limiter la frontie`re des connaissances dans
le domaine. Ainsi, les avance´es re´alise´es avec les travaux existants ainsi que leurs limites ont
e´te´ e´tudie´es graˆce a` une revue de´taille´e de la litte´rature. Sur cette base, nos recherches ont
donne´ lieu a` des propositions consigne´es dans cinq articles dont trois font l’objet de chapitres
de cette the`se.
Dans un premier volet, les recherches ont porte´ sur la synthe`se d’un algorithme de trans-
formation inclusive qui assure la convergence. La motivation vient du fait que la litte´rature
a reve´le´ la proble´matique de la cohe´rence. Nous avons commence´ par explorer l’existence de
me´canismes de re´plication optimiste convergents. Les investigations ont e´te´ pousse´es plus loin
pour de´couvrir les causes de divergence. L’identification des causes a inspire´ la conception
d’une nouvelle fonction de transformation inclusive. La preuve formelle a e´te´ apporte´e qu’elle
garantit la convergence des documents. Ce volet a donne´ lieu a` deux articles dont l’un est
consigne´ dans la pre´sente the`se, au Chapitre 3.
Le deuxie`me volet porte sur l’inte´gration d’un mode`le de controˆle d’acce`s, aux syste`mes
d’e´dition collaborative massivement re´partis. Nous conside´rons que le me´canisme de coordina-
tion (gestion de la concurrence et de la transformation des ope´rations) utilise´ par le syste`me,
assure nativement la cohe´rence, a` lui seul. D’un point de vue conceptuel, le protocole flexible
de controˆle d’acce`s propose´ pour les e´diteurs collaboratifs re´partis a e´te´ de´ploye´ en surcouche
au protocole de synchronisation utilise´ par le me´canisme de coordination. L’exercice a e´te´
de prouver que cette combinaison de protocoles ne compromet pas la cohe´rence. Cette ve´ri-
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fication est borne´e et n’a permis que de garantir la pre´servation de la proprie´te´ jusqu’a` une
certaine borne. L’espace d’e´tats du syste`me n’a donc pas e´te´ totalement couvert. Ces travaux
ont servi a` l’e´criture de deux articles dont l’un constitue le Chapitre 4 de la the`se.
Le troise`me volet s’inscrit dans la poursuite des travaux du deuxie`me volet, en terme de
preuve formelle. En effet, pour re´gler de´finitivement le proble`me de la ve´rification et aller au
dela` de la borne atteinte avec l’analyseur Alloy, la question s’est pose´e de savoir comment
couvrir l’espace d’e´tats de ce syste`me infini. Il est connu que ve´rifier un syste`me infini se
heurte souvent a` des proble`mes d’explosion combinatoire et de de´faut de ressources me´moire.
Les re´flexions ont alors e´te´ oriente´es dans le sens de la recherche d’un mode`le fini sur lequel la
proprie´te´ sera ve´rifie´e. L’investigation d’une re´duction qui pre´serve les proprie´te´s du mode`le
de base, nous a conduit a` proposer un mode`le abstrait ayant un espace d’e´tat fini. La preuve
a ensuite e´te´ apporte´e formellement que ce dernier pre´serve effectivement les proprie´te´s du
syste`me initial, au regard du traitement des ope´rations coope´ratives. Par la suite, il a e´te´
prouve´ que le mode`le fini pre´serve la cohe´rence. Ce volet a e´galement servi a` produire l’article
pre´sente´ au Chapitre 5 de cette the`se.
6.2 Me´thodologie
Dans le syste`me conside´re´, la coordination est de´centralise´e. Chaque site a sa re´plique de
l’objet partage´. Un document textuel a` structure line´aire est conside´re´ comme l’objet partage´
e´dite´. Le syste`me n’admet que deux ope´rations : insertion d’un caracte`re a` une position
donne´e et suppression d’un caracte`re situe´ a` une position donne´e. Les ope´rations ge´ne´re´es
sur un site sont propage´es aux autres sites pour eˆtre prises en compte. Nous ne conside´rons pas
le me´canisme de disse´mination a` travers le re´seau de communication exploite´, des ope´rations
ge´ne´re´es localement sur un site. Nous ne faisons pas non plus une hypothe`se sur le temps
de propagation de ces ope´rations dans le re´seau. Ainsi, toute ope´ration envoye´e a` travers le
re´seau de communication est suppose´e toujours parvenir a` destination, sans alte´ration.
Pour mener a` bien les investigations, la question de l’existence ou non de me´canismes de
re´plication optimiste convergents a` e´te´ traduite en un proble`me de controˆle. Le formalisme
des automates de jeu a e´te´ utilise´ pour de´crire le syste`me. L’outil Uppaal-Tiga a permis de
repre´senter le syste`me et de ve´rifier la satisfaction de la proprie´te´ TP1. La ve´rification de
la TP1 se traduit par la question : existe-t-il une strate´gie gagnante pour la TP1 ? Uppaal-
Tiga a conclu que la proprie´te´ est satisfaite, c’est-a-dire qu’il existe des ITs qui satisfont
la TP1. Ces diffe´rents ITs ont e´te´ extraits graˆce a` l’outil verifytga de Uppaal-Tiga. Par la
suite, ces ITs identifie´s ont servi a` formuler le proble`me de controˆle pour la TP2, graˆce
aux automates de jeu. Il peut eˆtre libelle´ comme suit : parmi les ITs qui satisfont la TP1,
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existe-t-il au moins un qui satisfait la TP2 ? Uppaal-Tiga a conclu qu’aucun de ces ITs ne
satisfait la TP2. Sur la base de ces re´sultats, la re´solution du proble`me de controˆle a consiste´
a` faire dans un premier temps les investigations pour de´celer les cas de transformation qui
posent proble`me. Ensuite l’analyse de ces cas a inspire´ le choix d’une signature pour les
ope´rations d’insertion. La nouvelle signature est obtenue en ajoutant un troisie`me parame`tre
a` l’ope´ration d’insertion. La se´mantique associe´e au parame`tre est le nombre de caracte`res
supprime´s avant la position indique´e. Nous avons e´tabli et prouve´ formellement, un lien entre
ce nouveau parame`tre et la position d’insertion. Un algorithme de de´termination des valeurs
du nouveau parame`tre a e´te´ propose´ puis prouve´ exact. Il s’en suit la synthe`se d’une nouvelle
fonction de transformation inclusive. La preuve que l’IT propose´ satisfait les proprie´te´s TP1
et TP2 a e´te´ faite en utilisant la preuve symbolique. En effet, la technique de model-checking
base´e sur les matrices de bornes a e´te´ combine´e avec le formalisme d’automate. L’outil Uppaal
a servi de cadre pour la preuve. Une e´valuation comparative portant sur la complexite´ a e´te´
faite par rapport a` une solution propose´e dans la litte´rature.
Pour ces travaux, le nombre de sites est un parame`tre du syste`me. Il est suppose´ constant.
Ce choix vient du fait que la ve´rification de la TP1 ne´cessite deux ope´rations concurrentes
ge´ne´re´es par deux sites diffe´rents. Celle de la TP2 ne´cessite trois ope´rations concurrentes
ge´ne´re´es par trois sites diffe´rents. Le nombre de sites conside´re´ comme parame`tre du syste`me
est trois. Pour ce qui concerne les ope´rations concurrentes, chaque site a la possibilite´ de
ge´ne´rer soit une ope´ration d’insertion, soit une ope´ration de suppression. La transformation
d’une insertion ne peut pas donner une suppression. La transformation d’une suppression
ne peut pas donner une insertion. Cependant, la transformation d’une ope´ration concurrente
par rapport a` une autre, peut donnner lieu a` une nouvelle ope´ration de´nomme´e NoOp. Elle
signifie qu’aucune ope´ration ne re´sulte de la transformation de l’ope´ration conside´re´e. Elle
ne donne lieu a` aucune exe´cution d’ope´ration sur l’e´tat courant. Il n’y a pas de changement
d’e´tat. Les proprie´te´s TP1 et TP2 sont exprime´es en langage CTL, sous la forme de proprie´te´s
de suˆrete´.
Pour se´curiser l’e´dition, l’option a e´te´ faite de combiner le me´canisme de coordination sup-
pose´ nativement cohe´rent, avec un protocole de controˆle d’acce`s. La proprie´te´ de cohe´rence
doit eˆtre pre´serve´e. Pour ce faire il faut choisir le protocole parmi ceux qui sont propose´s dans
la litte´rature, ou en concevoir un. Il faut par la suite prouver que le protocole convient. La
conception d’un nouveau protocole n’est ne´cessaire que si tous les protocoles propose´s dans la
litte´rature sont prouve´s inutilisables dans le contexte complexe des syste`mes d’e´dition collabo-
rative massivement re´partis. Ou encore, si une nouvelle me´thode inte´ressante pour des raisons
de performance ou de facilite´ d’imple´mentation. Nous avons opte´ pour un protocole que nous
jugeons ade´quat pour atteindre nos objectifs. En effet, le protocole flexible de controˆle d’acce`s
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propose´ pour les e´diteurs collaboratifs re´partis permet de de´ployer une se´curite´ optimiste. Il
autorise une re´troaction dans l’application des re`gles d’acce`s. De surcroˆıt, son de´ploiement se
fait par re´plication au meˆme titre que les ope´rations coope´ratives qui permettent d’e´diter le
document a` se´curiser. a` ces fonctionnalite´s s’ajoute la gestion de la pre´se´ance causale entre
les ope´rations administratives et les ope´rations coope´ratives. Ce protocole a alors e´te´ de´ploye´
au dessus du protocole de synchronisation du me´canisme de coordination. Il faille de`s lors,
prouver que cette combinaison de protocoles ne compromet pas la cohe´rence. Pour ce faire, le
syste`me doit une fois encore eˆtre mode´lise´ pour eˆtre formellement ve´rifie´. La mode´lisation a
e´te´ faite en utilisant l’outil Alloy. La proprie´te´ attendue a e´galement e´te´ spe´cifie´e puis ve´rifie´e
par l’analyseur Alloy, en association avec un solveur SAT. Cette ve´rification est faite pour un
nombre maximal de treize sites. Notons que cette borne est importante du point de vue de la
combinatoire engendre´e car elle ne´cessite des ressources de calcul et de me´moire importantes.
Cependant, l’espace d’e´tats du syste`me n’a pas e´te´ totalement couvert. La ve´rification faite
avec Alloy permet de conclure une absence de divergence sur le domaine de´limite´ par la
borne, mais pas sur l’ensemble de l’espace d’e´tats. L’analyseur Alloy est bien adapte´ pour
la spe´cification des syste`mes infinis. Il permet de passer de la spe´cification du syste`me, qui
est base´e sur la logique de premier ordre et la the´orie des ensembles, a` une formulation sous
la forme normale conjonctive. Une fois traduit sous cette forme, le syste`me peut alors eˆtre
re´solu avec n’importe quel solveur SAT, mais seulement dans une approche de model-checking
borne´.
Pour affronter le proble`me de la ve´rification de la pre´servation de la cohe´rence, nous avons
cherche´ un syste`me fini e´quivalent. Nous avons dans un premier temps de´fini formellement
toutes les proporie´te´s qui de´coulent de la description du protocole. Cette formalisation a
de´bouche´ sur le recensement des diffe´rents sce´narii d’exe´cution d’ope´rations d’e´dition de
document. La trace d’exe´cution de ces sce´narii, rapporte´ aux statuts finaux des ope´rations a
servi a` avoir un mode`le abstrait du processus d’exe´cution. Ce dernier a inspire´ la proposition
du mode`le abstrait repre´sentant le syste`me en e´tude. Enfin, pour ve´rifier si le nouveau mode`le
abstrait pre´serve la cohe´rence, le formalisme d’automate a encore e´te´ utilise´ avec Uppaal.
6.3 Analyse des re´sultats
Pour conforter les travaux relatifs a` la proposition d’un nouvel IT, nous avons proce´de´
a` une analyse comparative. Notre IT a e´te´ compare´e en terme de complexite´, a` la solution
TTF. Les comparaisons ont porte´ sur les ope´rations d’insertion et de suppression, au moment
de leur ge´ne´ration. Les re´sultats sont satisfaisants pour les deux types d’ope´rations. Dans le
cas d’une suppression la complexite´ est constante pour notre IT alors qu’elle est line´aire pour
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la solution TTF. Pour une insertion, les complexite´s sont line´aires dans les deux cas.




Un syste`me d’e´dition collaborative est un logiciel qui permet a` un groupe d’utilisateurs
d’e´diter conjointement des objets partage´s. Lorsque deux utilisateurs interagissent dans un
contexte re´parti, il n’est pas toujours possible d’e´tablir un ordre (au sens de Lamport [Lam-
port (1978)]) entre leurs ope´rations respectives. Il re´sulte de cette situation de concurrence
entre ope´rations, des de´fis majeurs. Il s’agit de l’obtention de documents cohe´rents et la
gestion des acce`s. La grande taille du syste`me et sa dynamique constituent des contraintes
supple´mentaires au contexte. Dans cette the`se, nous avons essaye´ d’aborder ces diffe´rents
de´fis en les analysant, en proposant des solutions et finalement en prouvant que ces solutions
sont satisfaisantes. Dans ce chapitre, nous pre´sentons le sommaire des contributions appor-
te´es, suivi d’une critique de nos travaux a` travers leurs limitations. Pour finir, nous e´nonc¸ons
les avenues sur lesquelles seront axe´s nos futurs travaux.
7.1 Sommaire des contributions de la the`se
Nos recherches ont donne´ lieu a` plusieurs contributions entrant dans le cadre d’une e´dition
collaborative cohe´rente et se´curise´e. Elles nous ont permis d’atteindre nos objectifs et se
re´sument comme suit.
– Existence de me´canismes de re´plication optimiste convergents. L’approche de gestion
de cohe´rence conside´re´ est la transforme´e ope´rationnelle. Les objets manipule´s sont
les documents textuels line´aires. Nous avons prouve´ que la position dans laquelle un
caracte`re doit eˆtre supprime´ est suffisante comme parame`tre pour une ope´ration de
suppression. La preuve a e´te´ aussi donne´e que le caracte`re et la position correspondante
ne sont pas suffisantes comme parame`tres pour une ope´ration d’insertion. Graˆce a` nos
travaux, nous avons conforte´ la possibilite´ d’avoir une e´dition cohe´rente. En effet, elle
est possible, a` condition d’isoler certaines transformations ou de trouver une bonne
fac¸on de les faire.
– Conception d’un algorithme de transformation inclusive devant garantir la convergence
dans un contexte re´parti de re´plication optimiste. Cet objectif est atteint graˆce a` (i)
la de´finition d’une nouvelle signature pour l’insertion, (ii) la pre´cision d’un algorithme
pour de´terminer les valeurs du nouveau parame`tre implique´ et (iii) la synthe`se d’un
nouvel IT. L’IT permet de re´aliser la suppression avec une complexite´ constante. L’ope´-
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ration d’insertion est re´alise´e avec une complexite´ line´aire. La preuve a e´te´ apporte´e
que l’IT satisfait les proprie´te´s TP1 et TP2. En conse´quence, l’IT propose´ garantit la
convergence. Deux avance´es notables sont ainsi conjointement re´alise´es : obtention d’un
IT convergent a` moindre couˆt.
– Inte´gration du controˆle d’acce`s et pre´servation de la cohe´rence des syste`mes d’e´dition
collaborative. L’objectif de se´curisation d’une e´dition collaborative par le controˆle d’ac-
ce`s est re´alise´ par le de´ploiement d’un mode`le flexible qui proce`de par re´plication avec
effet re´troactif. Les crite`res que sont la spe´cification de haut niveau des droits d’acce`s,
la ge´ne´ricite´ et la flexibilite´ du mode`le, l’aspect dynamique du mode`le, le maintien des
indicateurs de performance a` des seuils acceptables. Ils justifient la pre´fe´rence pour un
controˆle d’acce`s optimiste qui maintient une relation de causalite´ entre les ope´rations
administratives mais aussi entre les ope´rations administratives et les ope´rations coope´-
ratives. Des efforts de spe´cification du syste`me ont e´te´ faits dans un premier temps
dans une approche de model-checking borne´e. Ceci a permis d’avoir une premie`re ide´e
de la pre´servation de la proprie´te´ de cohe´rence par le protocole, pour des instances non
massives. Par la suite, une avance´e a consiste´ a` trouver un mode`le fini e´quivalent au
syste`me en e´tude, au regard de la cohe´rence. La de´marche formelle e´bauche un cadre de
re´duction du syste`me applicable pour de futures e´tudes sur un tel syste`me ou un sys-
te`me similaire. Le mode`le abstrait qui en de´coule a servi a` prouver la pre´servation de la
proprie´te´ de cohe´rence. Le protocole de controˆle d’acce`s est ainsi formellement prouve´
fiable pour les syste`mes d’e´dition collaborative re´partis, meˆme avec une contrainte im-
pliquant un grand nombre d’utilisateurs.
7.2 Limitations des travaux
Nos travaux pre´sentent quelques limitations. Elles concernent essentiellement la porte´e
des travaux et des aspects de flexibilite´.
– Dans le chapitre 3, la premie`re limitation est relative au type des objets conside´re´s.
En effet, nous n’avons manipule´ que des objets textuels ayant une structure line´aire.
L’e´largissement de la porte´e en prenant en compte d’autres d’objets bonifierait les
travaux. Par exemple, vu l’accroissement de l’utilisation des documents au format XML,
l’e´tude des documents semis-structure´s permettrait de couvrir cette nature d’objets. La
prise en compte de plusieurs natures d’objets ame`ne a` conside´rer plusieurs se´mantiques,
ce qui ajoute une complexite´ non ne´gligeable. Les re´flexions pourraient eˆtre oriente´es
dans le sens d’une ge´ne´ricite´ ou dans celui de la parame´trisation de la cohe´rence en lui
associant un seuil ou un degre´. Par exemple, l’e´dition d’une image pourrait re´que´rir un
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parame`tre de cohe´rence de valeur plus faible que l’e´dition de texte. Le parame`tre sera
donc fixe´, en se basant sur la sensibilite´ du contexte d’application.
– La deuxie`me limitation de ce travail est qu’il ne couvre que des ope´rations d’insertion
et de suppression de caracte`res. Il est vrai que le niveau de granularite´ le plus bas
pour un texte est le caracte`re. Il est e´galement vrai que certaines ope´rations peuvent
eˆtre compose´es a` partir des deux ope´rations que sont l’insertion et la suppression. Par
exemple, un remplacement de caracte`re peut eˆtre vu comme la composition d’une sup-
pression par une insertion de caracte`re. Cependant une ope´ration d’annulation ne´cessite
une plus grande pre´caution. Elle ne doit pas simplement eˆtre vue comme une ope´ra-
tion inverse. Elle appellerait des transformations que certains auteurs ont de´nomme´ «
transformations inverses ». La prise en compte de cette nature d’ope´ration dans notre
travail augmenterait son champ d’action.
– La limitation commune aux chapitres 4 et 5 rele`ve du fonctionnemnt du syste`me
e´tudie´. Le fait de ne pas conside´rer plusieurs administrateurs limite l’architecture du
syste`me et celle du protocole. La pre´sence de plusieurs adminsitrateurs engendrerait
des ope´rations administratives concurrentes. Dans ce cas, on aurait un «syste`me de
pleine concurrence». Il serait question de traiter de la concurrence (i) entre ope´rations
coope´ratives et (ii) entre ope´rations coope´ratives et ope´rations administratives mais
aussi (iii) entre ope´rations administratives. La complexite´ qui de´coule de la concur-
rence entre ope´rations administratives s’expliquerait par la possibilite´ d’avoir des re`gles
d’acce`s contradictoires. Par exemple, supposons que le syste`me contient deux admi-
nistrateurs. L’un d’eux e´met une re`gle d’acce`s qui autorise une ope´ration coope´rative
pour un utilisateur donne´. Si concurremment, le second e´met une re`gle d’acce`s qui in-
terdit la meˆme ope´ration a` l’utilisateur, un conflit s’en suivra. Une piste pour mieux
aborder cette limitation serait de rede´finir une nouvelle se´mantique pour les ope´rations
adminstratives. On pourra alors s’inspirer des travaux du chapitre 3 pour e´tudier dans
un premier temps la cohe´rence des politiques locales de se´curite´. Ensuite, les pre´sents
travaux des chapitres 4 et 5 seront exploite´s pour parachever l’e´tude.
7.3 Indication des travaux futurs
Les travaux futurs seront en partie consacre´s a` surmonter les limitations de cette the`se :
– a` court terme, certaines natures d’objets, pourraient eˆtre isole´ment e´tudie´es au regard
de la proble´matique de cohe´rence. L’approche OT serait conside´re´e avec une se´mantique
adapte´e a` chaque nature d’objets. Par la suite, le controˆle d’acce`s serait e´tudie´ dans
une perspective multi-administrateurs.
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– a` moyen terme, la cohe´rence des politiques de controˆle d’acce`s ferait l’objet de nos
recherches.
– a` long terme, dans une perspective de ge´ne´ralisation, les travaux seront e´tendus pour
traiter des objets ge´ne´riques. Puis, la cohe´rence globale du syste`me retiendrait notre
attention. Elle couvrirait des objets de natures ge´ne´riques, un controˆle d’acce`s multi-
administrateurs base´ sur des politiques cohe´rentes.
Au dela` des limitations de la the`se, en mettant a` profit la re´alisation des avenues ci-dessus
e´nume´re´es, nos futurs travaux seront consacre´s aux pistes ci-apre`s.
– e´laboration d’un cadre ge´ne´ral de re´duction des syste`mes d’e´dition collaborative, quelle
que soit la se´mantique de l’objet conside´re´. Ce cadre pourra inspirer d’autres recherches
de re´duction de syste`mes infinis, autre que les syste`mes collaboratifs.
– L’e´tude et l’ame´lioration des performances du protocole de controˆle d’acce`s. Il en sera
ainsi pour l’algorithme de transformation inclusive propose´e. Il est actuellement de
complexite´ line´aire pour l’ope´ration d’insertion. Nous n’excluons pas la possibilite´ de
rechercher une nouvelle fonction d’IT dont la complexite´ serait constante ou tout au
moins sub-line´aire, pour l’insertion.
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ANNEXE A : DE´FINITIONS COMPLE´MENTAIRES
De´finition .1 (Relation re´flexive) . Une relation R de´finie dans un ensemble E est re´-
flexive si et seulement si, pour tout e´le´ment e appartenant a` E, le couple (e, e) appartient a`
R.
∀e ∈ E, eRe est vrai (1)
De´finition .2 (Relation antisyme´trique) .. Une relation R de´finie dans un ensemble E
est antisyme´trique si et seulement si, pour tout e´le´ment e1, e2 appartenant a` R, lorsque les
couples (e1, e2) et (e2, e1) appartiennent a` R, alors e1 et e2 sont e´gaux.
∀e1, e2 ∈ R, (e1Re2) ∧ (e2Re1)⇒ (e1 = e3) (2)
De´finition .3 (Relation transitive) . Une relation R de´finie dans un ensemble E est tran-
sitive si et seulement si, pour tout e´le´ment e1, e2, e3 appartenant a` R, lorsque les couples
(e1, e2) et (e2, e3) appartiennent a` R, alors le couple (e1, e3) appartient a` R.
∀e1, e2, e3 ∈ R, (e1Re2) ∧ (e2Re3)⇒ (e1Re3) (3)
De´finition .4 (Relation d’ordre) . Une relation R dans un ensemble E est appele´ une
relation d’ordre partiel ou de pre´ordre si et seulement si elle est re´flexive, antisyme´trique
et transitive.
Un ensemble E combine´ a` une relation d’ordre partiel R est appele´ un ensemble partiellement
ordonne´ et est note´ (S,R).
De´finition .5 (e´le´ments comparables) . Les e´le´ments e1 et e2 d’un ensemble partielle-
ment ordonne´ (S,R) sont dits comparables si et seulement si, l’un des couples (e1, e2) ou
(e2, e3) appartient a` R.
De´finition .6 (Ordre total) . Si (S,R) est un ensemble partiellement ordonne´ et que tous
les e´le´ments de S sont deux a` deux comparables, alors S est appele´ ensemble totalement
ordonne´ et R est un ordre total.
De´finition .7 (Histoire le´gale) . Une histoire (se´quence d’ope´rations) h est dite le´gale sur
un e´tat st si la pre´condition de chaque ope´ration de h est satisfaite.
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De´finition .8 (e´quivalence des histoires) . Deux histoires h1 et h2 sont e´quivalentes
pour tout e´tat st (note´ h1 ≡st h2 ), si et seulement si, h1 et h2 sont le´gales sur st, de
meˆme longueur et leurs exe´cutions sur l’e´tat st conduisent a` un meˆme e´tat.
(i) h1 et h2 sont le´gales sur st
(ii) |h1| = |h2|
(iii) Do∗(h1, st) = Do
∗(h2, st) (4)
avec Do∗ la fonction qui retourne l’e´tat obtenu en exe´cutant une se´quence ou une histoire sur
un e´tat donne´.
De´finition .9 (Extension de IT) . Nous de´finissons une extension a` la fonction de
transformation IT comme suit :
IT ∗ : H×H → H
IT ∗(h, []) = h (5)
IT ∗([], h)] = [] (6)
IT ∗(h1, [h2;h3]) = IT
∗(IT ∗(h1, h2), h3) (7)




IT ∗([o1], [o2]) = [IT (o1, o2)] (9)
avec [] l’histoire vide, h, h1, h2, h3 toutes histoires le´gales et o1 et o2 toutes ope´rations.
IT ∗ sert a` transformer une histoire le´gale par rapport a` une autre histoire le´gale. Ainsi,
IT ∗(h1, h2) est l’histoire le´gale obtenue en transformant l’histoire le´gale h1 par rapport a`
l’histoire le´gale h2.
L’expression (5) signifie quela transformation d’une histoire le´gale h par rapport a` une his-
toire le´gale vide produit h. L’expression (6) signifie que la transformation d’une histoire le´gale
vide par rapport a` une histoire le´gale h donne l’histoire le´gale vide. L’expression (7) signifie
que la transformation d’une histoire le´gale h1 par rapport a` la se´quence d’ope´rations obte-
nue en exe´cutant l’histoire le´gale h3 apre`s l’histoire le´gale h2 se fait en deux e´tapes. h1 est
transforme´e par rapport a` h2 puis le re´sultat IT
∗(h1, h2) est ensuite transforme´ par rapport
a` h3. L’expression (8) indique que la transformation de la se´quence d’ope´rations obtenue en
exe´cutant l’histoire le´gale h2 apre`s l’histoire le´gale h1 par rapport a` l’histoire le´gale h3 donne
une se´quence compose´e de la transformation de h1 par rapport a` h3 et de la transformation
de h2 par rapport IT
∗(h3, h1) qui est la transformation de h3 par rapport a` h1. L’expression
(9) de´finit que la transformation d’une se´quence d’ope´ration contenant la seule ope´ration o1
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par rapport a` une se´quence d’ope´ration contenant la seule ope´ration o2 donne une se´quence
contenant la seule ope´ration IT (o1, o2) qui est le re´sultat de la transformation de l’ope´ration
o1 par rapport a` o2 en utilisant la fonction de transformation IT . Cette dernie`re expression
indique le lien entre IT et IT ∗.
De´finition .10 (Ope´rations commutatives) . Deux ope´rations o1 et o2 commutent si et
seulement si, pour tout e´tat st, les se´quences d’exe´cution [o1; o2] et [o2; o1] conduisent toutes
deux a` des e´tats corrects et sont e´quivalentes. Elles sont e´galement dites commutatives.
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ANNEXE B : ALGORITHMES DE TRANSFORMATIONS INCLUSIVES
B.1. Algorithme dOPT [Ellis et Gibbs (1989)]
[1] IT (Ins(p1, c1, pr1), Ins(p2, c2, pr2)) =
[2] if (p1 < p2) then return Ins(p1, c1, pr1)
[3] else if (p1 > p2) then return Ins(p1 + 1, c1, pr1)
[4] else if (c1 == c2) then return Nop()
[5] else if (pr1 > pr2) then return Ins(p1 + 1, c1, pr1)
[6] else return Ins(p1, c1, pr1)
[7] end if
[8] IT (Ins(p1, c1, pr1),Del(p2, pr2)) =
[9] if (p1 < p2) then return Ins(p1, c1, pr1)
[10] else return Ins(p1 - 1, c1, pr1)
[11] end if
[12] IT (Del(p1, pr1), Ins(p2, c2, pr2)) =
[13] if (p1 < p2) then return Del(p1, pr1)
[14] else return Del(p1 + 1, pr1)
[15] end if
[16] IT (Del(p1, pr1),Del(p2, pr2)) =
[17] if (p1 < p2) then return Del(p1, pr1)
[18] else if (p1 > p2) then return Del(p1 - 1, pr1)
[19] else return Nop()
[20] end if
B.2. Algorithme adOPTed [Ressel et al. (1996)]
[1] IT (Ins(p1, c1, u1), Ins(p2, c2, u2)) =
[2] if (p1 < p2 or (p1 = p2 and u1 < u2)) then return Ins(p1, c1, u1)
[3] else return Ins(p1 + 1, c1, u1)
[4] end if
[5] IT (Ins(p1, c1, u1),Del(p2, u2)) =
[6] if (p1 ≤ p2) then return Ins(p1, c1, u1)
[7] else return Ins(p1 - 1, c1, u1)
[8] end if
[9] IT (Del(p1, u1), Ins(p2, c2, u2)) =
[10] if (p1 < p2) then return Del(p1, u1)
[11] else return Del(p1 + 1, u1)
[12] end if
[13] IT (Del(p1, u1),Del(p2, u2)) =
[14] if (p1 < p2) then return Del(p1, u1)
[15] else if (p1 > p2) then return Del(p1 - 1, u1)
[16] else return Nop()
[17] end if
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B.3. Algorithme de Sun [Sun et al. (1998)]
[1] IT (Ins(p1, s1, l1), Ins(p2, s2, l2)) =
[2] if (p1 < p2) then return Ins(p1, s1, l1)
[3] else return Ins(p1 + l2, s1, l1)
[4] end if
[5] IT (Ins(p1, s1, l1), Del(p2, l2)) =
[6] if (p1 ≤ p2) then return Ins(p1, s1, l1)
[7] else if (p1 > p2 + l2) then return Ins(p1 - l2, s1, l1)
[8] else return Ins(p2, s1, l1)
[9] end if
[10] IT (Del(p1, l1),Ins(p2, s2, l2)) =
[11] if (p2 ≥ p1 + l1) then return Del(p1, l1)
[12] else if (p1 ≥ p2) then return Del(p1 + l2, l1)
[13] else return [Del(p1, p2 - p1) ; Del(p2 + l2, l1 - (p2 - p1))]
[14] end if
[15] IT (Del(p1, l1),Del(p2, l2)) =
[16] if (p2 ≥ p1 + l1) then return Del(p1, l1)
[17] else if (p1 ≥ p2 + l2) then return Del(p1 - l2, l1)
[18] else if (p2 ≤ p1 and p1 + l1 ≤ p2 + l2) then return Del(p1, 0)
[19] else if (p2 ≤ p1 and p1 + l1 > p2 + l2) then return Del(p2, (p1 + l1) - (p2 + l2))
[20] else if (p2 > p1 and p2 + l2 ≥ p1 + l1) then return Del(p1, p2 - p1)
[21] else return Del(p1, l1 - l2)
[22] end if
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B.4. Algorithme SOCT2 [Suleiman et al. (1998)]
[1] IT (Ins(p1, c1, av1, ap1), Ins(p2, c2, av2, ap2)) =
[2] if (p1 < p2) then return Ins(p1, c1, av1, ap1)
[3] else if (p1 > p2) then return Ins(p1 + 1, c1, av1, ap1)
[4] else if (av1 ∩ ap2 6= ∅) then return Ins(p1 + 1, c1, av1, ap1)
[5] else if (ap1 ∩ av2 6= ∅) then return Ins(p1, c1, av1, ap1)
[6] else if (code(c1) > code(c2)) then return Ins(p1, c1, av1, ap1)
[7] else if (code(c1) < code(c2)) then return Ins(p1 + 1, c1, av1, ap1)
[8] else return Nop()
[9] end if
[10] IT (Ins(p1, c1, av1, ap1),Del(p2)) =
[11] if (p1 ≤ p2) then return Ins(p1, c1, av1, ap1∪ {Del(p2)})
[12] else return Ins(p1 - 1, c1, av1∪ {Del(p2)}, ap1)
[13] end if
[14] IT (Del(p1), Ins(p2, c2, av2, ap2)) =
[15] if (p1 < p2) then return Del(p1)
[16] else return Del(p1 + 1)
[17] end if
[18] IT (Del(p1),Del(p2)) =
[19] if (p1 < p2) then return Del(p1)
[20] else if (p1 > p2) then return Del(p1 -1)
[21] else return Nop()
[22] end if
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B.5. Algorithme d’Imine [Imine et al. (2003)]
[1] IT (Ins(p1, o1, c1), Ins(p2, o2, c2)) =
[2] if (p1 < p2) then return Ins(p1, o1, c1)
[3] else if (p1 > p2) then return Ins(p1 + 1, o1, c1)
[4] else if (o1 < o2) then return Ins(p1, o1, c1)
[5] else if (o1 > o2) then return Ins(p1 + 1, o1, c1)
[6] else if (code(c1) < code(c2)) then return Ins(p1, o1, c1)
[7] else if (code(c1) > code(c2)) then return Ins(p1 + 1, o1, c1)
[8] else return Nop()
[9] end if
[10] IT (Ins(p1, o1, c1),Del(p2)) =
[11] if (p1 ≤ p2) then return Ins(p1, o1, c1)
[12] else return Ins(p1-1, o1, c1)
[13] end if
[14] IT (Del(p1), Ins(p2, o2, c2)) =
[15] if (p1 < p2) then return Del(p1)
[16] else return Del(p1 + 1)
[17] end if
[18] IT (Del(p1),Del(p2)) =
[19] if (p1 < p2) then return Del(p1)
[20] else if (p1 > p2) then return Del(p1-1)
[21] else return Nop()
[22] end if
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B.6. Algorithme SDT [Li et Li (2004),Li et Li (2008a)]
[1] Soient op1 = Ins(p1, c1, u1) et op2 = Ins(p2, c2, u2)
[2] IT(op1, op2) =
[3] si β(op1) < β(op2) alors retourner Ins(p1, c1, u1)
[4] sinon si β(op1) > β(op2) alors etourner Ins(p1 + 1, c1, u1)
[5] sinon si p1 < p2 alors retourner Ins(p1, c1, u1)
[6] sinon si p1 > p2 alors retourner Ins(p1 + 1, c1, u1)
[7] sinon si u1 < u2 alors retourner Ins(p1, c1, u1)
[8] sinon retourner Ins(p1 + 1, c1, u1)
[9] fin si
[10] IT(Ins(p1, c1, u1),Del(p2, u2)) =
[11] si (p1 ≤ p2) alors retourner Ins(p1, c1, u1)
[12] sinon retourner Ins(p1-1, c1, u1)
[13] fin si
[14] IT(Del(p1, u1), Ins(p2, c2, u2)) =
[15] si (p1 < p2) alors retourner Del(p1, u1)
[16] sinon retourner Del(p1 + 1, u1)
[17] fin si
[18] IT(Del(p1, u1),Del(p2, u2)) =
[19] si (p1 < p2) alors retourner Del(p1, u1)
[20] sinon si (p1 > p2) alors retourner Del(p1-1, u1)
[21] sinon retourner Nop()
[22] fin si
